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Abstract: With rapid development of information industry, services related to big data search have permeated into
almost every aspect of human lives. Relevant technologies are undergoing profound changes, such as privacy pres-
ervation for data fusion, context-aware search intention comprehending and statistic search pattern. The issues of
secure-efficient search and privacy-preserving for big data were studied and looked ahead. Firstly, three chief scien-
tific problems were refined from the aspects of multi-source data publication, awareness of users’ search require-
ments and privacy-aware wise solutions, respectively. Secondly, main research contents were proposed, including
big data oriented information fusion and knowledge extraction, granular knowledge representation and inference,
interactive representation of search task, user experience driven task management, granular search pattern balancing
utility with cost, and secure search mechanism based on differential privacy. Lastly, several promising techniques in
future were discussed.

Key words: big data, secure search, privacy preservation, multi-source information fusion

Yefs HEA: 2016-03-07; 1&€E HEA: 2016-04-02. BIE1EE: &R, zzgisgod@sina.com

BEEWB: HMEKARBFEERDIIH (No.61402137); [FZ H A AEMBT 70 A & vhRI (“9737 R HE< B By i H
(No0.2013CB329602)

Foundation Items: The National Natural Science Foundation of China (N0.61402137), The National Basic Research Program
of China (973 Program) (N0.2013CB329602)

00041-1



222 I 1515 L5 A A B2k

1 5]

B [E K HIBEM -+ ATl si, 15 R
FR G AP A S AR 51U T 5 a1
Koy REHE Ok 1B SIERIPE S 0, I8
BERIAERA AL B AR PRSI
AT, IEH SIS A AT
RE SR RE S L R .

EH 28 5 2 B 1A BT IEBUR R
FOIh, FHX . AL AU IS EdE,
B BURZ USRS S 2 WA, SRk
I FH G AT A B T IR ke 55 2002 R0 X 7 3 7K
Vo AEALS AT, AT KB RIS
I A R A, BB W R R R A T A IR AT
K AT T8 28 A AT« (R ey F e 2 & s
LT, WERBEE. AErEdli . g8
B, OWEE. RS S Ay B A
P, S A Sl = M B A4 R A7 A8 1 ) A
A HES R AR TV EE R T . SR, 3X
SofE QAR BRI, A T B
(1477 154 JE G St PR Bt TP A R, AR
AT IR 52 75 SR AT 22 o 1 Al hor 55 110 v A P38 2 761
S, B ARG AT TAERA T o

MWH AR R TR G, B AR TAER)
Wz, HPSHER G R R B RS, M
ORGG8 Kb SR AR HEAR 2, AT R TR 15 2030
JEREE TR POE I RIAL . NHREARE, 14
SRR T | B 0] Web 1.0 FAS M I, S
TOREE T AR R 7, SRR SR )
Web 2.0/3.0 W AT 5V BRI RS S H 2
FH P PR v ks S A R TR R o I ) R A T
T IR EAE REAR IR R . AT
THI 1) KEH 1) e A O R AR, e W

jillls

FRTREERS B, MR AT RS 2RI
R S AL BRAZ AL, i PRI S AL

R TR IR AR IR S . KB
RHALLE S AR R: 1) ZURLG, X 2EiE,
LRI RS R TR,
FERU 2 T BR Bl Ok . B TURSEILS:,
FEAR 2 TR B3 v A0 Jas 1 S 1B R P 15 B AA
MR DR 2) RIRERET, UL K ) Hedi @

BATIAZY, FEIEC AL RN, S
FIRE RARIORBIRY, AR Z 2 REAL HLAE
g B X Bh 25 BB B BAAL AN PR G485 3)
TRRIVIG  RARET X 2 R & Bl /e 2 4Tl 3K <%
Gy BRRLCRIORL R B R 25 55 7 THI (R AN,
HE&BEN., WEH, ShAnT MRS REE.
g4y BRAAGRAP RG], T AR R SR
W REAR; 4) BEHR, G ERI R
T8 P AT 0 B AR T M BURAE 25, G2
R AN S AR, SR 2 7 20K
INEER-Si Py SRR Y I vASu U A = il R
PO FRZIN S AR ZAE ERIVRSR, BEf A ]
P s2 R R R AR LA S R AL, 45 AR 2
TELR MR o

A FE GORHHR s A0 FLIBE R+ AT 3y o RIVR
ANHEREMIACH SR, AR BRI R e
BR] o aREEAT RARRIRNAE” 15
Fro N TIRRSZBUX— HAR, 7 206 KA R
FHRBOAR I E A SMIFTTIIR . A A AAE HEAT 25
o, HEMREZRRE A RE,  FF A T B
TIPS 5% N,

2 EARIIMRIER

AT NREHE 1) 25 RS A PR
SRR ST S BERL BRI () R R A X 3 AN T T3 Al A
2 [ A A BORT IRIF I R
21 HEABENSRMERD

X T AR GE I FRECR U B R AT I B AR 3 A
5%, W k-FE 4N Ck-anonymity ) . - % FE 4L
(I-diversity)« t-WiTTER (#-closeness) B iZJT
J&, Zhou ZEWXHILHEAT T 453k, WA .
B 2 5L SRR RARY, — AMES TR
] “ 2 URRA R BB RAL DR T iR Re A 4k K
A58 ) B AR RS B R AT I SR AL R 717, agt ik
(R, HEATEN. B, K192 ok
I3 M EARR IR A R B R AT EHE (Name
FIAAEATEIEED, RBHCT O A0 Alice [1)—L875
SE . GFRE 34), Zy%n 2 AN is & Am s
% H AR AL (3-anonymity. 2-diversity) FfIFRFAT
K, BRI 2 AN BRI B AT RS I, Alice
BAE R NBEARAE B g

00041-2



541 M B A T R S KRR B 23+

Name Age Zip. Disease Name Age Zip. Disease
Bob [32,35] [15k,20k] flu Lily [32,35] [15k,20k]  lung cancer

Adam [32,35] [15k,20Kk] flu Brown [32,35] [15k,20k]  lung cancer
Alice [32,35] [15k,20k] ,  gastritis Alice ,[32,35] [15k,20k] gastritis

David [41,45] [25k,27Kk] '-‘ dyspepsia David // [41,45] [25k,27k] dyspepsia
Gary [41,45] [25k,27Kk] “‘ bronchitis Millep” [41,45] [25k.,27k] bronchitis
John [41,45] [25k,27k] ““dyspepsia J Q}‘ﬁ; [41,45] [25k,27k]  dyspepsia
Lee [37,42] [33k,35k] ‘\ flu ,"iee [37,42] [33k,35k] flu
Ken [37.,42] [33k,25K] ‘g‘astritis o Davis [37.,42] [33k,25Kk] gastritis
Jim [37,42] [33k,25Kk] g'pstrits Jim [37,42] [33k,25k] gastrits

Alice B B R

B 1 2 U Al A i R S 451

i, Xiao 552 m- AR (m-invariance),
m-invariance J7 52— A B KA T 5
BERABFICRAT BES 51— O AT B AH L,
WAL ARSI — 1) B R AT S —Ik
RATHIESRE T Rl — A 2) S kAL
PR B b A4 4 3) b A4 A b i g A
PG TR TR, R4 LA R RS, H
Rl I T I [ 44 2 00 20 ) P 3 2 25 5 R 5 1R %
ML A BUR B 2 AT K. R, %07
GBI IE I P A 2 PR AR SN ARZ s ) S
s, Dk, AGE R TR B 22 OB KA
M5t L2 IV E BN — DN AT I &,
Clifton %14 th 43 i 2 k-1 44 5130 (DEA,
distributed k-anonymity), %5 VAR BAE T H K 4>
IEHE AL B A — S5l sk ME— 2 m bR, 3k
PR I & 07 # A S o B Ak s, R AT
A WA AR A R T B IR G S, AR S
(1) B 44 3 A T 2 A7 96 A B 44 1 PRk SIS B B
FRY e AFAZSEE I TR SRR, SCRR[6]H %)
defacto benchmark adult s 45 74 0 752 12 K.
SCHER[7IT R T — MR R Bdm v £, JF. A2,
R IRB 4 o i R B 1 22 0 22 07 B SR R
T H.. Mohammed %5573 T 3 St 45 g £ P $cdts
ACEOR SEBEAR AR 7 B B AL Ry,
EEBUE BE 1S BB R, BARIIE BB
EHAREA G SCER[10152 H T — M8 5 v 5

HESR, T2 AE R 0] DL SE IR B B 1P 4% 5 AH LS AIE
I HE ST R A S N [ (0 S B P AT 55
WA, ARTIX L vk v SR T &
5, AR T AL SE BRI s rth R
22 RAPERERE

H PR TR RGN, BEEAIUCHD, & S2El
R S RO B AR R I E LT . SCHR[14~16]
3RS BT SRS LA R Y A Ay Y
FRE T H R E R R R, (HiXLE
JPESRE P Afs R Rk 2 4.
i, HEHE A RO, &l 2 IR
S REA e HTE W . SCER[17~19]93 AT T 5
THPAT AT DA RHE A FARE S b
PR H P R AR TV, B P R K
HEATUE SR, H 6= 2B 25 R A0 R PRI R
PEFRAFAE 7, M DAYHE A R AR A i) P 255 1) EL S
KRB, OB P P Ak i s S R AT
1 7 A

TEH PR SR B SOR AT, BN
GO —SEHISEHR . StankovieP 4 H M
I T EECER AR G R R RS S
A PEARAT ERE ™ AR ] E R B A A A
Maekawa> i i — R 1) Web 25177, 4
F P IEAE R ) H 15 30 A S R AR 0L, JF
EMBE R e 5 M 7R . ThingsNavil® g — it
TR E MR R 515, 7k @ g —m

00041-3



<24 - W2 5 R 2 A

2%

B ok R om N—W 28 Horp 3 5 B A5 R RN S fF
S TR AR AR 4 2= e 45 0 I R HE R 10
7. Ostermaier 25 i Sz fAciR 24 Ja o 10 7 s 4
PEEESTFRMAFEA (APM. SPPM. MPPM), il
ARV LI R SKR I B SRR EE &, M e 1 1A
HE A v (R B S (AR 2 75 DU L« Christophe 25041
T P s e ST P E S, AR A
L. W H SR BCE RS, e SR F
PR R AL SMART P R48 22 2K FH T A6l
AHE PR RBAL, g B SEE (i
JURAEE B 2T 50, T H R E 5CE A OC
. A PRI AR F 0 S5 R i iy T 4
RINACR, USRI . 2 REdR
Ry FT, BEYUE T WM, AN[F 2%
SR DT EARME ST, GaH% Bt
KA R, A hegh s 2 B

FH P82 75 RIS EFEXT KRG FE AT R
BEUGMIBA K45 2 YEDR 3 A 25K o SCHR[26~28]
Pt SEBIL IR -2 R E R 0 A 5% (A top-k~ skyline
join &%), fEA WKL J7 HIAS T 4 A3 52 R Bl
Ro ARIXESEL PR - AL G A B,
RG] HEPAE,  MEAR IR P s A b A ik
—ANET R Hdl, FECT — MK A
B, XA REAR R S T AU T 5K
PR 48 R %, Chaudhuri®Fl Doucet!?/%%
KT — Rl AR B 1 oA T, (HE
RIFETCIE CRUERIRE — 80, AR HEAE B4R
AT PLR 2 e T REA S et i B iy oA, PRl
2B o A R AN R T 2 T BUR A E
ffii. Hellerstein® VM1 Laptev?®145 73 il 5L T ¢ R4k
P PERN > A XS R G T A el 2 SR i
SR AR T, AR 4 2% 5 at M P K 82
i RmG, AT R T 127 v 1 a8 P £ 4 E 14
JURET . SCHR[33]48 HY T — ik 718 LA Hr 1)
MapReduce F&FHAT AAL 775, AHIZ I 5K
TR S M mARE S, PR SRS S
(TG YRR 2 . SCIR[34]2% T MapReduce HE4E4H
BT T 2T B S HOS R T AT R 1 R
W, HEWIHEH T 45 % PR N MapReduce P27 HIHH
ATIAS (TR Tl DA AR 2, R AR I
BAHVHE ARSI R DU N 2 /et 5eng . Gl

REREE LRI, CA FST TAE R E TR
R W%, Rk i — AN A~ HAx, i
G2 AR TTR . LIORRE 4R P ARG 1 AT
FAEREAR, AT D AR R AT

2.3 FRAARCNRYE EME

M AR IER, SCER[3S]I AL T
A7 FEE (U ) 431, () AR AR AR G A s 2 by
AU P A g5 50t . SCEk[36]8e th T —Fr A =X
Ao T PRI g 28 2% 7 138 5 P P ) 4 i
Brikio SCHBR[37]8&H T R T47 A1 17 il 4 461
BUHD, R EIUGAT AR AE AT 350 . SCik[38]
P2 T —Fh KP-ABE J7ik, Ui il i Sems ik A\
P AR, SEBL T 40005 U ) 4554 . Yang
DI T b T SRS 1) 22 BN LR (1) CP-ABE
GE, A RCH AR VT I RS ). SCHR[40]
P T M EE A R T, R R
FAPER LA B T S O BaRL Ik el . STk
[A13 T — M8 2 5 O 56T Jm 25 44
(ABS). SCHR[42]160E T 635 R 3G 4R 1)
ST ) 5T 2. SCHR[43]4 th T S8l T & T
BNAS AR U 1) 450 5 80K S it g /MR A U] o
Beon) Ak G S 1) 45 SR A U7 il #5361 1) /8, Singh
At LR Tl T IR 2R B N (9 T S
BRI 59250 SCHR[451IT & T #Fk A Auto-FBI
R RS, SEIL T USRS ) A B R . SOk
(4615 T — oy 2 AL g i g oy =X
BV IS T — AN ZHUR U I P s . I0A 1)
Vi IR 2 S A2 v il 5T R
PEIUT s TR R B AL R (1 U el 45361
BB R G U I SRR I SR,
EEX R AR R T Sl . 5 i3
AMESEREE, W AhAS U7 i) A PR S B B T AN
RS0 ) A R PR S e .

MBSFAGRY T R FE R, SCRR[47]38H T 2T
ZEOY BRI A AL BRI R . SCHR[48, 491K R AA%L
PR A TN “share” HURER, A SZhs
MBS AT, FHI3RE share % H KA 5k 1)
FE1E o STHR[S0, 51747 BEORA B 3 3k 1 IR SRmes i
h N ASTCUE SCRIAS, 4 1 P 3 A A &R i Sk i
ST BEAL L IX N AT ER I8 AT K AR AS %L
PEAE P o B AT A . SCHR[52~54148 H 2 Bl

00041-4



54

P RHUE % A B R S RRR Y DL R <25

CP-ABE &, K50 BHLHI S I N B R 5,
ER R R P ROV & eyl e i B
R, BEMARYH P 828, Sankar 2504
H T MR DUSCRES AT B R A SRR
FARRIEAE P, A T 3K R R E B AL
RGP A 2 TP IEAR SR . Guo 5PVt
FEAZ W28 g FH g T — AP SR A o
FURRRAA B, DA I3 a2 B P () Ba L 75 SR A2k
JRGEE. Gu 25EPT T 5 BaoRh i 25 A B2
RINES,  IF HAR AR ZR 10 b R 082 R 5 ok B Ak
el B MR BN TAERZ Hgeht—3
FRE s, MAILRRT R, 5 ZAHMNE
BaFACRY J5 58 S ILSEms,  HAT, 32 H A £
LOEA AEL MR . AR,
AN TR P R P A 58 R S5 5 B ) I B AL AR 7
%, BRI R, BA RS B E TR
W SRFIE, 1EIX D7 TH IFFOE A TR .

3 BEEESHRAS

31 RUBRESTHEESHRIAFRIFRZER

R

B0 R K 2 4 AR R B R 1R 1 )
oK, ASCNZ U A Bl kA . )RR K
SR R R RL SRR S R R AR IR e 3 A BAT
PRA ML AL 72 17 L

1) RE AR SIAL 5 Sk i

REAEHALST T HE RER SR, X5
SRS PRI RS RS R TR
ST P ARR AT ANAERL . AL SRR T
SEHR R AR, KRR RRERR, RiE
VR FPE R A, TR BT 2R AL
i, TEEREERI APPSR L uEH A L S
YRRl V5 A (R BERA T2 o] RS D K IR Ak 22
R PR B LA R OCR Y AT Rk
RAHATIALY HEE SR AL ? FZIR RN PIR
B AR R B R O RF A 1 A 2R 3 1)
AT FsA ? XA ST R AR

2) PR ESRIERN AT 55 Ron 5 B

FE R R, d P Gis PRt
P EW], S EUT ) DU R R R R 5
BIAESPATRE AT . W RLR T R

KA E RN RS E L ER,
T LA AT VH AR T AT 2 Ao i BRAT:
ST BATI R KGR 3 A HARZI
npsE? thah, FAERATE N Ak b T Bt
JRIE R T 8T XA R SE S, vt g
B R A JR) P ARG T B A 58 2 %0 i 7 2 AT
A5 BB 2 Al S LT 45 M A e R T A
e IR B ST U 2 AT s e T
e S NN EASE TR R A% 1 AP €I P
T BRI PR ) L

3) BRRA BRI 1) R e S R

M PR B i — oM A B T, —
i, FH 7 Ve S s ok P A R AR, 55— 71,
REHE B S AN SRR E R, AR IE
BRI ANR, i HXE P A BRI, dee T
L H A& “TF AT (O RAT A Sl
REST o AT LE LRI ZCH B AL R A4 SEBL R L
FAELE R A R AR S M RS P R
B FACRI DA G — Rl & () SE LR 2 o] 6 K4
PR AR by R e i R ) AT S A
M HAR AR et S 2 o] o b H5cdls 5E
1055 B B FA LR ORLIE 1R Bl 251 i A 7R R R FA LR
PO RS E TEIL A7 X SEH S T B e 1 P
B2 )

B2 R T 3 AVBEERBHMOCR. Wk 2
FIw s AR BAZ O nT RS g — 3% “ AU I
SR P TR AN AT A B < RRL K
FRI AR, b, R IR SEBL” &M
WA TP AR DGR, A R R
PR T ORLEA 12 B SRR P 7 SR I AN )
B B R TR SV G IREA L
R, S P RS SRR AT 1T & s us i
(AT R B  BRORA BRI )8 B e KB4
RO, A R SRR LA
R B . SR A ORI AT .
TR A 5 C P R AT 4
P RISV R« BRRME AN R g et
MR EHHE R EEARSS 4.

32 MRAEB

Bt R ), T AN 6 AN T FE TP ST,

T BTN S B B N R W 3 T

00041-5



.26 - W2 L5 S e A %%
------ T
Rh2 i 1 o N B2
rampien 2 > PR AR
320 5 58 R 46 X AL 55 52 L5 A T
’ ‘.
JHR 2 2B ‘
W SRR

S
I R
23
rrsnioe £
TR
B2 R LA R
Mesm | WENA e
VoL meosm g a e SRR A —
KERHE RN | 4 y S
T
; BUBEAL AR 5 A
AL
rp— R e T e o]
AL s HRFFL
B e
wHmE
A RS RO R R A
~ T2 A RALG 2 2 R L PRk

3 EUEHTSUN RS R R BN R R

TRe BTN AR TH A KEHE I R
Rl 5 AR AR . BRI AR s 5
FR R 6 5 7 I RAT 55 R i
BT MRS SR B AT 254 BER . BT SR
ST PR R BE A R AR NI T 2 Ar BRAL I 22 448
RAHLH .
3.2.1 @& KBNS ERkA L s R F IR
B KB A 8 LA 2 4 5 R 22 7 5 Py
CAS P KA R TR 2 e CRIAS AT T
WD, FFEHE BT RS 5 AR, A4
PRREAR SRR AR, JEHT A RAIZ, iisZ
RS 2 4 5 2 B IS R K AR AT R .
1) BRAMBANII 2505 R AR B R
IELI. (5B 2GR FIiH R s s Sk
HAEE RSN “H IR M, W5
RLFEAIA . SRR R 1045 B A& B AL CR I AL

Hil, A T ANTIH” R R I,

2) e JE R R AR A T SR X
KRB SJE U M e 5 10 in 2 e A
Kb i, FEPHUREE . TS A Uz R B e,
WK BT ik, JERR IR SR A
PR R, Wk AR A TR .

3) SCREI SRR R AU A R A o
KEHE A 5 )& TF S R T SRA WL
R, WERENRR A AR MG AELE], DL
GIRAE SEXUNEEIR Y AREIEE STE 5% N
322 BEAmIREATEIERAR

BEXT RS AN AE i R R L 8 AR
Iy R A SR R, RS ORI P 2 TR R R
P FTRARTY, BIFFETH] ) I 25 S P () SR U ey g vk
ST PSR A 8 PR e Tk . HAR N
K.

00041-6



54

P RHUE % A B R S RRR Y DL R <27

1) KA &8 2 18] 5 24 0 R IR A AR R R
Jide BTREGREEMER. KRER IR M
PURLEE A LB IN R0 Y800 S5 o5, (L Ik TR 1) 56
BEOCR WURCR. P RR. FET RIS
R, DTSR RE 5 S L RE £ 528
s b, WFR 2R, R A I AR R s
i,

2) 1T 1A R B e R 2 R P 3 ik o WE
RAEH V-6 CFMD $dls RATRLRE T B L
{5 LR XU (R VA TS ik

3) FE T U SR (1) K RIS J P v o B
X RECHE R R4S iR 2 REI R A, W
FELLH AR T “AZJEE” D E R E MK
TR RSN PRSI MR SR 5 . HEERR R
323 EFHPFEEH5APF AR EESRTAER

BEXEIRAT SV 6 o ik AT 08 A A A
K, BV BRHESEGSATIRA T E W IR
S, DASSRATAT I P gl sk o Hbx, g
B T RIMTS Fom iy, 5311 & ZI T 1)
AR5 AN TSRS, fh it 8 R TR b 1)
MRN T HAERER.

1) B4 HENT (5 G TK1) L5540
RURIR Tk P PR Tk 2R B A7 i
P& SIS, Wik SR RS
TR TG R RESZNN R R, Wik
HWRTREFE LM — & R R,
AT 8] 0] LR PUA S v SR A

2) FETF G ZITH AT 45 UG 5 3 58 5 it i
B B S RIE S HU B AT IR P B I
PRS2 Fe FH P AN L A5 AT 45 T 2 Ml S0 U ) B e A1
W, LMES TSRSV &g R s
s, WETT LAY 6 Z0TH Dk F2 Ak, AT45 BT T U
PATI R AR ZRHEE 3 S B bR TAh S AR,
DY ATIEEA=R 7S AT PE SIS pr
324 AETHAPIRIRIRS) 91E 55 BH AR

EExt 2 P8 RAT S B - A 1E . X%
PRI AR 53R DL RAT 45 MR B e R &R, F9UATSS
AR AN 2 BAIIMT55 B A B R S T3k
KBTI R AL AR, SEIUH P 5P
BRI IR AT BN . AR AR .

1) AT45 75 SRIBAN 2 ST 45 3h A B

Ko B2 PR RAT S5 S U 56 P B 1)
ok, I o TR R AT 45 1) 5 0% R AR A
FRAIE, DA RAGOR R4 R P AR o JE s, iF
PESE RN T35 2 A H AT 55 B R

2) T AERIRBHLEN A b7 2 U5 o) BB
Ko E0E 2 H PR RAT SRR AR T R, W
R ESE G PR A R, DTS S airiise g
ZITH A e, WEROE TSR IKSHLH 4 X3
BRBERHA .

3) AP 56X PR A S BB . &
XF [ i 2 P 2R AR S 55 & BRI A 2805 K
IR N 753K, L2 BAIIAE 55 s B BER
Jodts by TR BB Ll WU TR %
R 2 H s BRI .
325 BHA5RMN-FH G FAE RHAK

EEXT PO KBRS R i 1 AR SAS AR
AR, FET GRS A L, S A T
JR SR ARRE 5 5 SR IO R B, R TR
T3 50 25 SR A LI A B 5 58 TR 6 20 (R R
ALY L. HARNZRIR .

1) SCRPPUHSRAR IR SRS FEAR R EOR £
X RBAAE R A TSRS R PR N (IS5 5K,
DMASSH]. BRAESE G v e ks, A gt
AP SN ] SRR B ECAN 1) T AT,
SRR R R SN AR R R B

2) TR 45 RS R PR B
PR AAEE T T R ERE,
I FORLREA T s 45 AL 2247 5 2 L], DA
20 N SEARNY . S NI R O HAR, &
T A7 50 45 TRAN B A At 1) 18 SR A 2R

3) SCREECE S R AR SR
XPRBARIEA . AT R, SRR
PR gE AL ] R A S, 9T 2 AT s i
AL LEGHLE], AT A g s 25 SR ) e 52
FAMLIFE LR 8 S 4
3.2.6 AT EHTeAney bl R

B KRB R Ay B S AN B, AL
iR A 5 BE . SRR, Bl S 4
¥, H WU R 2 PR R AAE B RS EE, &
T [ R T v R A R ) M 2 Ay B R R AL
i, SR T 22 AL B AL TR IR Uy v 2 1 SR s e

00041-7



<28 - W2 5 R 2 A

2%

SCHF AR I R R A ) 22 73 B AL T 23 FE LR o

1) ] [a) PR e R LS R 1 22 20 BR AA DR AL
o BT 2253 BERA RGP LA PR ™7 20 AR PR ey
g B AR R A7 SR A ANUG FE e L, I SOKS I
FEAAGRI VAN S — Rl RO BE AL, vl )
K PRI 2R ()R AL 22 70 B AL DR SRS

2) T ZE AL KR TS (K ) P S o £
XEREE A BRIFRC” R L A« AT
M FEBLIBLSE TR, B UREE “ il &
WOAARGR MR BRI Z i, WL T A B
Z2 SRR T Bl A C 263 1A U T 42 1 SR

3) At G 5 R AT BN 1K) 22 0 B FA TR 4 i
B BT REFE RS A IS B B A 4L
Pa B AL ORY REBE X By ey, WP ST 1 e 5 5
R B AA DRI BE (R BN A~ AR R 2 B AA PR P i At
ROENEIA S, Bevh SCRF R 8 2 A AT IR 22 20 B AL
TS B o

4 BABEREE

4.1 BEF—HWIRFAE EMRE

B LG 3T B (1) Web H R AN,
FTREFEEAAHREE R, WmRES LAR
TR R, FEUH O KR 3 &R 1 7 kA
P — Y A e AR, e R RS R
(PRGBS AT FH M DL R 8 2R ) I R A 2 A 4
AT VRO, A AR SRR B —YE B R VR 4
P AN T T 0 KB M R A, Ak, A
REARAE R e B A, WA 2
Bl G BAFARY . H P RAT AR &
ik R b B A R A IR P A ) 4R
] 5 55, X LR RA DRI BOR HARH A % H 1
VRN R AR, (HIXSEFRbrafE DUAH B B # 4k . [
I, WM E RN R RN
JE L B AR R R

B, iSRRG 1 JE AR, H
W, FERBEFARY 7 E LA i BT k-
B 44 S FLAR T (R B RA DR 7 ZEFNEE T2 23 B AL 1)
PRY 7%, WX PSR BAAL R 7 R
AT PE R R L AT RS . RIS T k-BEA4L I
AR B FACRY 5 Sl I e . 2 AR T B R
PBaAL, wLOEM AL, 5 R Rk R R

ABSRADRIRLE S A TR 12200 BaAA LR
JIE T DL H A I B R ISR B 52 e LE , AT,
AR - 2 SRS AA R SR 22 7 B AL DR
AR B PR B L U

HK, G BRARY RS R S R
fabs, UEEY 2 BEAAN E SORSEHL. 250
FOAMBBEIXAE Nt BT 2 DL Pe et
IR O 122 AAE T AL sRANAD, 73
REX 2 ANEEREIATE WY, A IAE 2
MRS B AR SUR MR B RE T 1.
13 TP ES, FRRAE R ] H (e, 0)-J5tiR
K, H, e RoRiRFELI, 6 RontliFfiizE
KT e bR KR, w2270 BRA R & SCHE N
AR T 9, XFEAMEIG R T 20 AR
JIEAE LS N R TG I, iy H SRR R S
AR R L T .

e, AL S RN R A
FEISE MR RN I 5, i HERRASR R
B AT (AR, alFsEas) 2R, AR O
PR B, SRR LRI, R DU E Il
A A, S5 SRAR A 1) ) BASAL A
TP 2RO P 5 P R I 20 S S
42 ZHFZRESEEMSHRFARMERRA

EF T i) 22 Y5 L A AT S 0 BEORL R Ty
2, AR ST iR K B 5k, A
FERN, X CRAT AR AT S Sk oy o 3
TR PR A R PR R, SRR
PEHFRERE, JETRURESE . o F A5 A A R i 2
W, FEHHATRYEZf . AR AL A AR S A
(IR, AP A H A SR - SRR R P 1) F) SR
RN, RJE R R TERL A A
T, BRI ) — ki . fx
Ja L S UL e S, T A B0 SR )
R IR NS, IRAS AT RE S A B AATHE 25 1)
/N E kS

B 2 S B A R B AA GRS, TR
RIS ANl 5 B A BRAA DR SR,
SUBAGE: Hmah e 1025 et B QT A
K v S R A I BRI F A AT R KRS E AT
b, Soris AR e R KB . %8
PERIBTAT B 5T R R Rl 7 5 RO LR T

00041-8



54

P RHUE % A B R S RRR Y DL R ©29 -

hngnkl gy, #or g5 RA T BARE L L0, W)
AR AR, BWEEET 5%, E2%A
JeE 1 REAE TG A2 B 44 20 R AT R i n 4t Kl 43
FEAE TR . O T A R R AR SR UE T
ST R MIEAR R I gn e B 24 B FA TR SR 5 44
P SEie | TR B AL, R R, R
HAT A a5 B 2 e KR TR P 7 108 e 42
UIBR A Z 4, 28 g Ao anfb it fs 2 45 Rl i
HHAE T, HEM0T g-1 5eabss REALL T
FIRS,  RAR P R A8 B R A T g 2% 30 L A 1l B
P T2 15,

O 1 B O R AT T e 5 R Y B A T R X
Ko, mOERTEEA 4.1 R B AL PR s S 5L
PG RERL G4 — I RN, 0B b B BE
A HAE AR R b, AR FALRY
TR E T, ST SRR, Wil —&
B AT IS S 4 LA, DUSEAE T 2 0l 1 o
RATBEAR RS I ATHE N S A El T 2 B s
Ko
4.3 THEETTHERIERY S YRR E i i AL

REARH R H PR TR Z otk B
2%, BRI G IR P ERAS A R e 45
HIBA (in CP-ABE) ¥ MR % . X LA4k 40
PR, wR W R 5 AT 1) SR
JRUR R Az P s A )@ vk, i
I3 AT AR €0 T ) R S A T 5 A PR AR 1 2R
G FOIANFET 5 s I8 5 0 A B ARl 45
Wit B R AT B DAVE Lk g e & xR i s
O R ) B4 20 g5 R BEAT AL, 3 58 s 1k
PR s B ERYE; 2) BT E IS 45 8,
SR PR N, ARSI &R,
M P A “mifg” Ifgs B Gk
3) Wik gh e vk T R I s RN BE S AL
P S, SETRERE S P YR 1
BRI, b7 5 A M g ) SR IS P IR 3 R &
RO, Wi IE - sl
2 Y A0 R R U I AR A

KEHE Z IRl E R, SINT 2/ MR
CANEYE R IEAE TR LTE i lFS NI B s el E i I3
DUITE] () b S AL, mT F LT 7 R R IFIIE 5T
1) FENL A BT ) 42 0 b s« 2 A0H

Sy DA AE SR g T A RO,
PERIEFUAN [FHRE S U5 i 42 1) 11 22 4 XU 5 K0 2
Wl 2) AE05 I R P 4 — R B A i I
FESEE U7 e 422 T Jss PR R, AN A E ) il 71
PHREPESE s 3) SR FFE b 5% JE PO Il i it B0
AL BRI SR T, IS8 RE AL
B 22 A PR 7 T 42 F R

X SR I A R AR TR TR s A AL AR R AT
FU, ATANEUR USRI 1) AR 3 B K Hdls
R 55 P A 2R BAT I 2 R A U7 1) 45 )
22 WHEARIIAE AR RS H R8s
) AU PR K K i e L PR 7 i SR A5, il Bt I ks
PEAE V7 ) IR i R0k T ik 2) R TR
FHER B W3, WE TS AR BT 35
AR5 1 5 e e 55 P ik R FR AU, 0 B XU
] R R IBE R BR T KU DI Ak T 5 32 AN 5 AL JfE
RSN BB i 3) AR AR IR ] 42 d KA &
RrdEah b, BEATI A SCH R L AR Y T,
ELTFER ORI L1 DRI D VA E W - i N ol N L L]
JE TS 4) MBS IR KOG 24
FERL DRI B, BE T SCHE I 235 1 0 RS o 5
T BB SR g, R se Bl A N ml
A, sl PR U7 i R
44 FAPEZREEFRIFHRERERAK

FER B AL R b, o 1 i I A T
B AR v R A R A AR kb, (R R
B R K I N T R s B R AL B AT A
(S

xR E B RO 7k S AR L
L, nTANBUR 2 AT ETFIESE: 1) B AL
AR B PE O HAR H P AT A, 45
P IIAT AR S5 A B, MR Hbs “ L/
7, HSIXA EA M REER, KB
BREEMEXENRRT T 2) WNBLSERR
Bl RN A, BT U P R R E
MRk, T EREEAIE T4
SRS E R R T4 E RSP DR S (NS TIPS
B AR BASE SAZ A WS SR R BEAT SRR )
B> AT N0 G55 A 48 2 5 B R 0 B A
HR, SERRMAT A RTA . B0 A KA B R
TA P it IV

00041-9



-30- I 1515 L5 A A B2k

BEXS P MR R TR R B FA GRS K 00
SR, AT LLR 7 SIS T 1 R DR SRS
1) ST SOW e vH P R I AR Sz A T3 7k
IR W R IRHE R TR AW 2) ST
JEE 22 53 BERL E 3L, AR 13 2% A R DR 7
SRS AR, 75 B0 40 5 S R IR I B
AAORIPTIE IS T w07 231 (4 g AL A
ZE S AR JSAT IR Fr ey %85 3) M
HWREEBAIEAT N B0 A B RERA R L,
FFAT HRA . B R LA B R RA IS 1 R4
PLEE, SCHUA - SRR R & 1 2 R
LSt

FERE AR 28 S Rl ) i A - T 1
BRI A, RIS LRAIEF PR ZOR RE L I 2K
TR, LRSIl A KR 22 e R A
KR IF BTSN R T HIRETT: 1) KT EaAAR
PR RGURRE R ZNm B, UAASSA
FORFEEGUUHRE B Ao S BT K A, 8
AL A RS S I AR (T ALY,
SCHL IR AL B AL« R JE S IR R R KR RS
2) AFWAEER S Y RS R R R
R BRI S 4 R K 2247 5 = R LAR,
SR ST LA Sl SR D R 0 SR SR A AR T, 2
DS RE B S i D L A R AL RS L 3)
I T 2 R RAE 55 I BE 0 A Re A X B
(I AR T SR LU AR S5 R K B s R &R, KB o
ez J5 %5 2 NS AR 55 8 BLEOR, i
@GR A RAE, DRSS STt %A
I A LV, L R ERIK S AL 2 B4 A7 X 3)
AT A A

5 ZRiIE

REHAR R DB A EOR ARG
N7, 2R RO b A T T SRR
A, X BRI T LMEX 224 Rk
HWREGER ORI RS . — 7, AR
B IR REFESE 5 T RS $8 2 $2 B i) 30
VR U7, Bl SEiE R A
a0 P AL S B B AA DRI T 56 AL
MORESH 22 U5t & R At 1 3R 5 SR AN A B
AN S 3 AN ERE T 1R A Ao I

WIFRERE, JFLAMOy SRR, KEHRE 2 2 m Ry
R BEIAGRY 2 )R — AR IR A R R T s it ok
RIRHARGEL 32T 6 AN E AT PR E BT sCHE,
I RS T AR BRI i A0 ) AT
FUPHE S E

S5 3 :

[1] SWEENEY L. K-anonymity: a model for protecting privacy[J].
International Journal on Uncertainty, Fuzziness and Knowl-
edge-Based Systems, 2002, 10(5): 557-570.

[2] MACHANAVAJJHALA A, KIFER D, GEHRKE J, et al. L-diversity:
privacy beyond k-anonymity[J]. ACM Transactions on Knowledge
Discovery from Data, 2007, 1(1): 1-47.

[3] LI N, LI T, VENKATASUBRAMANIAN S. Closeness: a new
privacy measure for data publishing[J]. IEEE Transactions on
Knowledge and Data Engineering, 2010, 22(7): 943-956.

[4] FUKBE, 23, Bgge €, 5. T 25 e (R BaRA R i 5
ZEIR[T]. VLR, 2009, 32(5): 847-861.

ZHOU S G, LI F, TAO Y F, et al. Privacy preservation in database
applications: a survey[J]. Chinese Journal of Computers, 2009,
32(5): 847-861.

[5] XIAO X K, TAO Y F. M-invariance: towards privacy preserving
republication of dynamic datasets[C]//International Conference on
Sigmod, New York. ¢2007: 689-700.

[6] JIANG W, CLIFTON C. A secure distributed framework for
achieving anonymity[J]. The International Journal on Very Large
Data Bases, 2006, 15(4): 316-333.

[7] CLIFTON C, KANTARCIOGLU, VAIDYA J. Tools for privacy
preserving distributed data mining[J]. ACM Sigkdd Explorations
Newsletter, 2010, 4(2): 1-7.

[8] MOHAMMED N, FUNG B C M, DEBBABI M. Anonymity meets
game theory: secure data integration with malicious participants[J].
VLDB Journal, 2011, 20(4): 567-588.

[9] MOHAMMED N, FUNG B C M, et al. Centralized and distributed
anonymization for high-dimensional healthcare data[J]. ACM
Transactions on Knowledge Discovery from Data, 2010,
4(4):885-900.

[10] JIANG W, CLIFTON C, KANTARCIOGLU M. Transforming
semi-honest protocols to ensure accountability[C]/ IEEE Interna-
tional Conference on Data Mining Workshops (ICDM). c2006:
524-529.

[11] DU W, HAN Y S, CHEN S. Privacy-preserving multivariate statis-
tical analysis: linear regression and classification[C]//The SIAM
International Conference on Data Mining, Florida. ¢2004:222-223.

[12] PINKAS B. Cryptographic techniques for privacy-preserving data
mining[J]. ACM Sigkdd Explorations Newsletter, 2003, 4(2):
12-19.

[13] VAIDYA J, CLIFTON C. Privacy-preserving k-means clustering
over vertically partitioned data[C]/ACM Sigkdd International
Conference on Knowledge Discovery & Data Mining. ¢2003:
206-215.

00041-10



54

P RHUE % A B R S RRR Y DL R

«3] »

[14]

[15]

[16]

[17]

[18]

[19]

(20]

(21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

BRODER A Z, FONTOURA M, GABRILOVICH E, et al. Robust
classification of rare queries using web knowledge[C]//The 30th
Annual International ACM SIGIR Conference on Research and
Development in Information Retrieval. c2007: 231-238.
KOHLSCHUTTER C, CHIRITA P A, NEJDL W. Using link analy-
sis to identify aspects in faceted web search[J]. Sigir Faceted
Search Workshop. 2006.

SHEN D, PAN R, SUN J T, et al. Query enrichment for web-query
classification[J]. ACM Transactions on Information Systems, 2006,
24(3): 320-352.

TEEVAN J, KARLSON A, AMINI S, et al. Understanding the
importance of location, time, and people in mobile local search be-
havior[C]//International Conference on Human Computer Interac-
tion with Mobile Devices & Services. ¢2011:77-80.

BRODER A, FONTOURA M, JOSIFOVSKI V, et al. A semantic
approach to contextual advertising[C]/The International ACM
SIGIR Conference on Research and Development in Information
Retrieval, Amsterdam, the Netherlands. c2007:559-566.

SARKAS N, PAPARIZOS S, TSAPARAS P. Structured annotations
of Web queries[C]//ACM SIGMOD International Conference on
Management of Data. c2010:771-782.

STANKOVIC J A. Research directions for the internet of things[J].
Internet of Things Journal, 2014, 1(1): 3-9.

MAEKAWA T, YANAGISAWA Y, SAKURALI Y, et al. Con-
text-aware Web search in ubiquitous sensor environments[J]. ACM
Transactions on Internet Technology, 2012, 11(3): 1-23.

YAO L, SHENG Q Z, FALKNER N J G, et al. ThingsNavi: finding
most-related things via multi-dimensional modeling of human-thing
interactions[C]//The 11th International Conference on Mobile and
Ubiquitous Systems: Computing, Networking and Services. c2014:
20-29.

OSTERMAIER B, ROMER K, MATTERN F, et al. A real-time
search engine for the web of things[C]//2010 Internet of Things
(I0T). ¢2010: 1-8.

CHRISTOPHE B, VERDOT V, TOUBIANA V. Searching the ‘web
of things’[C]//The 5th International Conference on Semantic Com-
puting. c2011: 308-315.

Smart. Search engine for multimedia environment generated con-
tent[EB/OL]. http://www.smartfp7.eu/.

HAN X, LIU X, LI J, GAO H. TDEP: efficiently processing top-k
dominating query on massive data[J]. Knowledge & Information
Systems, 2014, 43(3): 689-718.

HAN X, LI J, GAO H, YANG C. SEPT: an efficient skyline join
algorithm on massive data[J]. Knowledge & Information Systems,
2015, 43(2): 355-388.

HAN X, LI J, YANG D. Pl-join: efficiently processing join queries
on massive data[J]. Knowledge & Information Systems, 2012,
32(3): 527-557.

CHAUDHURI S, DAS G, SRIVASTAVA U. Effective use of
block-level sampling in statistics estimation [C]/ACM SIGMOD
International Conference on Management of Data, Paris. ¢2004:
287-298.

DOUCET A, BRIERS M, SNCAL S. Efficient block sampling

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

00041-11

strategies for sequential monte carlo methods[J].Journal of Compu-
tational and Graphical Statistics, 2006,15(3):693-711.

CONDIE T, CONWAY N, ALVARO P, et al. Online aggregation
and continuous query support in MapReduce[C]//ACM SIGMOD
International Conference on Management of Data. c2010: 1115-
1118.

LAPTEV N, ZENG K and ZANIOLO C. Early accurate results for
advanced analytics on MapReduce[J]. The VLDB Endowment,
2012, 5(10): 1028-1039.

HERODOTOU H, DONG F, and BABU S. MapReduce program-
ming and cost-based optimization? crossing this chasm with star-
fish[J]. The VLDB Endowment, 2011(4):1446-1449.
HERODOTOU H, BABU S. Profiling, what-if analysis, and
cost-based optimization of mapreduce programs[J].The VLDB En-
dowment, 2011(4): 111-1122.

YU S, REN K, LOU W. FDAC: toward fine-grained distributed
data access control in wireless sensor networks[J]. IEEE Transac-
tions on Parallel and Distributed Systems, 2011, 22(4): 673-686.
ZHANG R, ZHANG Y, et al. Distributed privacy-preserving access
control in sensor networks[J]. IEEE Transactions on Parallel and
Distributed Systems, 2012, 23(8): 1427-1438.

FRIAS-MARTINEZ V, SHERRICK J, STOLFO S J, et al. A net-
work access control mechanism based on behavior profiles[C]//
Annual Computer Security Applications Conference. c2009: 3-12.
GOYAL V, PANDEY O, SAHAI A, et al. Attribute-based encryp-
tion for fine-grained access control of encrypted data[C]/The 13th
ACM CCS. c2006: 89-98.

YANG K, JIA X. Expressive, efficient, and revocable data access
control for multi-authority cloud storage[J]. IEEE Transactions on
Parallel and Distributed Systems, 2014, 25(7): 1735-1744.
CAMENISCH J, LEHMANN A, NEVEN G, et al
vacy-preserving auditing for attribute-based credentials[C]// Com-
puter Security-ESORICS. c2014: 109-127.

MAIJI H. Attribute-based signatures: achieving attribute-privacy

Pri-

and collusion-resistance[J]. IACR Cryptology ePrint Archive, 2008,
(4): 1-23.

BUGIEL S, HEUSER S, SIT F. Flexible and fine-grained manda-
tory access control on android for diverse security and privacy poli-
cies[C]//Usenix Conference on Security. ¢2013:131-46.

ROHRER F, ZHANG Y, CHITKUSHEV L, et al. DR BACA:
dynamic role based access control for android[C]//The 29th Annual
Computer Security Applications Conference. ¢2013: 299-308.
SINGH K. Practical context-aware permission control for hybrid
mobile applications[M]//Research in Attacks, Intrusions, and De-
fenses. Berlin Heidelberg: Springer, 2013: 307-327.

AVE S. Auto-FBI: a user-friendly approach for secure access to
sensitive content on the Web[C]//The 29th Annual Computer Secu-
rity Applications Conference. c2015: 349-358.

HU H, AHN G, et al. Multiparty access control for online social
networks: model and mechanisms[J]. IEEE Transactions on Knowl-
edge and Data Engineering, 2013, 25(7): 1614-1627.

DWORK C, NAOR M, VADHAN S. The privacy of the analyst
and the power of the state[C]/IEEE 53rd Annual Symposium on
Foundations of Computer Science. c2012: 400-409.



©3D .

W4 515 B i B2 4

[48]

[49]

[50]

[51]

[52]

[53]

MARIAS G F, DELAKOURIDIS C, KAZATZOPOULOS L, et al.
Location privacy through secret sharing techniques[C]//The 6th
IEEE International Symposium on a World of Wireless Mobile and
Multimedia Networks. ¢2005: 614-620.

WERNKE M, DURR F. PShare: position sharing for location pri-
vacy based on multi-secret sharing[C]//IEEE International Confer-
ence on Pervasive Computing and Communications. c2012:
153-161.

SANTOS V, BAIAO F, TANA A. An architecture to support infor-
mation sources discovery through semantic search[C]/IEEE Inter-
national Conference on Information Reuse&Integration. c2011:
276-282.

ZHANG B, ROSS B, TRIPATHI S, et al. Network-aware data
caching and prefetching for cloud-hosted metadata retrieval[C]//
The Third International Workshop on Network-aware Data Man-
agement. c2013: 1-10.

SABRINA D C D V, FORESTI S, JAJODIA S, et al. On informa-
tion leakage by indexes over data fragments[C]//The 29th Interna-
tional Conference on Data Engineering Workshops, IEEE. c2013:
94-98.

BETHENCOURT J, SAHAI A and WATERS B. Ciphertext-policy
attribute-based encryption[C]//IEEE Symposium on Security and
Privacy. c2007: 321-334.

[54] YANG K, JIA X, REN K, ZHANG B. DAC-MACS: Effective data

[55]

[56]

[57]

access control for multi-authority cloud storage systems[J].IEEE
Transactions on Information Forensics & Security, 2014, 8(11):
2895-2903.

SANKAR L, RAJAGOPALAN S R, POOR H V. A theory of utility
and privacy of data sources[J]. IEEE International Symposium on
Information Theory, 2010, 41(3): 2642-2646.

GUO S, CHEN K. Mining privacy settings to find optimal pri-
vacy-utility tradeoffs for social network services[C]/International
Conference on Privacy, Security, Risk and Trust .c2012: 656-665.
GU Y, WU W. A quantifying method for trade-off between privacy
and utility[C]//The International Conference on Information and

Communications Technologies. ¢2013:270-273.

EEEN:

Zi5 (1989-) , 5, IWEHFTA,
MR T4, BEERIR 5 M
MR R

BIEN (1986-) , B, WG RJEEA,
W IRV Tk K24, E AT T )
gz AT FATH T

dkEF (1973-) , Lo, EHMRFRA,
T, WAIRIE TR 8% 11 20,
FEFTTTT A ML 515 B A ME
WG ML TR,

R (19735 , B, BRITHK
WAL L, IR T KSR
AR RN, BT 0 PSS
FRA A R e A

00041-12



	03-160028-Nˆ

