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A differentially-private mechanism for multi-level data publishing

ZHANG Wen-jing, LI Hui

(State Key Laboratory of Integrated Services Networks, Xidian University, Xi’an 710071, China)

Abstract: Privacy preserving technology had addressed the problem of privacy leakage during data publishing proc-
ess, however, current data publishing technologies mostly focused on publishing privacy preserving data with single
level, without considering some scenarios of multi-level users. Therefore, a differentially-private mechanism for
multi-level data publishing was proposed. The proposed mechanism employed the Laplace mechanism with different
privacy budgets to output results with different privacy protection levels. After the user’s level was determined ac-
cording to the charge or privilege of that specific user, the goal that a user with high(low) level can only use the out-
put result with low(high) privacy protection level which had low(high) error rate could be achieved. Finally, the
evaluation results and security analysis show that our proposed framework can not only prevent from background
knowledge attack, but also achieve multi-level data publishing with different error rates effectively .
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