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Internet of things intrusion path detection method
based on improved HMM
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Abstract: A study was conducted on intrusion path detection based on an improved hidden Markov model (HMM)
to address the challenges of strong concealment of multi-step intrusion paths in the Internet of Things, scarce anno-
tated data, and high proportion of encrypted traffic. A quadruple intrusion graph model was constructed that inte-
grated network topology, configuration, and vulnerability information, state transition probability was quantified
using logistic functions, a dynamic probability matrix was formed, and a maximum likelihood probability realloca-
tion strategy was designed based on semantic similarity for zero probability defects in traditional HMM. Introduc-
ing state transition correction coefficients and adaptive dynamic thresholds, a multi-step iterative inference frame-
work was constructed to achieve intelligent screening of alarm sequences and robust recognition of intrusion inten-
tions. The experimental results show that the method has an accuracy of over 94% in path detection in complex at-
tack scenarios, and has good robustness and scalability.
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