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sensitivity identification and sparse graph trigger generator
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Abstract: In new-type power systems, deep learning-based load forecasting models have been widely applied to re-
source scheduling and market response, making backdoor attack a more insidious potential threat. However, in
these strongly coupled, multivariate forecasting scenarios, backdoor triggering not only needs to achieve targeted
manipulation of the forecast output but also needs to consider key samples, variable selection, and cross-variable
dependencies. To address these issues, a backdoor injection method , KoopTrigger, based on Koopman spectral sen-
sitivity identification and graph structure perturbation modeling was proposed. Firstly, this method selects highly
vulnerable input windows based on Koopman operator sensitivity analysis to generate efficient poisoning samples;
then, it constructs a gated sparse graph convolution generator to inject low-rank perturbations into the variable di-

mensions, achieving structured backdoor triggering across windows; finally, a two-stage adversarial training mecha-
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nism is used to stably induce the model to learn the attack target. Experiments were conducted on four multivariate

datasets: ETTh1, Ireland, Panama, and Milan. The results show that KoopTrigger can achieve efficient and covert

prediction manipulation in multiple prediction models, significantly outperforming the ablation version. It also

shows better attack performance and generalization performance compared to the baseline method.

Key words: power load forecasting, backdoor attack, Koopman operator, graph neural network, adversarial training
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