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"Genre 1": "Focuses on threat indicators, incident response steps, and log analysis
methods",

"Audience 1": "SOC (Security Operations Center) Analyst”,

"Genre 2": " Focus on vulnerability exploitation steps. attack paths, and methods of
privilege escalation”,

"Audience 2": "Penetration Tester”,

"Genre 3": "Focus on compliance requirements, risk control frameworks, and orgam
zational security strategies",

"Andience 3": "Security Policy Maker / Compliance Officer”,

"Genre 4" "Focus on case explanation, teaching Q&A, and simulating attack scenar
105",

"Audience 4": "Security Traiming Instructor”

;
3 4

K4 AR 000 A o B
e

oal of an adversary employing the 'Collection' (TA0100) tactic, and what types of data

"question": "According to the ICS ATT&CK framework, what is the primary g

are they trying to gather?",

"thought": "The question asks for the adversary's goal and the data types targe

ted in the 'Collection' tactic. The answer must be extracted directly from the description
column for TA0100, avoiding vague terms and using specific content from the docume
ot

"answer": "The primary goal of an adversary employing the 'Collection' tactic
is to gather data of interest and domain knowledge on the ICS environment to inform
their objective. They are trying to gather domain knowledge and obtain contextual feed
back. The data collected includes information on control systems and targets of interest,

such as operation states, screenshots, unique device roles, system and diagram schemat

ics, protocol-specific, device-specific, and process-specific configurations and functionalit
y. This information can pertain to a combination of system. supervisory, device, and ne
twork related data, which conceptually fall under high, medium, and low levels of plan
operations. Examples include information repositories on plant data at a high level or
device specific programs at a low level. Sensitive floor plans. vendor device manuals, a
nd other references may also be targeted.",

"references": ["The adversary is trying to gather data of interest and domain k
nowledge on your ICS environment to inform their goal.", "Collection consists of techn
iques adversaries use to gather domain knowledge and obtain contextual feedback in an

ICS environment.", "This tactic is often performed as part of Discovery, to compile da
ta on control systems and targets of interest that may be used to follow through on th
e adversary’s objective. Examples of these techniques include observing operation states,

capturing screenshots, identifying unique device roles. and gathering system and diagra
m schematics."]

}

N )

(SR NE% &N ]
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