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Abstract: With the continuous expansion of Web service functionalities, the security threats they face have become
increasingly severe, leading to growing demands for service security and reliability. As service resources scale up,
the attack surface widens, and attacker capabilities strengthen, resulting in a rise in unknown threats and swarm at-
tack. Particularly in real-world network environments where large amounts of unlabeled traffic data exist, key chal-
lenges include achieving lightweight characterization of Web service traffic interactions, effectively detecting multi-

source threats, and constructing a detection model with good interpretability in an unlabeled environment . These is-
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sues are critical to overcoming current security bottlenecks. To address these challenges, a lightweight traffic inter-

action graph construction method based on traffic analysis for efficient characterization was proposed. By introduc-

ing the structural entropy game partitioning mechanism, the adaptive partitioning of the communities in the traffic

interaction graph has been achieved. On this basis, the topological characteristics of communities subgraphs were

analyzed, and key communities were identified through graph metric ranking. Furthermore, a Z-score-based adap-

tive threat vertex detection method was proposed to effectively identify high-threat vertices in key communities. Si-

multaneously, a structural entropy-based swarm threat detection method was introduced to accurately detect swarm

threat entities. The proposed method operates without relying on prior knowledge or data labels, while maintaining

adaptability to unknown threats, robustness to encrypted traffic, and good interpretability. Experimental results on

public datasets and real-world network traffic data demonstrated that the method could effectively identify various

entities and attack behaviors that threaten the availability of Web services, achieving high detection accuracy and

practical engineering application value.
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DNA
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3.1.3  MARITRAE K
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XA 0 2550 2 55 G ) 250 236 3 A o P55 % A Kb 31
PEREHEAT T VA4S

(1) AL A 3 R A AL DR I 5
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XSS 22.47+£1.13 | 37.04+13.82 | 2.58+0.53 | 1.77£0.16

CSRF’ 23.00+0.52 | 37.63£0.07 | 2.48+0.61 | 2.41+0.33
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T BT Z 00 B0 S A T AR I O Yk e 8 1 i
LRI KRB R A . TEIE T G50 0 W
A P PR RS R, e DX R o FEE P Al 22
AT ) I BEAL X AR 500 S M T 5, AT AR



e50. WZs 515 B i

12

IR TR Pl R 0 B T ) At

TR XA AT 8 BRIAE IV, X Bt A XA 00
HEfPE A — e im . N, VNSO, #H
TR AR U S B AL X s T2 N, BN 60
Spam50 48 £ 1158 43 B+ X DR R AS A a2k 8]
(BT B It 18, 30 17T 5 M 5 4002 5 A D g
DX sl o

#E X 7 B HE P 48 b A T X Top-k #1 X 7 & 3t
ITHE, LHUE B4 5 ) e 24 (1 18 1 o ) &5
MEREE R R, ARHF bR EH T AR R
it %FT Web il F2 i i Mok, DA IX
A N HE 7 8 R % SRR I RO, R RAE T
XTI R KB R, B s [
J7HIHR 05 KT Sality X 8B RS, DA
X N IR 38 FE B E N e An B A &, R R AE
TR BT R A mDE R E T N,
o) P B R 0% S W OC B AL X (M VE BRFE s X T
Spam50 H 4 4, DL X PP 353 BUE A
FPFERR A R, SR ETE TSR B AT
FE @ R R E AR, A E R R
WAL X P I RS R .

PageRank 3 71 (1) L J& PR -1 y 2 52 0 Tiid i B
BTG R . WA RRE, ZS AT
JE I T p R PR R A MR TE RO o X A e
AR FASCH ST Z 0 BoE S A vk, %
T3 E R A G BB IR 7y AR 4k 51 A I 1553 U
31, AIORIEXS SEMA 7R B T st TR 3l e
3.2 SRR
3.2 5P ESRMAME RN KX B

(D) WSS

TEAE IR BET7 10T, AR 0S5 I gl A 0 A7
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