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Abstract: In the face of increasingly complex multi-stage and long-term cyber attacks, security events often exhibit
interconnections across both temporal and spatial domains. Attack scenario reconstruction plays a crucial role in
supporting traceability, forensics, and threat discovery. However, existing methods that rely on analyzing full alert
data after an attack has concluded suffer from issues such as delayed results and efficiency bottlenecks. To address
the inherent tension between incremental alert updates and a global perspective, an incremental attack scenario re-
construction method based on time window was proposed. The key technical innovations of the proposed method
were as follows: (D Through preprocessing and time-window partitioning, normalized representation of alert data
was achieved while effectively controlling the analysis scale; @For incrementally updated data within a single win-
dow, an attack alert graph was constructed centered on target assets as well as mining frequent 1-itemsets, followed
by the use of a graph traversal strategy to generate and filter all possible attack paths; @ For multi-window data
from a global perspective, an attack path fusion algorithm was introduced to correlate historical paths with incre-

mental paths, enabling global reconstruction of the attack scenario. Experimental results on both open-source and
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real-world datasets demonstrate that the proposed method effectively achieved attack scenario reconstruction while

significantly reducing computational complexity compared to full analysis method, maintaining stable processing

performance in incremental scenarios.

Key words: attack scenario reconstruction, multi-stage attack, alert correlation, incremental update, time window
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1: graphs «— J

2: groups <— GroupByIPPair(alerts)

3: for each ipPair in groups do

4:  sortedAlerts «<— SortByTime (groups|[ip-
Pair])

5:  (source, target) «— GetDirection (sort-
edAlerts)

6:  graph «<— CreateGraph()

7:  AddAlertNodes(graph, sortedAlerts)

8:  fori=1 to length(sortedAlerts) — 1 do

9: current <— sortedAlerts[7]

10: validPredecessors «—

11: for each prevAlert in Reverse
(sortedAlerts[0:i-1]) do

12: stageRelation <«— StageOrder

[current.stage] - StageOrder[prevAlert.stage]
13: if stageRelation >= 0 then //[ B{ AT
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14: if current.timestamp >= prev-

Alert.timestamp then

15: validPredecessors. append (pr-
ev-Alert)

16: end if

17: end if

18: end for

19: if validPredecessors # J then

20: for each p in validPredecessors do

21: if not HasEdge(p, current) then

22: AddEdge(p, current)

23: end if

24: end for

25: end if

26:  end for

27:  origins«—GetZerolnDegreeNodes(graph)

28:  for each origin in origins do

29: AddEdge(source, origin)

30:  end for

31: terminals«— GetZeroOutDegreeNodes
(graph)

32:  for each terminal in terminals do

33: AddEdge(terminal, target)

34 end for

35:  graphs[ipPair] «— graph

36: end for

37: return graphs

(2) P 1-TUEEIZ YR

FE 9 8 A H bx B Bl B B R
RASR i A0 95 1- TR A2 40 M 75 B 0 P 3R B
IR . BAASEIUE R NS5 2 o . Sk
MO BB B, W S ESE, 1%
R GSIP, dIP) BEAT AR 4, A LUIP X A S (1
HEEG UT1-5); Bi)E, Sl B e
FEFTA RSP BLIRE,  S Bdr R A SR
MBS R R (T 6~11); fJa, HEEMIEE
RIMISCHRERE, T HSCRRRER T8 T /N SCR
BB A Mt R A 1-T08E (AT 12~19)

BiE2 M 1-DUEEZIRE L

N EEES alerts, /b SRR WA

minSupport

it A% 1-T04E frequent 1-itemsets

1: transactions «— &

2: for each alert a in alerts do

3:  pair < (a.sIP, a.dIP)

4: transactions[pair] «— transactions[pair]
U {a.alertType}

5: end for

6: attackCount «— J

7: for each transaction 7 in transactions do

8:  for each alertType 7 in 7 do

9: attackCounts[¢] <— attackCounts[¢] + 1
10: end for
11: end for

12: frequent 1-itemsets «— &

13: total «<— [transactions|

14: for each alertType ¢ in attackCounts do

15:  if attackCounts[7] / total >= minSupport
then

16: frequent 1-itemsets=frequent 1-item-
setsU {¢}

17:  endif

18: end for

19: return frequent 1-itemsets

(3) HARAER

FeF BRSPS, AR AT
s 75 X0EE i PR B A AR TV o R I IR
FEALS % FRal Py Mok BRI A ik ik A2, 456
A 1 - I A ek 2 28 UL JC R v J3 o o5 e 0 79
FREHLAED, A OR TR H Bt R AR R L E D s B
R BB D0 SRR, SR A 3RO B Y
H1F

BB BRIEE3 s, B, Sk K
i 3R R AR (AT 1~3), RS
BB S BERT (T4~5), BEMEEER
R BR A 2 AT & DI e B . R, &
AU BR A HH B A R B (A ST
280 MRS E (T6). JEUWMHME, AL
K Uk R B2 42 52 Wi Y 1) 55 AR 9 Rl oy
1~5%%, HARWR3. HBRERNL, MK
B R, AR, HERERN3~5, N



2

ANHTEAR T SIS T I ) S S AT <149 -

SRR EE (B SR T Sk = R, Mok
4% T Hild i S W AT A D T
EXB B8 1% BME BN 2, AT DURS HEE o5 2o %
B 2R BRSBTS, IR B R A B AR Ry
IR, N I R P >2 1
, BN REER T7~12). ZEEM
WHAIE 24N O(P x L), Hrh PN EHE. L
NIRRT

®3 KEBNIEERAK 5

TR P A2 FKREERAL
1 DA p e M TR PN P
2 TEE KU HA& Bl BRI AR R
3 Hh U Tl B R s
4 EY BB A I SO R AR TR
5 A A Wi il RS

A3 Wik A A s

WM\ Wi K £ A graphs, A% 1-T0 4
frequent 1-itemsets

MW Il %A% paths

1: paths < &

2: for each graph g in graphs do

3:  candidatePaths «— DFSAIllPaths(g)

4.  for each path p in candidatePaths do

5: hasFrequent <— any(alert.alertTypee
frequent 1-itemsets for alert in p)

6: hasHighThreat <— any(alert. degree >
= threatThreshold for alert in p)

7: if hasFrequent or hasHighThreat then

8: paths <— pathsU{p}

9: end if

10:  end for

11: end for

12: return paths
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BN  COFMIEEES basePaths, & IR 4E
4 newPaths

Ml RbA UGk 4% fusedPaths

1: fusedPaths «— basePaths /¥ 4G L Bl & 45

2: for each newPath in newPaths do

3. firstAlert «— newPath.start

4: matchPaths <«— FindIPMatchPaths(fused-
Paths, firstAlert)

5:  if matchPaths is empty then /{57 #% 1%

6 fusedPaths.add(newPath)

7: fusionSuccess «— false
8

continue
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9: endif
10:  for each matchPath in matchPaths do
11: lastAlert «— matchPath.end

12:  stageRelation «— StageOrder[firstAlert.
stage] - StageOrder[lastAlert.stage]

13: if stageRelation >= 0 and firstAlert.
timestamp >= lastAlert.timestamp then //EL{Z %

14: AppendWithDeduplication(match-
Path, newPath) // B {54

15: fusionSuccess «— true

16: break

17: end if

18: if FindHistoricalNode (matchPath,
firstAlert.alertType) then /#1248 A

19: BranchInsert(matchPath, newPath)

20: break

21: end if

22:  end for

23:  if not fusionSuccess then //JH 37 #4145
24: fusedPaths.add(newPath)

25:  endif

26: end for

27: return fusedPaths
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