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Abstract: Industrial control network systems are regarded as critical components of modern industrial production,
characterized by high real-time performance, high reliability, and resource constraints. They are widely used in key
sectors such as manufacturing, energy, and transportation. However, their security issues have become increasingly
prominent, especially in Modbus-based communication systems. In this protocol, data are transmitted in plaintext
without encryption or authentication mechanisms. Once access to the bus is obtained by attackers, data theft, tam-
pering, or replay attacks can be easily executed, seriously threatening the normal operation of communication de-
vices and even endangering industrial operations and personnel safety. To address the issues of limited node re-
sources, insufficient bus bandwidth, and urgent security requirements in industrial control networks, a lightweight
node identity authentication and group authentication scheme based on Chinese commercial cryptographic algo-
rithms was proposed. In this scheme, full advantage was taken of the widespread applicability of the Modbus com-

munication protocol. By utilizing lightweight operations such as hash functions and symmetric encryption, subscrip-
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tion group identity authentication and session key negotiation based on node ID were implemented. Performance

analysis showed that it outperformed existing solutions in terms of both computational and communication over-

head. Moreover, it could be integrated into existing industrial control systems with minimal changes to the current

Modbus bus hardware. Additionally, the security of the scheme was thoroughly verified using the formal verifica-

tion tool Scyther, and it was demonstrated that the scheme met security objectives such as bidirectional authentica-

tion, key negotiation, and resistance to replay attacks, effectively defending against various network attacks.
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4.1.2 Modbus RTU/ASCII

Modbus RTU £l Modbus ASCII 3£ A [F],
T2 R TR . BRI T BONEIE R R . Fib
A SCAKG PR 7 5 58, LA Modbus RTU/
ASCII Gt FK .

£ Modbus RTU/ASCIT 1, 30k = E i
WAL ThRehd . Hds DL R 30 RY 4 A3 7 41
Fe LA HLBEFN D RERD PR AN F B I K 2 1
Ao Hodp 45 Mk 7 B 5 Modbus TCP H Y B¢
PR R B AL, ThEe s = B H E S5 [F)
Modbus TCP. #i# 7B K EAE . Modbus RTU



<176+ WZs 515 B i FH12
RIS NIER SRS (CRO) B3, k29 [HZA T .
75; Modbus ASCIIHY,  FE&AS O 9 1) TC A2 L B

. CZ = Fenc(Kpre,l’RZH SID) (2)

(LRO) Kk, b2, B3 s,

TIRERy Bl
(15%) (0~N7H)

3 Modbus RTU/ASCI#} 3C#% 2

LAl
(257)

ek
(1574)

42 AT RESHAERE R E
P RLTA) S UAIE S 1 B o i AR an ] 4
B

DARR,
2) HC=F, (K, .R|MID)

pre, 1701

1) AR,
2) H‘%ICmeC(KmJ,RzHSID)

{C,}

<

1) i+ﬁRlHS]D:Fdec(Kpre,l’Cl)
SESS‘IZKDF(RIHRZ)

3) WHAUTH =F, (K R))

1) HEER IMID=F, (K .C))

pre,1> 1

2) WHK, ~KDF(R|[R,)

{AUTH, }

»
P

R)

ssssss

DU HAUTH=F, (K, -R)
{AUTH,}

DIHXAUTH,~F, (K. .R)

sess, 17772

X} lEXAUTH, MIAUTH,

K4 P75 ) B A IE S S TR B P 1 A

42.1 W7 594 Modbus TCP
0B A DAIE PR AN 17 50 271 5 T A
PR T 25 B B AIE S B A i P IR R
S T AERBENE R, IR,
i P FUEL % B K I R AN 245 R MID 45 3]
X C,, B C TN Modbus 57 SC I b i) Hd
o, RIS T

Cy = Fapg( K ppeysRy|MID) (1)

pre,l>

LB2 N RENIER,, FEIERA(Q2)
il I 790 B % 9 K, N R, A1 SID 453 1) %5 5L C,,
H C, N Modbus #5 SC i i B s sk, 1k

T3 FWARBIC, A, HEEAG) I
BENK, %, RN SRR, 25
IR AT ARSI E K 0 AT RIFEEL,

R2|| SID = Fdec(Kpre,l’CZ) (3)

K

sess,|

PR RS EN K, HHER,
¥ BAMNERS AUTH,, WG FiR. 25, #
AUTH, JEA Modbus 5 3C 4t o o i) B4 5
HRIELE AT

AUTH, = F,, (KR, ) )

= KDF(R,|R,) )

$B,S  MNTSEIAUTH J5, 115 XAUTH,,
(6, ¥ XAUTH, 5 AUTH, #E47 LhE
FHEENRAE L S0, K AR E %

XAUTH, = F,( Ko oR) ) (©6)

FEe M RMH S HEY K, tHHR,
I EIERS AUTH,, WX Fiw. 25, #
AUTH, i\ Modbus #f 3 £ 45 it 1 5 48 dak & 3%
BT

AUTH, = F,, (K (1R, (7

H7  EVAREIAUTH, G, 1 XAUTH,,
MR @) . J5 AUTH, BEAT ELAE, HIZE A
UEMT RS, Ko ST 2182 8

XAUTH, = F,. ( K1k, ) (8)

sess, 19" '2

Hoir, Modbus TCP %2 4= A\ UE Bl i 3 T 5 FR % 5
SRS, (] SM4 N # Bl A, SM3 A Rk,
IR BANERS .
4.2.2 7% %9 49 Modbus RTU/ASCII

Modbus RTU/ASCII [ 5 4 18] % 4= IR it
25 Modbus TCP 284k, A7 {55 P ISR A% i 7
XA A, AAFE S IAIE R 25 % A
FEEEA I, MR TS R AR T SR
43 n T REISMNERZRNE

n AN A B AR DIE J £ 1 2 BH W v ok e
Bl 5 .
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Slave,

1) A2lR,
2) WHC=F, (K . .R MID)

{C}

£ >

) AR,
2) WHEC=F, (K, -R|ISID)

{C}

<
<

DIHHR|SID=F, (K, ,.C)
. =KDF(R IR IR||-R)

INHC=F, (K, oK)
HWHAUTH=F, (K .R)
{C,.AUTH }

DK o F Ko 1)

pre,

) WHXAUTHF, (K .R)

AFHXAUTH AIAUTH,
3) WHAUTH-F, (K oR)

{AUTH }

<

DIFHXAUTH=F, (K .R)
2) %tk XAUTH MIAUTH,
|
K5 n AT RUE B I S 2 i S B i

43.1 n/AF AT 4 Modbus TCP

F- 9 £ Master 53N n > 15 5 Slave, #E4T
WIE, ie[ln] n=3c n AN RIS E &2
AR R .

B AAEBANISR, (R g2,
FZIRAR O TE F K, % R AMMID, £
B C, I C TN Modbus 5% SCHHE W ) H s
W, TR RIELS AR .

C, = Fopg Kppes:RIMID 9)

FE2 WA AP AT R B C,, IR
0 BAT R, 2 MHLE R, 1F T
BENK, ZRAA)INE R, M SID,, 153 C,,
FHKs C, TN Modbus & ST Wi A i £ 4 35k

RMID = F,(K,...C,) (10)

Ci = Fenc(Kpre,URi SIDz) (11)
P]|3 EWAEICE, X027 %

#, ZIRHESEEYIK ., MAA3)FIR.
Rl" SIDt = Fdec(Kpre,l’Ci) (12)

Ko = KDF (R R, |Ro] -+ R,)  (13)

sess,l

SR L AETESYK G (14),
¥ 2 HHK o MERF C, (BEERG 2D,
¥ C BN Modbus i SCHEGE Wb 1 B i b, JF
IR SCHAT T R I%

C,=F enc(Kpre,l’Ksess,l) (14)

PSS EWRMENSWEE K 1HHR,
i EERS, 32 AUTH,, WR(15)FR. 2
JEH AUTH AT 4k 3%

AUTH, = F,,.( K1k, ) (15)

SB6 AT A Slave, I E] C, Fl AUTH,
G, B E C,, BEIRTEEWK, . IF
i 22 U5 3% B K o, 1T 55 XAUTH,, 1030 (17) iy
Ko ZJa¥ XAUTH, 55 AUTH, AT XS HE, A4S
WRNE F= 5 5B Ko PRS2 %4

Ko = Fdec(Kpre,l’Ck) (16)

XAUTH, = F,,, (K .R,) (17)

SBT AR Slave M S IR E A K,
THE R HBINERS AUTH,, WX (18R, 2
J&i ¥ AUTH, Ji N\ Modbus #5 SCECH i 7 i 540 5k
W, RIEL ETT .

AUTH, = F_.

FE8  F 1 AR & AT A AUTH, )5
43 i B T S5 XAUTH,, @02 (19) Fi s
2 JG ¥ XAUTH, 5 AUTH, #E47 % He, A 25 050
WE T £ Slave, & 177

XAUTH, = F,,.( Koo 1oR,) (19)

Hdr, EW S ZA AT ST DA AL, AT
HEL IR P ps F 2H 25 41
432 n/M% % T % Modbus RTU/ASCII

Modbus RTU/ASCII ¥ % 715 & 8] %2 4% D IE i
5 Modbus TCP 2184, P9 HF2H 5 4 D IIE
UG E A S AR A —
5 REMSHh

AT 5 BT A e TR GIE LA B B 4 VGIE (1) %2 4
PE, AUFEEET Scyther 1% 4 1 2 H RS A B0IE
51 ARSI

(1) PCFIPLC/RTU XA IAIE: ASCPC (F

5 AD) MIPLC/RTU CAAY D 8 3 XA & 43 A
W ST HAZ AT« IAERE K F Ak dk— 1 S ML

mac

(KR ) (18)

sess,|o" i
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IR LIRS AT H & R, TEAMCRIE &
GUARRIMIE DL R, EEE T RS 1T AR
0x6D Tk 109) e SCE 4y IAUEFI 2 £H 1) i
RERR PR SC, I T RS 0x6D,  FRiR A T
B O IAE R 2 B P L R AR SO A, SeB T
18 X7 1) B 3 IAIE A 22 4= 35 1K T 7

(2) GEBHYKR: AUSTEFEHLAET
T RN AT A% A G R B R DA T
BEHZBA R EMENSEEH, RIEE
UG e, Wi R < &, |
T ol SR I TR IR AR BRI BE A LA
B, BUOBE S EEE AR S, B
RS E R ER, RS Rk,
PRAIE T A R PR B

(3) PrEmSE: N TS E O, A
SCENIERI A Y i AR 5 LN T BEN LB . 5
UGN 2 A BOHT A BEN LA, PR AR g I —
P, B B R P S AT R I GIE s AT =
Wikio (ESNESERSE, ET7 MM S &
TSR R B, B 2 s B wT
ISR, BTEIEOEA R S ERS

(4 WENFEMN: KT RS EEHR
PE SRR CSCEAR RNV, B T W
A B BT BURURS 2. I B IE A A iE
PO, Bk R VR & BEIRIUA T n s im
B, Wk g 7 MaEE e,
PRGN, (AT

(5) WEEEMN: ESMNEE, KA
AR A TE EANERS (MAC) SRARIE £ 1
SERLME, R AT SR MAC, JRTEIR
BN 7 B JE HEATIRAE, DA (o A A did
PR R

(6) P AT T J T Bk AN,
AR S5 AR AAE S AR A A T B R EOR T
SEAPLH] . TE A B LR B O AR
Fifr, W CvRARvEIREL, M ik thisE /&
T KO ) B 43 ST R AE BdE . R R
o, BT A R AR, SN (EIEAS
Won, 255 TE %8 IR AE B BBl A A R
SR, BENLE I — MR SRR A W]
5. Wi AT R AGE G B, RS = A %

TIEM IR EEN L, TR ARSI
HEUERY,  RETGVE O 2 od (5 X7 it NS H,
TGV B D G AL S s, T B 3 B 1
TR TR S A A T BEL T B R AT

52 ERXhUREMSHh

A E T 24k %2 42 56 AE T E Scyther 46 1F
B i 1) % 4= 1% .« Scyther & — A4S EHIE A
R 22t TR, XRZ2PMHFHEL,
1% Dolev-Yao 5, CKAEAY, eCKBALSE, JET
LAY EEIRE F X P UGHAT A, JRRME—AH
INIEFE BSR4 | . {8 Scyther A LAKGI
AR AN DU G PUE TR
P b BN B 557 T T AE AU -

AT 1EHE Dolev-Yao B BUAE N T35 T
B A, DLBGIE T R IR S A iE DA IR
TR R At B 6 AP AR S IR
Scyther JE XALIGIEZS B, & 7 A n AT RUTH & 4y
WIEFAE Seyther TR AALEGUESE . 18 6 FIE 7 Hh
Secret F A IAT BAEA L4 (1) R 8 PRI A 23 i
T, BIERAE BERINLEZ M. Alive R 1Z A& TG R
1), Wbz RsSEZ S TSR, HATA
TFEPUUNRE . Weakagree Ron Il 115 5 #H 1L H:
SefE Mt B — AN EARR B, W IEERE BG
Niagree Z/nAF B — 8, BWEMIS5H
AIRER & T AHFEIAE, (R AMELE BRI AS [F] 5K
%1 2 18] A BEAS A& ME— ) . Nisynch & 7~ 4 .4 [F]
A, WAOR T 253860 A 1 B A A I
JFASLRIF R, fRUE TV S 58, Scyther
U S5 LW, AT ) T 5 R
B INIE S 73 G2 A T e A

Claim Status Commer
1 SLAVE1 1,SLAVE1Icl Secret Ksess Ok Verified No attacks.
1,SLAVE1c2  Niagree 0ok Verified No attacks.
1,SLAVE1c3  Nisynch Ok Verified Noattacks.
1,SLAVE1c4  Alive ok Verified No attacks.
1,SLAVE1c5  Weakagree Ok Vverified Noattacks.
SLAVEZ 1,SLAVE2c1 SecretKsess Ok Verified Noattacks.
1,5LAVE2c2  Niagree Ok Verified No attacks.
1,SLAVE2c3  Nisynch Ok Verified Noattacks.
1,5LAVE2c4  Alive Ok Verified Noattacks.
1,SLAVE2c5 Weakagree Ok Verified No attacks.
Done.

6 P IR B A TETAE Scyther T 2 A0 B0IE 25
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Scyther results : verify x

Claim Status Commer

SL SLAVE 5L, ,SLAVE1  SecretMESSAGE! ~ Ok Verified ttacks.

SLAVE2MASTERSLAVE2 ~ SecretMESSAGE2 Ok  Verified
SLAVE2MASTERSLAVE3  SecretSK Ok  Verified
SLAVE2MASTER,SLAVE4  Alive Ok  Verified
SLAVE2MASTERSLAVES ~ Weakagree Ok Verified
SLAVE2MASTER,SLAVE6  Niagree Ok  Verified

SLAVE2MASTERSLAVE7 ~ Nisynch ok
MASTER ~ SLAVEZMASTERMASTER1 SecretMESSAGET Ok  Verified
SLAVE2MASTERMASTER3 ~ Secret SK Ok Verified
SLAVE2MASTER,MASTER4 ~ Alive Ok  Verified
SLAVE2MASTERMASTERS ~ Weakagree Ok  Verified

ferified

Noal
:
:

ferified :o attacks.
,
:
SLAVE2MASTER,MASTERG ~ Niagree ok :
N

acks.

acks.

Ve acks.
Ve 0 attacks.

Ve k:

Ve k

Ve k:

SLAVE2MASTERMASTER2 ~ Secret MESSAGE2 ~ Ok Verified k:
Ve k:

Ve k

Ve k:

Ve ks

Ve k:

erified

SLAVE2MASTERMASTER7  Nisynch ok
Done.

B7  n /N A S IGETRFE Scyther JE2 UG IE 45 S

53 REMXTEE

FAFNEE T AR 5 FHAA T RN @24
PEXFEE o SCHR[25,27-28] S FEXLAAIE L W 2L
EL B e AN O, (AN SRR
NIE, HEtZ A IE . SCHR[2611 ZFF i 2

WX AR M, AT REZ N LY
HAWEMSE, BAESNLGEE ML,
6 MEETHT
6.1 i+EFEE

KA AL BRI AT TPl . B
%6 £ Arduino Mega T & # (1 b BE 2% v AT-
mega328, #4116 MHz, SRAM A8 kB)
B B A AR E AT I IR
BHEEASHNE, ARXHER RS IEET 20 1%
MR, BRRMAR A, 21T 500 IR 3RAF P 3518 H
6], HX 20 Y38 S 8] 1)~ 35 48 A A v S I
WA E R RATH LR S, R6 A A
5 P 1) B O AIE R R R 3 R A R4
XLt

x5 HARTTERFEHITRIE

, PN \ BHRA (iR TR I8 /ms
WL By B A B e dE i, B Z R m]A
R \ N . \ NN W EAAE Y T
UE . BRI AL, Rk 7 6 AL INIERS Moo 13.672
ERfME IR Tyt 18.068

SM4 fin Tova,, 5.564
x4 REeEMtE
* SM4 fif oy, 5.438

N M| B | R WE | BiER | el - -

PR WGE |G | Bl | et | sk | RiE Ed25519 354 1k Teassio, 5148
XHR[25] N x v N N x Ed25519 %4 6iE Teassio,, 8196
SCHR[26) x x J J J % Curve25519 Ji& Teuverssio,, 2716
wik2n) | * v v v * Curve25519 fif# Teurveassio, 2718
sy | V| v v y - F A Ty, 239
Kgrg | N N N N N ——

- e Tes 287
- ot s s . A A T, 12.1
ESWIE Sac: CVSINER:E ¢ e ag P ks
. \ NI U 5 A S R ST i :
SR A R, AN, AT RIETIN T I PR IR Tes: 262
N \ \ N o . = TA S
AALIRUE, 3P HE5R T 07 R AT SRS L AT BT Tvs 146
#6 nANTREISFMESREET ST ST EFFHEITLE
ES R IT4H/ms AT RS TT4H/ms
SCHR[25) n(ZTSM4m + TSM4M, + 2Tsw13mac +T ) =61.978n Towa,, ™ Tma,, * 2T5M3mac = 38.346
JCwR[26] n(ZTEdZSSI‘)., 3T, T 2def) =10373.152n Teawssio, * 3Tsws,,, = 8237016
SCHR[27] ”(2TSM4M + Tovg, * 4o, def) = 89.322n Toma,, * 2Tswa, * 4sus,, = 71128
SCHR[28] ”(TSM4 Tt Toureassio,, T 2 w3, * def) =2766.976n Tomay,, * Teunerssioy, * 2Tsws,,, = 2750782
K oy + 1Ty, +(n+ DTy + Ty = 19.110n +42.868 Toa_ + T+ 2Tgus, = 38.346
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n /T R B A AR AR vh 325 A ST
XFEEmE 8 fron. M8 RTLAE Y, AT %+
TR RTINS Hod, A
J7 & BARAE AT )T SOT A B 5 SCRR[25]40
[, B 3 A TS /N T 0k [25], T
HAET B I . SCHR[26, 281K HI K 2 81 3%
AR FEAEEIH LR E S TAOTR, A
B@ES R Gk A T IR IR A S W
SRR AR BT RN AT RAEE
TR R T Ay 5, R P
75 e, iR E PR 3 SR AT
RSB, X EE M KEFEELR,
HAKERBLRE. LRG58, A0 REEH
T bR 28 IR . B9 N A B AR 2
TN RDFETFAE AT L, B9 FTLAE H, A3
J7 AR AR 7 T B AT % . e SCiR[25]5
AT R, —F R 8, e
o piE N R EA L.

10° |

—_
=}
T

T

—_
(=}
=

T

VI AS/ms

—_
=}
™

T

—e 3CHR[25)
—— 3CHR[26]
—— XRHR[27]
—o- 3CHR[28]
—— AT H
0 20 40 60 80 100
A RB A
8 Y R B A IEIE R o Y R ST A X B

10° |

100 F

100}

= 10*
B
2
1%k e XAR25]
o SHR26]
: —— )'(ﬁk[27]
10t - SCHR28]
— K]
0 20 40 60 80 100

TpR/W
KO 1 s B AR R o TS s BT A 0T L

6.2 BISFFHH

FEIEAS TP VPl O 0, AT 3 R0 7 9
IS 2 EME S L HA R EHFE. &7
AN bE T A 56 5 HoAth 5 8 1) 32797 555 AT
R 5 . B 10 A n AN A B e
FErh 9 AT s . W 7RI 10 AT LAF
H, RXHTREGAEE LA EENH. RE
ARILTTRE SCHR[26) 715 2 # & FAHLT, (H TR
(2614 S 7 E 5 BT L A AE, A
7 SN SIS AT R A GIE, %
PR, AL, AT RN T BT
HAXT TR, JEHAET B ERZ N, WS
REAE TP /N T HA T R . 25 Bk, ARSCT7
FAEME I T I A RS, RealdE & otk
SZ BRI Talk gz 1l 9 25 37 52

RT nMHRBESHAER T

Ti% F A R TEFAI/B | A 5 T AY/B
SCHR[25] 128n 128
HR[26] 160n 128
ik[27] 112n 112
SCHR[28] 152n 152
ES'GIE S 48n+80 128

104 f

Q
g
ﬁ: 103 F
ﬂg
ez
) ~o- JCHR(28]
10°F —— A%
0 20 40 60 80 100
W A

BL10  n AN s8] S AR I AR 3755 07 96 0 b

6.3 TFHEFEH
AR BT AT RS
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AU B ARG TS MR 8, MK 8 1]
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BR[25, 271/ [E, HABARRIAAiE TR . SRk
F, NSO BAEALAETF G RIS, (KT
SCHIR[26, 28], A7l

*8 TIREHMINEFMETTH

VES AEAETT A /bit
SCHiR[25] 256
SCHR[26] 2048
SCHR[27] 256
HR[28] 4608
ARITT R 256
7 HRIE

AR R AR 25 3R 55N PLC/RTU 5 44
TSR A2 BR LA & Modbus S 28 47 SCHR = 22 42 By
POHLEISE R, SR T AR AT R BN
UESHEFHINIE T 5o 1205 SRIE 05 75 38 AT FR
InE S R R, AR T AR A s
e T SO Sl AT . R, ASOrs
AN BAE Modbus JR 4G R SCA5H, AR EAT RN
B ClnE e CEhRERD), BRI IE P 2 BT 4% R
girh, LT RIFHERCIERTTY M. e
A5 M A, KB A RAIE T H Scyther
X7 SRHAT T w et i, S5 RRIA T R
IR BRI ATIE . BB B A DA T B TR 55 22
AR BeAh, i 5 IA Ak s 2 AE &
SVRE PR TT EHEAT R, AT RAEAE &
SV R R TR I 3 TSRO A A
BT, WG 1 8 Ml 2] R 25 o 5
NZRNHIR SR T) . BRI, ARSCT7 A&
T B SZ BR A ol Al M 2830 858, A TR RS
g e BRrsRat 7Rl RIAT RIS 5

R TR R T2 DA SR 1 1Y
BEAGMES R, EEUFHEIEL LR E T
P2 IR ERIHAT R . G987 R = i
T AR B R Bt B, AR K5 SR A KA
b s ] A 2 v 0 S T B DR LA e O
RANE A M0 T RS E PEAT Al SE 1. [FII
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