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Abstract: With the continuous evolution of phishing attack methods, traditional detection approaches face severe
challenges in terms of feature extraction and model generalization capability. To address these issues, a phishing de-
tection model named DPFEAT (phishing detection model with dual-path feature extraction and adaptive fusion),
which is based on dual-path feature extraction and adaptive fusion, was proposed. Firstly, a dual-path feature extrac-
tion mechanism for temporal and spatial features was constructed, and a feature interaction layer was introduced to
enhance the overall feature representation capability. Secondly, an adaptive fusion module was designed to achieve
dynamic fusion of multi-dimensional features, thereby effectively improving the model's ability to capture complex
attack characteristics. Regarding the training strategy, a warmup-cosine decay and cyclical learning rate scheduling
mechanism was adopted, which significantly improved the stability of the training process. Simultaneously, a com-
bined loss function was constructed by integrating Focal Loss and Dice Loss, and a dynamic weight balancing
mechanism was introduced, which effectively alleviated the issues of class imbalance and the difficulty in identify-

ing boundary samples. Furthermore, an interpretability analysis framework was designed to evaluate the contribu-
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tion of each module to the model's performance. Experimental results demonstrated that the proposed DPFEAT

model achieved an accuracy of 95.41% and an receiver operating characteristicarea under the curve (AUC-ROC)

score of 98.83%, which is significantly superior to existing methods.

Keywords: phishing website detection, two-way feature extraction, adaptive fusion, combined loss function, deep

learning
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253 R EAFIEIEIE

A HRHAEIG 0R () SE IO R A P 6 P, B
WIRINT : EA, BB SE HAREE R 5
Z 4% (feed forward network, FFN), 4 %14 5%
FIRFIER R . BfJ5, XFFFN %0 B3k rme e,
PRAFAE 53 A0 SN~ A0 2. fEULERAL b,
JHIEF . (channel attention) 774 B IE I8 V1 =
77, G E BT RHIE . I8 R i@ AL
AN [FETE [ BRI R Rk . SR, R
F 28 [A]yE & (spatial attention) /7 ¥ 1H 5 2% [A] %
B, WSREREAE S AR ERRIL, RHFHE
M2 B AL B R R 2%, i ikt R
WEHE J& W RHAIE 5 8 T8 v 2= A 28 () E B AT 1R
TCERAHRE, AERUE R IRHE. R @ B S
ESZREE TR ER, BERTE TR
FHIE R RAE ST
2.6 BENMEEIT

H &M RS B BE AR SRR s S B 6 2

s lEm

w
™ &
= B
=
E
{
BEEE

Am

el

6 A HARIERR I SITRE
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YERHIE, IXECZYERFIE F EORIE T LU AN T

1) B FPREAE: 55 URL /75, HTML
RS EE R I BRZET B S JavaScript A Y 51 45
LA W R R A4S B IXRRRIEA Bh T
I i o AT BEAAE ) S o S N B AT I I
[F) A

2) ZE[ANFFAE: R N AL AT R . TR T
AR P H FIFFE N S RMEE R Fln, 7T
e B BB R, DL AT A
AL BEFHES 720, AT LA B I S AR &
V2 IR 3 A7 W PR Y 8 LT

XL 2 AR I R A IR fE, 2
A EE AR AN ACRFAE il & 3T 25
2.6.1 HIEFAE AR

& NBCE A SRR T B, B
NFHERA TP, DIBESHRMEE. e, @
i Dense(128, activation="relu") i+ & Z X £ & 17,
Bt B 4R 2 128, K H] ReL U i oR £ 51 A AE
k. 1R XyEE 1% R H Dropout(0.1),

— 2
T

Dense 128 ReLl

R1

TR BRI T

Dense 128 ReLU

Dropout 0.1

P e T
RIAbAL

Dense 128 ReLU
Dense 128 ReLU

BENLZ 3 10% Kph 2 Te, Bibdilsg. &4, il
F] Dense(3, activation="softmax") i & il & AL & ,
TR N 3, 18 Softmax IE BRI B i HH i 4
JIREER A, DR A & N R E B Rl S A
2.6.2 mAAFAERR A

ARSCBVE T S G AR S AR AR
M E, HARSCI B 7 s . ASCRH
H A T 2O BN FRAE AT B B . 1 el
I Multiply J2 4 B ANRFE 5 Ho6T B2 1) 3 & I E
FHIR, 153 BMBRE. FEJE, FIH AAAO)ZEH B
HWINBCRAEA N, @& — A% — R IER
7~ fused (RISCHLZEFHERI RS Nitk—2
B ORRFE R AR RE T, TR LA RHAE fused 1HEAT IS
ZEAbH 7 4ciEIT Dense(128, activation="relu') /=
A — AN SR KR IE enhanced, LA ) ReLU #07%
PR T 9l NAEZ . $:5%5, BH] BatchNor-
malization % enhanced AT #b & )5 —14k, It
SRl EE IR m i A AR e . BE, JEIE Add()
25 JER 46 ) Al A R AIE fused 5 4 98 4 {iF enhanced

YRR

YRR
ARk

Dense 128 ReLU

S1HETREFAE YT A

| wkusrseie | | ki

|Dense 128 Sigmoid| | IIAER AT |

| mpczzwme | | wkes

Dense 128 ReLU
Ejiiiia
Dropout 0.1

K7 HE A eI e
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FM, R RCR ZEERE, TR B N E B
BERREV S . %S, BEUGR Bl — ARG B3 5
VR R IR Froqo IIBURHIE il G i A2 10 72 Ak
TR @) IR .

Fiu= >, @,OF +FIN(Y? ,0F,) (8)
Horr, F30R2K B A FRHE SR BUSE e BRAN [ 2 7K
IRHER]; o, BmER IR, BVEEINSIEIE
AR, H T IRBE A RERIEENM:, O XRiE
TCERAE, B I E SRR R TR T R g
%, AERBUIMBURAEE] ;s IBSSRAN A TR I B4R
K TIZTGERA, ARG RHIER]; FEN A Tt
— BRG], SESREHIEIRIARE
3 FFIEFE SRR

NIRRT R Sz RE T, ARSI T
ZPPRHIE S TR e, BRI 8 BT
3.1 HHEMK

B AL EZ IR E R SR R A
KHESH (Weh BT BE) AE/ERLE (con-
fig) i, BREEARAL AR SCILRAR N R

1) BEEEEET . H BRI A BB B3,
K J5i 181 F TensorFlow [ tf.clip_by global norm pf
FO L BEREAT 3BT, 0 DR B J5 6 FE 1 4 SR Y 2K
AN FH A BOE R RRE . 1X—HAERe e Rk
e ZRid R sk BEAE I K B0 “BREERRIE” ]
A, PRIEARIR I ZR RS e P

2) BREE R HH I M R 1A
BARHER IR . 1 e dRUCa R it ot Hag
BB BE AN TR RAVEHL (steps) o FE VI ZRTME
e, F|H TensorFlow [ tf. GradientTape i 5% &
AR BE LTSRS AR, I B AT A X

B R o X e R AR IR R AR B — AR
REEM—IRERE RIS, 22 RARIRR LS A BR
AT ) RN EL, RRFIIREE . 2, B
S A~ IBE L AT S8 T

3.2 IENEEREE

1E 5 7 iR 5 Y RegularizationStrategy 25,  F
T SE PR IF 46N 5 2 Dropout SR, [y 1kt
WA . HRESE (L2 IEN1k &2%0. Dropout
b3 EE) G—fFE{ERLE (config) F . %
FEE ) BARSEIUE R W R o

1) B IR 5 e A A vh i 6 ml )l
SRBUE, THEARRNMBCE R B G tre-
duce_sum BRI X R & P A AT ISR BCE (1 °F J7 H
BESSF TG B a5 F1 config il
FIL2 WAL SR B3R, A R 24 1) T ) Ak 45 2k
(reg_loss) ik,

2) =12 Dropout 5% : A SCE K Z B Dropout
FR, W T —8 RIEIER Y = 2% Dropout 5,
HR R S EE . BARSCILEH LT . ek
1T it Dropout #: 4, RIEHLINZRAE  (train-
ing Z%0) G AN Dropout JZ o A7 A N VY 4
sk, W 53145 2] Spatial Dropout 2D % . 1%
WIS AERHE B B A 4L T AT RENL 7, BERE
BHEBRITURER, SO IRFFRHIE B 1) 25 (7] Ok
SERMIARIN . BCE S A TR J) Dropout,
W B 745 AE B -5 i N 4 B2 DT TC R B AL Ve 40
TR 5 i\ 5K 5 1% 70 % AH 3R 523 Dropout.
ZARBSAETE B P g N T TR RENLE, AR
Pem ARz AL RE
3.3 R RLTRFIEINE SR EE RS

TE5 ) BB T, AR SR FH - R4

HRAIE 27 > (A SRE

| sy |

Lot | | e |

E TSR e

RIS
P s

| morens | [ sewmpe | [mmser sk

BE 4 Dropout i
ENI4E SR

Btk

XfHaE

ZAES

ke E AR5

8 L I LALHESE
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I ) B BERNE, JFAE AR R B 5] ANTEIA 5 2
FITE . TG BL, A A ni a8 B0 Ttk
PRI H, 2 o) g 2V LGB B 3T,
RIEBFERIAE ), — BRI BE R, AR
SREEPRIT B, o ) FATMKYE R 5% R AT ZE R
piBURA R A [ PV e ¥ 24 ROV E DK VA= S VA
R SZBREUA ORI 23, WR T >0 3 e/
EFFUR, I8 o B e MES) . JEIR 2 2
PSR T AR gAY, AW aa P 8S
WRKILFE Yo . EdH R e, RIS
ROPEE RN AL S, AR SRS x BB 1T 55
SJF. PRI RN ) R G IR R ) R (AR
o xRk B RAER, 52 2] T 2 R /ME
ZHLHE BT IR AR E S8R, N
TR A A R fie A% B 4 i S S5

TETIPN B, HstepAB it (192 2] Klr (step ) 7
Ll X (9) k15 .
ﬁiﬁm} )
b, base_Ir Fos AW B 45 A0 J5 48 FH () LAt o
21, step Kon LRI EL NOTFEETHED ,
warmup_step & 7% TR BT B 1 2 2 2. 4 step<
warmup_step [, 2% =) Z& M 0 3B #7144 I 21 base_Ir.
Y step>warmup_step i, 5> R ARFF N base_Ir.

TEATEIEIRN B, Sfistep At )2 ] ilr (step )
rTPLiE S A (10) Rk 15 .

Ir (step) = base_Ir x

lr(step) = min_Ir + %(base,lr — min_Ir)

1+ cos|m x step — warmup-step )) (10)

total_steps — warmup_step

H, minlr R GG RB 22 ] R TR,
total_steps K~ BN R BRI P . 2 step<
warmup_step I, 2% > R M 0 12 ¥ 48 n 2 base_Ir.
Y step=warmup_step B, 2% ] ZZ 8 FIR R5ZIR
KA KM base_IriZHT B 2] min_Ir.
3.4 HEEBKEY

AR 454 Focal Loss! 11 Dice Loss! 7]
HEWKRKE, LUN XA A4 5] 7 . Focal
Loss i 5] NS, 3G 5 ARG 3 7 R A
()50, AT 5 43 R AR 45 2R B 50 o 171

Dice Loss W & yE TR AL 10 25 R 5 FL sk br 25 2
B S R, FEAFR SR AFHT ) 7 BIAE S5 rh 3%
DS B LS, AMUBETRTHE A MEFE A
MRS AL IRSFL B, IE RERG s T e
AR P& 5 LR

1T Focal Loss: focal = self.focal loss(y_true,

y_pred).

11 5 Dice Loss: dice =self.dice loss(y_true,
y_pred).

W HH AP K. combined loss = (1 - self.

dice_weight) x focal + self.dice_weight x dice.
B A1) AL 4L A Focal Loss Al Dice Loss,
I (2) KRG A M H ALK
L = AFacal Loss(pt) + (1 — 1) Dice Loss(11)

combined
Ly = i(-al(l -pt)ylog(p,)) +(1-2)

22 pyite
SpitSyite
Hrp, eRBFIgRE, BiibrtiE, Nk
ERENE: o NEBTFERE; vy, NEIRE,
FORE MRS p, R A IE
PR RE RS s AT R A E 24, H T2 Fo-
cal Loss 1l Dice Loss 7E 2H & 4 2K A [ AH % 2 22
%5y Focal Loss 11 MES 4, H T IRHEME Y
FEA B

AT P H
A(t) =14, - exp(=pt) (13)
Horb, NI TRIAR R, FRos MAIGR I 22 220 (1)
BFE] s A(e) KBRS [A] ARG IR EAE; 1, R~
WIGH{E, BN =0mIIE; B AZENREE, H T4
TEVRBHESE, HAEBOK, TR LR R
HAEWURBHE -

0Ly _ ; FFL 9DL

w TP
Hr, L ARSIRREL, p AR I .
4 LG KRESHT
4.1 HUESE
A SCSES R I 435 4 web-page-phishing-
detection-dataset (A5 A v2024) . 1ZEHE 53t

FLE 11 4296 FEA,  IESRFEA L 48% (5486%%),
FRBEAR HE52% (5943 46) . IR 0 %

(12)
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87 MRFE, 3 56 1N I URL & 44 5 1% 2 HR
FIRFIE . 244K B DU A A IRFEFT 7 i 2
WA BARSS IRIFIRRAE . IS MR 501
IECBIRI 3 o S NRRAESE B2 256, I 7 R Ak 4
JEJ9 128, T IAVRHELEE Y 16. 24U AL BEFY
B, R z-score F5 AE ALK 457 A AE e e o A
0. PR#EZEN 1 H) A . SRRAEME I E I 7,
MR CRESHR PR e R A o S W (B M 1B z-score=
3.0, I IZEAE AR 7w Al .
4.2 THNERR

AR UER % (Accuracy) . FEffi% (Pre-
cision) . % (RecalD . F1 %% (F1-Score)
FIAUC-ROC (Zik#E TAERHMEMZR FHAD 54
TRbR PEAN A Y 1 e o v 2 S AR R 1) S Ak R
Dls KERAE S 4 0] 0 3R AR TR TR0 IR SRR AR
BBE ST F1 3 BUE RS 0 A0 Bl R 255 1R
br, RERS E AP TP ; AUC-ROC HI Tl &
BORFEAN R 73 2R B T X 70 IE SRR A (R BE
4.3 BEIESZHMEIE

55 E DPFEAT 9z AL 58 71, BT 5L N RAE
s ¥ B4 £E web-page-phishing-detection-datase £/l
3ANHMERIAAEE  (Dataset Phishing Domain Detec-
tion ||CyberSecurity. Phishing Dataset for Machine
Learning 1 Phishing Websites Data) [ 347 1 5E
%, AiRWEK2. LREREKY], DPFEAT{£4 4
Bl e L BABS R FHERE (P8 Accuracy
4995.35%), H AUC-ROCHEZETE98% LA L, 13t
B FE AN [R) B 4 b B RIFIZ AL RE

dient Boosting. Decision Tree. LightGBM. RF+
XGB. CatBoost + LightGBM. GradientBoosting+
AdaBoost. DecisionTree+SVM #4171 X} L2546,
PEREXS EEA IR WAL 3.

#*3 DPFEAT#EEISHIZRF SIREIMREX AR

R Accuracy | Precision | Recall | F1-Score

SVM 85.30% | 82.70% | 89.20% | 85.80%
Random Forest 89.00% | 89.00% | 88.70% | 88.80%
XGBoost 89.20% | 88.80% | 89.80% | 89.30%
CatBoost 89.50% | 89.20% | 89.70% | 89.50%
Gradient Boosting 86.60% | 85.90% | 87.50% | 86.70%
Decision Tree 85.00% | 85.60% | 84.50% | 84.90%
LightGBM 89.00% | 88.20% | 90.10% | 89.10%

RF + XGB 89.60% | 89.10% | 90.10% | 89.70%
CatBoost+LightGBM | 89.40% | 88.90% | 90.00% | 89.40%
Gradfggzgz?"g+ 86.60% | 86.00% | 87.50% | 86.70%
DecisionTree+SVM | 84.70% | 84.90% | 85.30% | 84.70%
DPFEAT 95.40% | 96.30% | 95.50% | 95.00%

MEERKRE, T HABEY, DPFEAT [
Accuracy. Precision. Recall I F1-Score ¥4 f $i&
The SREW], MELHABEA, DPFEAT £ H 3l
FRAESRIOTHPEREEE AL, X453 75 T DPFEAT HI%F
TEAZ LA, I PP AR 4 . 25 1] 5k AR A g
73, PASCA R = i

DPFEAT #8415 5 it i 2 > B A e x b
RN 4.

%4 DPFEATH#EE S RIREF SR REXTLLER

A Accuracy | F1-Score | AUC-ROC
=2 BHREEZUMIHRER DPFEAT 95.40% | 95.00% 98.30%
s Accuracy | Fl1-Score | AUC-ROC CNNLU3I 86.00% | 86.80% 90.80%
web-page-phishing- 95.40% | 95.00% | 9830% Transformer (BERT) [191| 9130% | 91.70% 91.90%
tection-dataset ’ ’ '
detection-datase DCGAND! 92.80% % %
Dataset Phishing Domain o5 150, | 95500 | 95.00% ResNet!20) 92.50% | 94.30% | 94.20%
Detection || CyberSecurity
. RNN[21 84.00% | 86.00% 85.00%
Phishing Dataset for 96.00% | 95.70% | 98.40% o
Machine Learning CNN-LSTM 87.00% 86.00% 88.00%
Phishing Websites Data 94.90% | 95.10% | 98.70% DenseNet!?3] 92.50% | 94.30% 89.70%
CATALOGP 92.00% | 91.00% x

4.4 XFEEIXEE
4.4.1 AZRLMEGERT L

W 58 N 53 DPFEAT #5714 55 1 4% °7 >] 151 1Y
SVM. Random Forest. XGBoost. CatBoost. Gra-

DPFEAT #% [#] Accuracy. F1-Score il AUC-
ROCAH 43 5l 9 95.4%. 95.0% #198.30%, Ik T
H AR AL, K0 DPFEAT B A &9 1)z fL e
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X SIS 25 AT IRN 73 AT J5 KB, RNN 1E &b 3
K B MR )@ B AT, T CNN 7E A 240
J7 50 SCAS A 4 SR 0 R AR U7 TSR N s 4. CNN
AE 8% o AR BUR) 30  AF RFAE 1T RNIN 75 4t
T8 A 25 F b BB 7 R0t , 34 7E URL R4 4b 2
FEAEME. EARCH, CNNIEE 2 REER
BRI HE P RE, H RS E S IAT I
Haets, ILTE Accuracy 2548 br LA T RNN.

DenseNet £ Accuracy 5 Fl-Score I 5
DPFEAT #£3ft, 1}t ] DenseNet X} % it 2% 7 k¥ 70
RFAE IR R 6 774858 . {H DenseNet [] AUC-ROC
RN, 2 B 0 2 H5 28 03] I AR A 1 1R 0 e
J1H R . DPFEAT #AUEB) £ 0 R ERl & 5 H
& RBCHL], BRI TR B T R e
(Al I 7E AUC-ROC Fi#5 _ERILE L . DCGAN £
BT BIME A AT 55, W 45 45 40 5 40 0% R 3L
M DL B 48 Bt URL/HTML 25 5 91 4k S A R AE
SEEB > LIS TIE RS A LR, IR bR AL
PR o AR GuAL A 2 2] J5 VAT R s 4R 5
fIE TFE T AT Re AL TR 2 22 31 75 CNN,  [AICNN
TE /N RS SR 72 SIUE R b A B = 2 68 1 B dE
XHF, HAEREICVE R4 K% . CATALOG | H
W AE ST R S L AR A FE S E E (MLMD
R A R S A R RHE, BMAZLBEEED
AL [FRFIE SN TP HFE . DPFEAT AR T
CATALOG, Accuracy #& Ft 8 it 3%, i B H )
7 — 2 AV REAE SR UL X 9 0T 1 52 R iE LA 5
SR PRI 3R e

BAh, W FE N 8K DPFEAT 45 %4 5 Phish-
pedial?> VB Y R 4T 1 o0k bE . MR HE SCHR[25], 7E
f477 B A3 5 F . Phishpedia [X) Precision ik )
98.2%- Recall 4 87.1%. F& Recall fik T- DPFEAT
(95.5%) . {E % PhishCatcher ffi i% Ji5 ) URL % 4f

#E I, Phishpedia [1J Precision [% %2 87.5%. Recall
N 87.5%. X 3 W] PhishCatcher T fifi 1% [f) URL 1
£ K BTG UREE 2 f UL T, B T Phish-
pedia 2% T~ Logo VT I A I 58 /7 Ja I,  H Phish-
pedia 52 [ T/ E ) BT ) ZE . AHEL 2R,
DPFEAT fi Bl i} 25 FRfiE £ U248 RE 8 SIS A AT o i
iy, I 2 4 SCRHE RS 5 E & SNAL,
FE 3 Y R 3 5o 2B T 5 & Y Precision

5 Recall, i 304 K40 51 T b 45 10F 0 49
3
442 HaRiy

VAR Y & 2 BB o I Dk, A SCEAT T
THALSEES . SIS E T a0 N AR DPFEAT-
Full (58%#58), DPFEAT-NoTempora (#%[k
L) 52) . DPFEAT-NoSpatial (#% & 25 [A] 55
fE 4> 3 ) . DPFEAT-NoFusion (#% & [ & B il
4 ). DPFEAT-NoAttention (% &% & JJHLH])
FI DPFEAT-SingleLoss ({3 F 22 X H k) o M
s Sk BT R 5.

SEG 4 B W], DPFEAT B8 [ 454> 41 % 350
SR RR SR IR B T EE W /E A . DPFEAT-
Full /£ Accuracy. Precision. Recall. F1-Score I
AUC-ROC 55 BRI . BRI e Ak 4>
W AR SN 30 IE N A AR B = L
T2 FEE R PERE TR, b B R A
PO R HERA I S B K o X U IZ AR e %
AR SRR, $ETHEEARL KBS B
KIE o« BRI FRHIE 73 Sty Rk 7B PR RE I R
B, 3K 2 R g 4 0 Tl o A5 477 5 35 DX 3l ) URL
GER, LIS P ARRAE AR 2R S I e o R B A N
R AIE 73 A RO A . A A8 M R
DPFEAT-SingleLoss % it T [ AHXF 8/, AHATIAS
J DPFEAT-Full.

R”5 HAASSILERIIE

AR AR Accuracy Precision Recall F1-Score AUC-ROC
DPFEAT-Full 95.40% 96.30% 95.50% 95.00% 98.83%
DPFEAT-NoTempora 89.10% 88.30% 87.90% 88.10% 90.10%
DPFEAT-NoSpatial 88.50% 87.60% 87.20% 87.40% 89.40%
DPFEAT-NoFusion 86.70% 85.90% 85.40% 85.60% 87.80%
DPFEAT-NoAttention 87.90% 86.80% 86.50% 86.60% 88.70%
DPFEAT-SingleLoss 89.20% 88.10% 87.70% 87.90% 89.80%
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4.5 IR BIHREM EERIFZN

DN PEA R R BSR4 R R I RE IR, AR
SCXF 43 ) 3% Focal+Dice. Focal A1 Dice it 2% B
BRI R 7 R EEseas, 5B IE 6.

£ Accuracy fe b5 I, {8 ] Focal+Dice 151 2% b
BRI R (95.40%) AT #pfd ] Focal
115 R 20 (89.10%) R H Dice 4 4% pR 4
(93.40%) MIAEAY . iX i BH Focal+Dice i 2% ik i
B AT 20 A5 Y (1 B A T

1E Precision #8 #5 I, Focal+Dice 2 & & Y
(96.30%) [F] £ A1t T B2 Bl B Focal i 2K bR 44
(95.30%) Fl B3 fi ] Dice 151 2% A % (91.80%)
(AR, 3X 3 B Focal+Dice 41 &4 2k s Ak e s A
R AR AR 451 1 HH AT

1F Recall #6845 I, Focal+Dice ZH & 15 A4 1k 3|
1 95.50%, T HL AR A Focal 453 2K % $5UF Dice
2 BB IR L 3 51 N 87.90% Fl194.20% . S FA
Ml FH Dice 45 2% R 25 4 A5 B 7E Recall R BLAR
77, {HFocal+Dice 4 & 1AL (R 4F 15 Accuracy )
[F I S T A 57 1 Recall 3, X (75 HL A8 kb 3
S AASF- 1l B S i LA S G 1 A e

1F F1-Score 65 I, Focal+Dice 20 & 5 [F]
FEEUAS T AL X HL (95.00%), X % B Focal+
Dice H & B 7 {45 5 Precision (I [AIN, BEA
ROR 5 TE 2 I IERFEA

£ AUC-ROC 8 ¥5 I, Blfd ] Focal 41 2%
R B AR R IR B T 97.10%,  JE B AR S R 2K 5
X 4> B8 77. T Focal+Dice 2H & A5 7Y 0 25 I 78k ,
AUC-ROC 1Hi% 5 98.80%, IE W% 2 & 41 2% B ¢
FEZR AT S5 b [E R A H A R I
4.6 TFIRRREM O ITIESR
4.6.1 BAEHT AR GE 0 FR

AR A HAL BT T, 45 A 0 5 1
REAIE B H DT RS I A b, R AR T — AN AT AT AR
BERI AT AR R o B BT B B W T
fif S AR R MR RE R RE A, AHOCEE R ILR 7,

®7 ERMRERE

Wb | MR AL BL s

EER o 120 BEAER R FE N
2 B 12% FAAL. EN RS

] s o ) R R R O O
BEEA S 23% BREL. 2[5 B3R

i ool B K
BEER S 0% N
o . SRR ERA . R AT
R SIHLH) 7.86% SRR

e ] 2 E BRI AL . 2 5
HERR 6.49% WL T (LT

REAVHAL SR (R ARG, A3 A RE
{7 AN 5 2 (1 A 5 = WAL VAN | B 2R N
BRIED W RVEARVERE R TTIR, AN DL DL Se BEAR Y
(DPFEAT-FulD) {EAFEHE, KHED R R a B
e AR TR 2R A, A H T
EIPEREARA. PERERCI B 2 LT AR T .

PERESZI B 70 b =

| Baseline Metric —Variant Metric | (15)

0
Baseline Metric x 100%
H v, Baseline Metric 3 7~ DPFEAT-Full 7£ % I

PEAL $E b5 _EHIME, Variant Metric 38 78 A8 LE [7]—
PR TR bR A -

WMER P HAR A, HIEN A B, 2]
REAUE 73 SRR B AL ) S T HASE 2R M e ) O o 22
o HIENBEEYTTER 7 9.12% MYERER T, Ik
B A 0 58 1 BB (R 28 AN O S e
A AIRFE S SO DTk 1 7.23% HtERe, FZIAH
T HE A [AVREAE B 3R, FF 5 I PR 43 3
TERCEAN: VEE N K 7.86% TERESE T, iE
HHAZ L) 30 R v PR IE IR B o 1 SR (1) T i
etk TRl S AL T 6.6% M RESE -, 1IERA
Y RO R 7R IR A B H &SRR
XL EIE A, WP TR R AR
4.6.2 EFTHREAER AL Fh

VE R A R TR AL AE AN [F) 4\ 2 18] 3 FC )

R6 URRBIIREMREF MBI ELLER

PN Accuracy Precision Recall F1-Score AUC-ROC

Focal+Dice 95.40% 96.30% 95.50% 95.00% 98.80%
Focal 89.10% 95.30% 87.90% 88.40% 97.10%
Dice 93.40% 91.80% 94.20% 93.40% 93.40%
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A . IXEEAE R IE T RN AR AR AL B 24 71
DR DTRRFLRE o Xy = I RCE eI AL 2 I
B 7~ AR 2 e S B SOGTE RN R 4, DA
FHN A ) SRR AL TR, TR AN AT A Y
PIWAEAT B . IR S FIERCE 2 R STt
E M, AR K R Kruskal-Wallis JF 2 506 56
(o= 0.05) Xf SHAP{H 173 A R AEHEAT 0 Mo 45
RER, SFENENSAEESITTFREE R
(Kruskal-Wallis H=37.2, p <0.001). #5247
KL, “page rank” Fl “google index” ZEHFAIE ]
B R 2 v T HARRRE (p<0.01), B PR
FEAELEAAY (1) ) ) AR P R B E A

K9 R 1R ARG 25 i N R AE ) AR B .
R AR R, FRZ AR AR T 25
I oTmk K . MW AT LUE Y, page rank A
google_index & 15 A iz VT (P AMFFAE, HALE
E & m T HALRRE, X & WK page rank 1
google_index FJ BE A& 15 1Y 1 It 10X 0T 88 1) 1) = 4K
. KHEH S & nb www fllnb_hyperlinks, #*
BH AR 0 7 ) By 19X O 248 J31) B[R] SHiE T 173X P A 4
fif o Bt4b, nb hyphens. ratio extHyperlinks
phish_hints SR AE EARBCE B, (H XY T3
SR EA—Em . AT, FET
RN BRI ) R, N e SR 240
B 5 RARAUKYE .

page rank
google index
nb www
nb_hyperlinks

nb_hyphens
ratio_extHyperlinks
phish_hints
length_hostname

§ domain_age
2‘ length_words_raw
$& domain_with_copyright
& nb_dots

ratio_digits_url
safe_anchor
longest words _raw
https_token
nb_slash
links_in_tags

ratio_extMedia

ratio_extRedirection

0 002 004 006 008 0.0
R E

9 B NRFILVE R I E A

4.7 THEBRAFE AT TS

DPFEAT % 7 NVIDIA 3090 GPU _Fill 4%
27 2.2 he HAIAL W TF A Zo b 1 %
GPU M RIRIIFE R, W TR EA, HET
B8 SR T . BhAh, ZARA R BT
IR AR AMIC IR E, A BT BRI A is 4 ik
A, AR MR EIE B IR TS RSt

5 ZERiE

A SCAR Y ) DPFEAT A5 575 44 421 o] sl 6 00 4F:
ST T REB R, W G A B AL
PSS, S T IERERI AR T o PR A T i
R 73 BT HE SOV AR R vk ST AR SR I 17 328 W A
Reo SEIGAERURY, ZBIIERETR AR RS AR AR
Kegfabs LT IA T, R B R A s A
. HRRItERE iz tbre )y, HIHAA RIF
IR AT ARRAUHT T AR R A T
e FHERCR RTINS S, Ltk — D3
THERL ) SE IR -

SEH -

[1] R, Z57R- A5 Iy . 89t ol A I F 7 BUR 5 8 R 4 i ik 2>
Hr]. tHEHL LR S R, 2020, 56(15): 92-100.

Zhu S Q, Nurbol. Bibliometric analysis of current studies and devel-
oping trends on phishing sites detection[J]. Computer Engineering
and Applications, 2020, 56(15): 92-100.

B, P, AT I DURY # TR S R ERIR [T]. 2% 545 B
AR, 2023, 9(2): 21-32.

2

—

Cai Z, Jing T, Ren S. Survey on Ethereum phishing detection tech-
nology[J]. Chinese Journal of Network and Information Security,
2023, 9(2): 21-32.

TNBL, XESE, RS . 55T URL T8 75 R-E A2 £ et S5 7.
HHEHL LR SR, 2019, 55(24): 84-90.

Wang Y Q, Liu B W, Lin G Y. Phishing detection algorithm based on

3

=

language features of URL[J]. Computer Engineering and Applica-
tions, 2019, 55(24): 84-90.

[4] JBIBETE, LT, UG, &8 . 2T DUrH0R SRR AL A £ £ )
SR TTVAD]. SN AR S B, 2015, 51(4): 87-90, 95.
Gu X Q, Wang HY, Ni T G, et al. Phishing detection approach based
on Bayes and support vector machine[J]. Computer Engineering and
Applications, 2015, 51(4): 87-90, 95.

[5] ZhouJ X, Cui H B, Li X N, et al. A novel phishing website detection
model based on LightGBM and domain name features[J]. Symmetry,
2023, 15(1): 180.



St

1

IEGE

g

T U AR AL S ORI B 305 R A B s

©103 -

(6]

(7]

(8

—

[9

—

[10]

(1]

[12]

(13

[14]

[15]

[16]

[17]

[18]

Huang Y. Phishing detection using convolutional neural networks
and feature engineering[J]. IEEE Transactions on Information Foren-
sics and Security, 2018, 13(10): 2547-2558.
Wang L, Liu Y. Phishing detection using LSTM and feature engineer-
ing[J]. IEEE Transactions on Information Forensics and Security,
2020, 15(9): 2041-2050
SCARST, R, BTG, S B SR I 4 T 2R S R
R A5 B WS4, 2023, 23(12): 1-9.
Wen W P, Zhu Y F, Lyu Z H, et al. Brand-specific phishing expan-
sion and detection solutions[J]. Netinfo Security, 2023, 23(12): 1-9.
RBRTE, Sifid . 2T BRI o0 2 B i R A R 7 BT S ). A5 BN
284245, 2021, 21(9): 52-58.
Yi X Y, Zhang J. Image-based phishing email detection method and
implementation[J]. Netinfo Security, 2021, 21(9): 52-58.
WA, MAEFE, B, 45 —FEET MPAN [f44 it URL K05 VAT,
5B TR REEIR, 2021, 22(4): 443-449.
Zhang Q, Bu Y J, Chen B, et al. Phishing URL detection method
based on MPAN[J]. Journal of Information Engineering University,
2021, 22(4): 443-449.
Ma CY, WuAM, Ma W Z, et al. Malicious URL recognition based
on multi-feature fusion and machine learning[C]//Proceedings of
the 2022 41st Chinese Control Conference (CCC). Piscataway:
IEEE Press, 2022: 3014-3019.
TR, WEM, ERE, & T IERE NG S RER S R
DR R BV [T]. 4% B {5 B 42241, 2024, 10(4): 123-131.
Zhang S R, Yan Z W, Dong K J, et al. Phishing detection algorithm
based on attention and feature fusion[J]. Chinese Journal of Net-
work and Information Security, 2024, 10(4): 123-131.
Bahaghighat M, Ghasemi M, Ozen F. A high-accuracy phishing
website detection method based on machine learning[J]. Journal of
Information Security and Applications, 2023, 77: 103553.
Tan C C L, Chiew K L, Yong K S C, et al. Hybrid phishing detec-
tion using joint visual and textual identity[J]. Expert Systems with
Applications, 2023, 220: 119723.
Johnson O V, Chen X Y, Khaw K W, et al. Ps-CALR: periodic-shift
cosine annealing learning rate for deep neural networks[J]. IEEE
Access, 2023, 11: 139171-139186.
Lin T'Y, Goyal P, Girshick R, et al. Focal loss for dense object de-
tection[C]//Proceedings of the 2017 IEEE International Conference
on Computer Vision (ICCV). Piscataway: IEEE Press, 2017: 2999-
3007.
Liu Q, Liu H T, Zhao Y, et al. Dual-branch network with dual-
sampling modulated dice loss for hard exudate segmentation in
color fundus images[J]. IEEE Journal of Biomedical and Health In-
formatics, 2022, 26(3): 1091-1102.
Adebowale M A, Lwin K T, Hossain M A. Intelligent phishing de-
tection scheme using deep learning algorithms[J]. Journal of Enter-

prise Information Management, 2023, 36(3): 747-766.

[19]

[20]

[21

[22

23

[24]

[25]

Aljofey A, Jiang Q S, Qu Q, et al. An effective phishing detection
model based on character level convolutional neural network from
URL[J]. Electronics, 2020, 9(9): 1514.

Zhu'Y M, Wang M, Yin X F, et al. Deep learning in diverse intelli-
gent sensor based systems[J]. Sensors, 2023, 23(1): 62.
Benavides-Astudillo E, Fuertes W, Sanchez-Gordon S, et al. Com-
parative study of deep learning algorithms in the detection of phish-
ing attacks based on HTML and text obtained from web pages[C]//
Applied Technologies. Cham: Springer Nature Switzerland, 2023:
Proceedings of the 4th International Conference on 386-398.

Ponni P, Prabha D. Randomized active learning to identify phishing
URL[M]//Advanced Communication and
Cham: Springer Nature Switzerland, 2023: 533-539.

Intelligent Systems.
Mijwil M M, Salem I. E, Ismaecel M M. The significance of ma-
chine learning and deep learning techniques in cybersecurity: a
comprehensive review[J]. Iraqi Journal for Computer Science and
Mathematics, 2023: 87-101.

Ghosh M, Srivastava S, Upadhyaya A, et al. CATALOG: exploiting
joint temporal dependencies for enhanced phishing detection on
ethereum[C]//Proceedings of the ACM on Web Conference 2025.
New York: ACM, 2025: 969-977.

Lin Y, Liu R F, Divakaran D M, et al. Phishpedia: a hybrid deep
learning based approach to visually identify phishing webpages[C]/
Proceedings of the 30th USENIX Security Symposium. Berkeley:
USENIX Association, 2021: 3793-3810.

(fEE ]

SEHL (1999-), B, WHBEAN, TE
KA, T I 18] W 4% 25 )
L

Fi1E (1975-), B, FE®R)NA, #
+, FERFEHE, FEHRITIRAN
oS B4, HARIE S AT,

O HE®E (1990-), %, HELEAKR5F
A, it FER¥EER, EEHRT
TN T . RG24 XHugE .

NE =25 LY

TR 2 B A



