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Causality-preserving compression method on
provenance graph
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Abstract: Provenance graphs were widely used for detecting and investigating sophisticated network attacks. How-
ever, their high storage and analysis overhead made graph compression indispensable. Most existing compression
methods were found to disrupt critical causal dependencies among nodes, thereby compromising the effectiveness
of attack investigations. In particular, current compression algorithms that preserved investigative capabilities
struggled to handle redundancies arising from cyclic interactions between nodes. To address this challenge, a novel
graph compression algorithm, CPC, was proposed. By thoroughly analyzing causal relationships and recording es-
sential node dependency information, redundant transitive dependency edges were precisely identified and re-
moved, significantly improving edge compression efficiency while preserving the integrity of attack investigation
results. Two variants of the algorithm were developed: CPC-A, which retains full dependencies for offline prov-
enance graph construction, and CPC-P, which preserves partial dependencies for online scenarios. Experimental
evaluations on public datasets showed that, compared with current state-of-the-art compression algorithms, the pro-
posed approaches achieved substantially higher compression performance, with overall compression ratios im-
proved by 9.3%~86.4%.
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BEASAT SSESRATE S NAE R m, WITE BRI 1E
BB SR T AR A A, WS A
TEE N wexme T m oNE A, RIS (A 4%
N O(m?). TEIZB 5T, IR 4% 5 5 Kk
H KA, NOm). FESEBRN I, FTLCRH
Gy IEAERH TR, AAE N AE R B A i R I ROIR
A, HRBARAZ NN B FE, 8 5 55 )
TEES 2 AR (Tt

YT BRI S 8765 CPU JT 4
AW T Z AT F T3 AR 1) 2 4 B
BIRE 5 1.

S5UE A, CPC-A fif KRILATE T /g
B o i A TR SR DG R TUAR T, T S 30 B9 T 1)
B KRS R4
33 IWAKBIRE

SRR 8 4 S FH T K RIS S e 1)
FE4E3 5, AT AR A0 5% 350 0 A0t 1) 77 72 LA i
R4 R G4 . R KR (CPC-P) &
i, AT KO DP A SR R HT I L AR, B
AL ST S AR, T CPC-P R RE S| R MK
BRI I R, BT RO S B SR AR R A A 2

WEe6 i, X 7=15T=3W, 55 PRI

W R A AL, (B IR SR PR ], 24
L=11}F, DPYINF, RIHAFE, KICEHERIR
T R AR A o

A ) e 00 900 P T DP DP(L=1)
7=1
P _
F — P P F F
=1
=2
=2 _
0 P ELY L F 0 0
P F F
7=3
=1 F o 0
—= F ——= p
=2 = P OF F

=3
DP(L=D)iif, 5 RPEETHBO
Ko Mok Ik il R R

NFR AR ER S ), CPC-P 5] N T 715 R
KAEE: B AR PR IR IR (B4R
FRAG0), 5 BRI R A . fnkt, K
AR A R T A AT PRI RRCAS AR L, I A
Wl

WELT 7RV 2275 num R (5 537,
BIERH DP (L=1) {E MM, ] #ERf#
SENT SRR . T=1 R, A F R PSS R
Wit, PHIDP (L=D) KN F,. T=21F, FAH
HRIMA, WK AN, WARTERTNF,. T=3
I, FRRIA PAEEE(E B3R, PRIDP (L=1) H
FEHNF . 5B 6 FRLRAE B,
A RAA S BT RUbR TR BE SRS 1 0 15 R
WA . FETBWZ, ZRAE B EE
PIERAES, A2 AR ILAE A BT R B

A ) g 20 0 0 ¥4 DP DP(L=1)
751

F _
ron s

9

=2
t=1
=3
0= 0=0ONE.

DP (L=Diif, AIPRBIPAY s AKBAEAL
K7 A s BRI R ER AT =

~
L

~

BlUk, fECPC-P &L, Kai A A(E B
T RAE T AL T RS DP S SR AR LA
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A B AR i, BT AR R
o M THEMAHERBHBHNEDS=0H
(src, op, dst), AT LA A 2(5) BB 15 R A .

DP!, = updateLdp(DP,,,DP_.,src,) (5)
Hrdr, srey dstZr AN RET RS B A, H
WIGEMS 73 7 9 DP 5 DP i PR %{ updateLdp ()
RAEENS TR E &2 LA B HS 515
B, ARSI B o AT RO (a2
B RE D . UG BAEEE, H R SO
NDP,

T AU 15 AR A 1R A W 7 A B (6): A
FAFRAF G R K DP N7, R
T RHOBOR B2, A T RO A 28, R
BN

DP, . = DP), - DP,, (6)

S AL LR T B dst, (I, 77
T 5 B2 R HOBIEE & DP . 4 51 dst, K
AT X e DP, ., [RIBS AR T 715 55 dst, Al
DP,, W A RHT dst, o b IR
RAFER, A LA (T) A7 I 587 DP,H dst
IR o

update (dst,, dst, ;) in DP,
if(dst, + DP,_ — X) e DP,, (7)
XeDP,,,

R iR T WSS 838 1 BRI AR, 1%
WL AT A SO BRIEIA 75 S TR

BiA1 MOBRAS SR A

N 1. HTT A dst, 2 A dst,,, R AK
HiEADP,, (AE5);

2 AR R NHIEE S DP,,

wH T

1) for each node X eDP, do

2) if {dst,+ DP,. —X} in DP,then

3) updateDP, (dst, dst,.,)

4) end if

5) end for

N H WML 2 B CPC-P iz 4T L, B8
JeoR T KA IR HF CPC-PisiTRE. A
Ay A &) I 200 5 Az 1 S A B JHG 56 8y 39 U 32
(send. recv R~ L5 BAEHD : M ASAR K
RS REPRSEE, EEAQRET S K8 DP

I T PR AN AR B B R R T R A IN, Y
BPESHIWIIEIRESY NT, RAS N0 HE
DPidsKE L=1. HAAFREWT.

20 T % A3 0 DP IN
T=1 send P _
(=) | g °

° T=2 recv ° p
N PP ) p
e 7=3 send ° » s, s
s P P

r——

(] et e A e 1Y mn R epR i () oA 56
K8 T RAEIILRIZ ST CPC-PIBITRERE

D ¥ =10, RAEPRSHIFEMHIL, SHIK
R, AHOE R,

2) ¥1=20, RAESHEIPFHMAD, PIIK
WORAEAME, EATAPHINES, HE T
RS HA T Py e 51 ST AP AR S5O BT RS,
CH A ERRIS B 5, 96 42 20(7) I 4 8t i A o
Bk, HE A SHIDPH P, EH NP, .

3) ¥ T=30, RAPHSHFEML, TP
[ IN £E G B G 19 2 S

4) M T=40F, RAESHPHIEML, BT
MSHMAL H el % T PHIINGES, HikiZid
Al R4

H N REE A, B RS S A
WAE RN m, BEAST AAES LAMKHR Y &, A A%
I A A O S AF 5 N nxLxm,  H
Fm. LR, HFICPC-PHIZELE N OMm).
A R R SRR & R/ NE O, TR AR
BT LR, LNES, Kk CPC-P (K
I (8] B2 24 5 O(D). TESEBRSEBLA, & mT DLR A
oY IRAAE R G — P BRI AT 4

CPC-P j# i 12 3% S 7 (19 L AN 1 55, AT LA
FR DS e LA AT R R TUAR A HI . Jig 48
SR, B A S 3 1A B2 AR T AT
CPC-P 1R 45 R 4F B R4 2 K . CPC-P 44
/N T CPC-A, [ UbiE A T st B i 3% 5
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CPC-P il it > BT ARG GE J1, KigiRD 1
TS RETTH

4 SWES5LERDR

AN HENALRIESHIEE, AEd
586 45 R CPC-A 5 CPC-P [ R 45 %0 R K IF
B, f Sk R R OC R OR B R 4 SRR AE A IS 1) X
WE A AT H B 45 SR AR w1

SCISIERCE 1 . AL FE 2SN Intel Core i5-
12500H @ 2.50 GHz, P74 DDRS 4800 MHz,
16 GBx2, K F¥ 554 Python 3.8, H LS E
FFET Gitee 5 o
4.1 HIRE

AR CATE DARPA TC E3 3045 45 ER 5 V74
ARSI 48 50k o 2B A e DU P A I
T AR B8 B (1 A JF 4 45 . DARPA TC J2
5 [ [ 7 e e B 78 v R R B0 APT 45 i) fE 42
HE TS (TCO &, b E3 HdadE 2 TC
THRIFE 28 = IR SRR A A ) SO S, Pl
T 2N HHEEAFRE S EPLF IR KRG LR
5HMELRE . 2 5% 77 L cadets. clearscope-
fivedirections. theia Al trace Z5 10 H 44 FRAR 1

AR E3 B AR R ) 3 TR (ca-
dets. fivedirections. theia) FFIETEALSEZEG. K41
PEEMEARGEENE 1. X3INTESHIET 3F
AFEMERIERSS HERE TAME, 1dxk T4
10 RIN RGNS (b aiEbERERE), &

i ygis, R T AR E L. midE
AFRMERE RS S & iF TR BT, "rels
UE B A A S R4 3R

B9 R T 3 b & R B HE A E
oA GETHARIUEMRIT SR . TRLEH,
AN FEEAR RN T A2 R R cadets BHE AR
A2 FAR B R B A R R AL (i mmap)
BABDRI M4 F A fivedirections Ei s 45
read S 5 bb e s theia BUdE 45 0 48 Fl s 5 =R
oA e ) o JE I 22 AN AN [F B4 A 1 R 4 Sk 5
A DLE— 2 P2 b IE W SRk A P

L s AR A (CDM) M3 ft,
R B AL T RGP ARG BE G
B ESZIEFE T, RO S P E mT R Sk
AT R FEIR I T [ HE 5 B8 T S5O H
RSB AT B SR . 3K e i TR HE R ) A i
A TR S PR B A A, VRN R 4
BN FHAE AT RN AV JC 4 (s,01,02,type), HHs
FRPATEAERIHFE AR ol o2 KRl s
P SEfR Can HAR R AR 8O 2D . Ak
R E R 2D BREAAE s Hol, DEF e
AL 2 M ERAE R SR 01 M 02

F 250 TS BT M5 AR AL RO
&, BARUHIT.

1) s—ol: BEFE s A LAk ol ML (5 E, W
write /8 5N, fork FRon B d FRERE

2) ol—s: BFEFE s WSEAR ol FRELE B, W

®1 BEENELER

pAE/TE S Y WEET R FELLI ] AE/TE S NGN/€): ] W GEEUE) /5%
cadets FreeBSD Dtrace 10d23 h 35.7 41.35x10°
fivedirections Windows10 ETW 8d13h 214 46.44x10°
theia Ubuntu Auditd 10d7h 79.3 44.52x10°
read read recvfrom
mmap i
12.7% Iseek B recvirom 8.7%8.3% read
12.2% close B 6.8% open
2l >4 ™ open s write 14.9% 5.4% e
. 0 1 . 0 0,
319 rj?:odlfyl)rocess 1o 5.2% rec:/imsg
el sendmsg
14.7% write o 18.8% HAth
. 31.9%
37.7%
(a) cadets ¥ Hi4E (b) fivedirections % #% & (c) theiaZ 4

9 3R A A S A R A
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read 78 WSR2 HUE . oadlib 3R 0 #2E
SO E R

x2 FERRAMSEHEBOMNIR

(ESSYiwaC! X R i
s—ol write. fork. clone. openZ
ol—s read. recvmsg. loadlib%%

ol, 02— execute

s, ol—02 rename. add obj_attribute

3) 01,02—s: Ul execute FHAF LR FEFE s HAL
R ol Ak, FFIME AT L 02,

4) s,01—02: 4 rename S KR BFE s B L
ol E AT N 02,

4.2 &

AT SR VAl R SR O 2R PR B s 4 SRV 1) I
A, WG EEREAT TR, e A
s Iy S IR UE 502 R 48 5 BOIE 73 A i) AR R PR . SE
IS GS FEAE o bh ke, PR I 4k 14
o YA 2T 45 S0 R 4 7 2 R B HL SRR S
JEAERI5E (CPR 5 FD J71EA SCHESER 46D .

(1) BEEYE R A

10 JE 7R T GS Rl CPC-P HVLTE - Hdi 4 b
AR (R85 R4 7A %50 .

0% 92270 369 92,36
R436% - 9227% 92.36% 36%
%
80%| .
73.29% 74.51%
70.59% - .
70%}- m— 72.55%
7 72.26%
@ 62.56% /70.32% ?
\ /
H 60% | /
50%|
40%| / ®—fivedirections
w37.72% —a—theia
= cadets
30% L L A :
GS CPC-P(L=1) CPC-P(L=2) CPC-P(L=3)
Ak

B0 ANFSEVETE S BAREE I R85 0] L

ME 10 ] BLE H, CPC-P (L=1) 7¥ five-
directions. theia. cadets 3 NEUHEEE IR 45 R

YR T GS L R4 RR (iﬂéﬁ/&ﬂ?‘s%, E

A B RN FIERIEAER), 20 liem 9.37%,
12.84%. 86.4%. {E cadets ¥4 F, & 4% %
RIHE—f%, RUNZEARE AT S AEER
T HKZ . 1iiCPC-P (L=2) T CPC-P (L=1)
() 15 48 2 AR TH 23 51N 0.09% 3.82%- 2.75%,
VLERIEMR TUR 2 KA T AT s AC B, (HBEE Y
RO IC KK BRI n, R 4a R A0H —ER_ Tt
JRUE CPC-P 17 AL 764K 52 (386 Jin s ok 3 25
BTk, {5 CPC-P AT fE LU IR IS B AR
I8 S BR LF  Fe 408 5 SR 3 2 ST 3
P 3 R4 75 3K

B R RE, BRAARAIET s E] R R OC &R
AR, AR 0] e T B RAE B A k. B,
HEPE XM F (P, write, F) 51250044 AR
(P, chmod, F) E A A1 [F] 1) 1 8 1% 3, & 0E
chmod WA MUK R K &R, HW]HEFEUG 245
MrERE G R Bk, 7E52brR O K46
BRI, TR chmod 2R FIHF R ERIEIL

NV IR R AR )T, R3IEAR T
GS F CPC B WA (s s/ 5 28 8
10 Fe W 26 22 HL3D AEAS R B 4 b ) R 48 R 7
CHE 48 TR 7= 46 3 A B0 46 e i 50 o« Hor,
sum Fon FF L HE . LR RRY, fEiYE.
W 28 A i S5 R AR R (M R 45 b, CPC LT
GS, H7EH 75~ (U fivedirections 1 W 25 4%
D AHEARGRRT

R S5 oK JE R CPC-A I R 46 3R . CPC-
ALK T AT E K E S, Bk b2 CPC-P
R E R M REEREAR. R, BT
DARPA TC E3 ##a £ B e K (& 734 it
PESE T M BUR E D, 0T A A AR

#*3 GSMCPCEZEMBNXENAENFHESE LMEERT

— B =i WA 2% £
sum GS CPC(L=1) sum GS CPC(L=2) sum GS CPC(L=3)
cadets 11.89%10° 2.16 7.6 0.97x10° 2.12 4.26 0.14x10° 1.78 1.9
fivedirections 36.27x10° 15.13 15.19 0.95x10° 1.74 3.52 7.92x10° 2.28 75.06
theia 8.36x10° 2.13 2.7 3.67x10° 7.54 24.52 24.38x10° 4.74 6.94
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&R FEUTEE MG, KA E S CPC-A
MFEA S, Ak, NGNS FETR
WA ER O HEEmE s S, TRk
CPC-A ¥ 48 3805 -

AN, EIEEL T CPR. FD W Fh 323 07 vk
FTAPEE . CPREER SRR FHIETT A S
I H P 8D Z B AFAE W 2500, HARIX M 23 %)
JSE P R[] 1) B P9 ASAEAE RN S [ 3 B H D 1)
12, W] F4e Hh — 25 TURTA, AT ORAIE R 4 HT
JEAT R Z PP IATEAAR o FD HIETSE T 4644
PRAUE B R4 A0 )5 19 A A R B TR 14D 1) Pk 12
TR AR ZIR AT A AT IA AR (A A
A OB RRCAS Y 5, B AZRAE) . FD S
FAEEAT 1) TCPA 1 R A P S WA S 1) AR A 15 0, 485
A IATT R SRS D A S R

TERTHEREE ERIRAZE R 11 R, SEi0s
KW, CPC-AMEARZH ST HAME . GSEFD
(P RARZARIT, IFEIET A NIRRT S R )
A — H 1 S LR BRI AT 7RSS, {H/2FD
RSN T AT S5, WUR4E % T GS. W
H ARG A HNID T A AR AR 5, R
UETEVEA AR B3 s LA 8. CPR
X TUARIA A 8 S5 A T, WUE AR S

1 CPRE_1 CPC-P(Z=1)

I FD [ ] CPC-P(L=2)

mm GS I CPC-P(L=3)
=1 CPC-A

100% [

60%

2
2
2

4 %

0.93
0.932
0.93

40%

0.788 3
0.805 8

0.718 8
0.7219

0.392 4
0.396 1
0.6825

)
O
=N
0
S

20%

0.5143

cadets fivedirections theia
piez S
B TER SR G b & B R i 0T L

(2) SFBATIT A PG
FEARSRARIP S sk, RISk
=M 10 541 5L 300 73 5 e et A7

Mk, PHESRERISAT TR . PG, CRE2 e HE
FeA iU st vl HET RN, 5%
g A IR AT . MO A E
ARG, AN KBRS AR AT

FBEILIBATITH LR 4, Horh “AAE” Bl
FRAEAH 10 7371 UIRES S N AF T4, Ab Pk
FE7 BIFEARIE HIE AL 5E 300 /3 2510 1) S AR I T
FAFHI

x4 BREENEITHH

[ RFS WAF/MB Aab PR

GS 85 19.4x10°
CPC-P (L=1) 145 24.3x10°
CPC-P (L=2) 149 23.7x10°
CPC-P (L=3) 152 24.5%10°
CPC-A 20 000 9.5x10°

S A R LW, CPC-P i Fd % 1 7 A1
REE R, KNGS T GSHIE, HWRF
FHHY Bl & R IC S A BE L 3G i B, (ERE A
e 26N . R, CPC-Aidsk T AT
WS AR B, A3 300 3 &I N AETTRY A
20 000 MB 7& £7, PAIEANE H T S8 m 1817 5¢ .
7E Kb B E BE 7, CPC-P W& & T GS H ik .
DARPA TC E3 iRk H H L R4, RAEGH
A AL B2 50 4534, 1 CPC-P [ 46 5032 & Fb AT LA
AEFRZ) 24x10° 510, 0 i T A A R, Rk
CPC-P 56 4= BE SRR S st 1] 1 4

(3) PR K R OREE W IR TEAS

AR 3E I X L e 47 S B 1 s R EGIE 43 Bt
SRV AR SCTER R IR KRR e 1. HT
theia ZHE AR B R LA SO R R, HE DL B
JER T R B A B, R A A AE cadets Al
fivedirections (¥ & FIL )R T H#80 Wiy &, 45
RS, HAo Bl A8 s B s s 5 s
SRR OWCERGEREH &, 8IS R4 AT IR B
Yo kR, P EAT R M) 0 B 3R A5 B B 2 D .
Frp AR 5 F I CPC-P A CPC-A 171,
9y 9 3R 7N 4 CPC-P 515 M CPC-A HIE R 46 J5 1)
BOE AT . W3R S PR UE H, R4A AT
55 R4 Ja B R A1/ )5 10 43 B B B E e A — K
KELRE THRKR.
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*5 WAWHIAREGESER

S HEA
KA ST e
JE4iRT  CPC-P CPC-A
EEEn 3 3 3
cadets
[ b7 22 22 22
o J& [F 3 bt 2 2 2
fivedirections

CIERAN 12 12 12

Kl 12 B/ T 7E cadets 204 45 Lk JR (1) K537
s (RIEIE), HhERRmagdEs:, |
TEFRNHRRET A, IR A Bl 8
fEIARWI N : T=18, X&) webserver [Al/71E
TR R 3R nginx &% R AT ; T=2 ), nginx
5 shellcode EALEAE, MMECESEHE AN T=3 1,
nginx 45 fiy & A2 i) Ik 55 4% C&C-1 & Ll A5
T=5~8 W}, By 35 8 id 52 3% 1 ngiix 56 Ji5 01 i
PR tmux-1002. font. XIM ., (HZ R A
XIM AR IHAT: T=9Ff, XIM 5 C&C-2 &7
HHe; T=10~16, XIMHEFEAE C&C-2 [ Tk
JE AT SO B o G R BLEE AR, AR B test
s T=17~19, testid#t 25 C&C-3 15, il
I AT uname iy & FHET NSNS 2 6 N
HENLELE, FRIUTE(E B HAE % C&C-3.

W12 s, 24 nginx 81 2 I $2 A tmux-
1002 SRR, R B nginx HEFEAL T 5 8R4 . d8
X nginx 15 AT S A A0 B, BRI Bk B
IAMRABIM LR, FEE AT AT, ARk
BUE 82224 (fRifbIE) SZREMT . SEI0 45
REIR, R0 RBGIES T4 R e &8, F
B SL R Rt R B 1 A2 A R SRR R

22 b, AR CHEEAE RSO AT GS K4
Bk RN, ARSCEIEREE T R MR R
Z, H RS0 5 7 m 5 5 ) BOIE 75 5 45 % —

&
webserve
6
1 9

7
Oar=ec,

shellcode

& D¢

3
4 tmux-1002 5

Blo CPC-A HARUFHIEARCR, EOOER T A
JI RSB B IR M s 1 CPC-PI&E AT
IR R SEI R 4, REfS RIEIR T R4 RCR -

5 #ERIE

Bk A A 2 VR E iz O DRz —, PRI
WAL RO E R4 5 OB E) N, A
1M, I 46 77 7R B AR U M o1 s R U AR
A, EFREX— AR, ASCE IS A R
MR SC R T s RS 2R IR A T AR 1K
JfE g, MR TFFIIR B R 4G RE ), PR EIE
&M WAk, NARREIRSER R, AR
£ CPC-A Wy 3EAE ., SZEL 7 38 F T 92 37 50 )
CPC-P %i%.

7t DARPA TC E3 #4545 F Ry seie 45 RR W,
AT AT DGR UIE 0 A 45 R IEff M. AR LG
T GS &%, CPC-PIER I/ & A7 45 [ AT 42
T, Bom T IBATRCRE S RAUR, BRI 2 SE
TR PR A A P R 4 75 3K
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