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lives. three DNS server attack scenarios are designed and data is collected to build both active and passive DNS da-
tasets for attack detection, anomaly detection and prediction in these scenarios. Through experimental comparisons,
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DT 89.69% 94.57% 85.36% 94.48% 60.56% 92.01% 46.63% 86.36% 82.57% 90.44% 75.79% 90.69% 71.58% 91.94% 57.14% 95.77%
RF 88.32% 93.71% 82.39% 95.17% 74.29% 95.64% 63.93% 88.64% 81.92% 89.92% 74.23% 91.38% 78.36% 94.48% 67% 94.37%
Adaboost  88.89% 94.06% 83.38% 95.17% 72.64% 95.32% 62.10% 87.50% 83.31% 90.78% 76.07% 92.07% 75.43% 93.58% 63.46% 92.96%
DNN 93.66% 96.90% 95.68% 91.72% 82.89% 97.90% 98.44% 71.59% 91.29% 95.69% 92.25% 90.34% 90.77% 98.21% 100% 83.10%
CNN 93.75% 96.90% 94.41% 93.10% 82.89% 97.90% 98.44% 71.59% 90.26% 95.09% 89.49% 91.03% 90.77% 98.21% 100% 83.10%
RNN 93.59% 96.81% 94.08% 93.10% 82.89% 97.90% 98.44% 71.59% 88.67% 94.14% 85.81% 91.72% 90.77% 98.21% 100% 83.10%
GRU 93.43% 96.73% 93.75% 93.10% 82.89% 97.90% 98.44% 71.59% 90.88% 95.43% 90.72% 91.03% 90.77% 98.21% 100% 83.10%
LSTM 93.26% 96.64% 93.43% 93.10% 82.89% 97.90% 98.44% 71.59% 86.55% 92.85% 81.65% 92.07% 90.77% 98.21% 100% 83.10%
TCN 91.61% 95.69% 89.22% 94.14% 85.71% 98.14% 94.52% 78.41% 92.11% 96.21% 95.89% 88.62% 90.77% 98.21% 100% 83.10%
MC-LSTM 95.33% 97.57% 91.67% 99.31% 91.57% 98.86% 96.03% 87.36% 87.85% 93.66% 84.35% 91.67% 97.84% 99.55% 98.55% 97.14%
FC-GRU 90.13% 94.62% 83.24% 98.26% 89.70% 98.62% 94.87% 85.06% 88.70% 94.36% 88.85% 88.54% 98.55% 99.70% 100% 97.14%
TCN-LSTM 91.67% 95.49% 85.12% 99.31% 91.67% 98.86% 95.06% 88.51% 88.64% 93.92% 83.23% 94.79% 97.84% 99.55% 98.55% 97.14%
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#2 DNSREEWLHIHRMINESLIWER
- 3 e 4 A BRI A ol 20y W 0 T 5 T BRI T H £
e FUE WM W% dEZ%E FIE AR EE AREZE FUE A B dRE FIE AEHE ORHE HRE
8 73.10% 84.26% 65.27% 83.06% — — — — — — — — — — — —
KNN 87.80% 93.37% 81.23% 95.52% 85.00% 97.14% 97.70% 75.22% 83.74% 90.87% 75.41% 94.14% 92.59% 97.93% 100% 86.20%
SVM 90.36% 95.61% 100% 82.41% 84.69% 97.14% 100% 73.45% 90.36% 95.61% 100% 82.41% 91.93% 97.77% 100% 85.06%
LR 93.97% 97.07% 96.72% 91.38% 84.69% 97.14% 100% 73.45% 93.75% 96.90% 94.41% 93.10% 91.93% 97.77% 100% 85.06%
DT 89.51% 94.49% 85.31% 94.14% 64.93% 91.03% 56.12% 76.99% 89% 94.23% 84.95% 93.45% 80.43% 93.81% 76.29% 85.06%
RF 88.89% 94.06% 83.38% 95.17% 84.31% 96.95% 94.51% 76.11% 87.74% 93.45% 82.42% 93.79% 89.82% 97.08% 93.75% 86.21%
Adaboost  88.89% 94.06% 83.38% 95.17% 76.85% 95.22% 80.58% 73.45% 88.21% 93.71% 82.98% 94.14% 82.76% 94.85% 82.76% 82.76%
DNN 94.14% 97.16% 97.07% 91.38% 84.69% 97.14% 100% 73.45% 93.50% 96.81% 95.34% 91.72% 89.87% 97.25% 100% 81.61%
CNN 93.13% 96.55% 92.81% 93.45% 84.69% 97.14% 100% 73.45% 93.59% 96.81% 94.08% 93.10% 91.93% 97.77% 100% 85.06%
RNN 92.33% 96.12% 91.25% 93.45% 84.69% 97.14% 100% 73.45% 91.92% 95.87% 89.80% 94.14% 89.87% 97.25% 100% 81.61%
GRU 93.52% 96.81% 95.02% 92.07% 84.69% 97.14% 100% 73.45% 92.97% 96.47% 92.49% 93.45% 89.87% 97.25% 100% 81.61%
LSTM 93.59% 96.81% 94.08% 93.10% 84.69% 97.14% 100% 73.45% 91.92% 95.87% 89.80% 94.14% 89.87% 97.25% 100% 81.61%
TCN 93.13% 96.55% 92.81% 93.45% 84.69% 97.14% 100% 73.45% 93.91% 96.99% 94.74% 93.10% 89.87% 97.25% 100% 81.61%
MC-LSTM 93.62% 96.61% 88.54% 99.31% 92.75% 98.56% 100% 86.49% 91.92% 95.83% 89.22% 94.79% 100% 100% 100%  100%
FC-GRU 89.84% 94.44% 82.75% 98.26% 92.23% 98.46% 100% 85.59% 91.22% 95.49% 88.82% 93.75% 99.42% 99.83% 98.84% 100%
TCN-LSTM 94.21% 96.96% 89.91% 98.96% 92.75% 98.56% 100% 86.49% 94.34% 97.14% 93.22% 95.49% 99.42% 99.83% 98.84% 100%
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98.59%, XF M. 1) B AL fK Xy MC-LSTM. MC-
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B4 7775 83.69%  94% 100% 71.96%  — — — — — — — — — — - -
KNN 97.22% 99.42% 95.89% 95.89% 92.62% 98.41% 89.61% 95.83% 95.04% 98.98% 98.53% 91.78% 92.37% 99.05% 96.64% 88.46%
SVM 96.45% 99.27% 100% 93.15% 94.96% 98.99% 98.51% 91.67% 95.04% 98.98% 98.53% 91.78% 93.88% 99.25% 100%  88.46%
LR 97.22% 99.42% 98.59% 95.89% 95.65% 99.14% 100% 91.67% 95% 98.98% 99.25% 91.10% 93.88% 99.25% 100%  88.46%
DT 95.62% 99.06% 94.04% 97.26% 63.26% 88.62% 47.55% 94.44% 83.81% 96.30% 78.11% 90.41% 58% 91.64% 42.96% 89.23%
RF 96.59% 99.27% 95.95% 97.26% 86.79% 96.97% 79.31% 95.83% 91.10% 98.11% 91.10% 91.10% 83.94% 97.81% 79.86% 88.46%

Adaboost  96.93% 99.35% 96.60% 97.26% 82.42% 95.82% 73.12% 94.44% 92.63% 98.48% 94.96% 90.41% 81.85% 97.46% 76.16% 88.46%
DNN 96.45% 99.27% 100% 93.15% 94.96% 98.99% 98.51% 91.67% 95.04% 98.98% 98.53% 91.78% 93.88% 99.25% 100%  88.46%
CNN 97.56% 99.49% 99.29% 95.89% 94.96% 98.99% 98.51% 91.67% 94.66% 98.91% 98.52% 91.10% 93.88% 99.25% 100%  88.46%
RNN 97.22% 99.42% 98.59% 95.89% 94.96% 98.99% 98.51% 91.67% 95.04% 98.98% 98.53% 91.78% 88.72% 98.56% 89.76% 87.69%
GRU 97.56% 99.49% 99.29% 95.89% 95.65% 99.14% 100% 91.67% 95.04% 98.98% 98.53% 91.78% 93.44% 99.20% 100% 87.69%
LSTM  97.56% 99.49% 99.29% 95.89% 95.65% 99.14% 100% 91.67% 95.04% 98.98% 98.53% 91.78% 93.88% 99.25% 100%  88.46%
TCN 97.93% 99.56% 98.61% 97.26% 94.96% 98.99% 98.50% 91.67% 94.96% 98.98% 100% 90.41% 86.69% 98.26% 85.71% 87.69%

MC-LSTM  97.92% 99.56% 98.60% 97.24% 99.29% 99.85% 100.00% 98.59% 97.53% 99.49% 100% 95.17% 96.80% 99.60% 100% 93.80%

FC-GRU  97.93% 99.56% 97.93% 97.93% 97.84% 99.56% 100.00% 95.77% 95.17% 98.98% 95.17% 95.17% 96.41% 99.55% 99.18% 93.80%

TCN-LSTM 99.31% 99.85% 99.31% 99.31% 98.59% 99.71% 98.59% 98.59% 97.53% 99.49% 100% 95.17% 96.80% 99.60% 100%  93.80%
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