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Abstract: The practical application of federated learning in scenarios with heterogeneous data faces a serious chal-
lenge, which is that poisoning attacks by malicious clients can degrade the global model. A robust federated learn-
ing framework DCFL (dynamic clustering federated learning) was proposed based on dynamic clustering and dual-
dimensional reputation evaluation. Firstly, DCFL employed the HDBSCAN algorithm for adaptive client clustering
without predefined cluster numbers, and redistributed noise points based on similarity measurements, dynamically
grouping clients with similar data distribution characteristics, preventing misclassification of heterogeneous but be-
nign clients as malicious. Secondly, within clusters, both model update similarity and loss consistency were exam-
ined comprehensively as complementary indicators to evaluate client update quality. Finally, a dynamic threshold
adjustment strategy was designed, while reputation-weighted intra-cluster aggregation effectively enhances cluster
personalization. Experiments validated DCFL's performance advantages across four different data distribution and

security environments. Particularly in high-heterogeneity attack scenarios, DCFL improved testing accuracy by ap-

Wim B ER: 2025-05-14; {EEIEHA: 2025-07-25

BIE1EE: 7KHk, zhangl@njupt.edu.cn

EemH: ERARRFEES (62372247, 61872194); FRUMBHL R HARF 34 (NY222142)

Foundation Items: The National Natural Science Foundation of China (62372247, 61872194), School-Level Natural Science
Foundation of Nanjing University of Posts and Telecommunications (NY222142)



56

FRME . Tl A RIS B PP B HU A IR 4 <121+

proximately 9 percentage points compared to traditional clustered federated learning algorithms, demonstrating its

robustness and adaptability in complex federated environments.

Keywords: federated learning, dynamic clustering, data heterogeneity, malicious attack, reputation evaluation
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