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Abstract: The onion routing (Tor) anonymous network, due to its multi-layer encryption and dynamic relay mecha-
nisms, posed significant challenges for traffic classification. Illegal applications or websites traffic hidden within
Tor anonymous network traffic could not be effectively detected by traditional traffic identification techniques. To
address this issue a semi-supervised learning-based method for encrypted traffic classification in Tor networks was
proposed. A unified "pretraining + fine-tuning" framework was utilized to fully leverage unlabeled data. In the pre-
training phase, a dynamic masking mechanism was introduced to gradually adjust the masking ratio, enhancing the
model’s ability to learn latent features. In the fine-tuning phase, a channel and spatial attention (CSA) module was
integrated to improve the model’ s sensitivity to critical local regions. The overall approach was built on a
Transformer-based architecture, combining self-supervised feature extraction with enhanced discriminative capabil-
ity. Experimental results on the ISCXTor2016 dataset and a self-collected dark web traffic dataset showed that the
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proposed method achieved over 98% across all performance metrics in classifying eight typical traffic categories,

demonstrating excellent generalization ability and practical value.

Keywords: Tor anonymous network traffic, semi-supervised learning, dark Web, Transformer
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IEMA GRS EZRER, NEESRTHEME
T RGBSR A5 B INEE IS IER R

MEERRFE R E . A BT I Transformer
Y i 38 7E Tor & 44 W 26 90 2 7 AT 55 h R B 51
KEVRHERR IS AR 1), 2 SkiEm IFL I Re s
A R K R T AR A [ DX 3 2 () ) A SR DR B
CSA BLHLIE I 7)) 25 B8 5 2 0] ) B kgl —
A i S B R A,  T MLP BB YR AL T AR 2k
FREH A 5RIERE 1. S BHFYLEIAE B HE,
FAI L — 22 1 RUI) Tor FE 44 X 4% 3t B8 2K B PR AR AiE
RS DRk R, TFERTT T BALER S Tor B
LI IREE T (15 R Ui e 5 Gt

3 SWSERDN

3.1 ZWIMESHIEE

A S S 56 48 ] PyTorch 1.9.0 1E R B 2 3]
J%E, 7E Python 3.8 55 CUDA 11.1 3855 N SZHL i #2
B BT S8 31847 T Windows IR %5 #5°F- 6
fifi 14 B B N AMD Ryzen 7 9700X 4b B 2% 5
NVIDIA GeForce RTX 4080 SUPER i £ (& 7%
16 GB).

SEIGYEAY B 4 K H ISCXTor2016 $ i 4E, 4
TRALH G 3L A B T 4 080 3K K FE . X L8 IK
WeBENL B BN MM E S, KA IZER
TRL80% MK FE I, DR AR 3 ) 4 1 K &4
20% IR P ] o BRI 288 5 A B AR AR Ak 26 AT Bl
BLAED, R SERR I SR SE RN MR AR KN T B 2
AR, BAASAAWTR: IGEME3 246 K
KR, Hphpik4105k. BIRK 4205k, &=

403 5k . MRS 404 5K . L RRAS5 395 9K .
VoIP 2% 392 5k . P2P 2K 413 5k . 3 14 4% iy %
409 7K . MR 834 sk AR AR, H b B2
1055k B K25106 5K &ML 105K P4
108 5K HLFIE{F25995K . VoIP 251195k, P2P
F969K. SLHAEHIZE 96 7K

NI AIE BT AR L vz A RE 1, AR SCIEE A
H AR AT o BRI . 2RI A
3799 KL, 4 HEAE R R BE AL 2 BiC 7 30K
S RIS IRE . NGS5 KL 80% Kl
1%, MEREAERRTIRL 20% MEG . JIgE
53 054 5K MG, Hw 6295k M RK
5015k EAIFE 385 7K MR 326 5Kk HL It
251767k VoIP 23815k, P2P 253439k, U4k
BiE313 5Kk WA S 745 5k BE, HorbR
F1495K . WIRFK 1265k HANZE 85K AR
745K, HFIEAEZE 415K, VoIP 221005k, P2P K
945Kk, A ERZE 635K .

FERLAR AL K ] AdamW DRk 2%, T 255 B
BB AR ST F Y 131073, #HEROR/AN 9 128,
KINZRDHR 150 000, Fo i p B 1 B SE At 2 2]
HOR2x1073 IR K/ 64y B Kl i #L
H200.

3.2 iHEIERR

AR K% (precision) « A A% (re-

cal). F143%0 (Fl-score) AI#ERf3 (accuracy)

4N FRFR VPG PR TR IR BE . X LLFRAR I TH 5
Bavw 1/ T N
... TP
precision = -0 9)
TP
recall = TP + FN (10)
F1 - score = 2 - precision - recall (11)

precision + recall

_ TP + TN 12
aceuracy = rp L Fp + TN + FN

Hrr, TP (true positives) FRox il IE, SZPR
WNIEMAE AL S . FP (false positives) Z7xTil
MM, PR NAFEARSE . TN (true nega-
tives) FRIANTMI A, LRt A 7 FEAR B & .
FN (false negatives) Fx Filill A4, SEbsNiE
PIRE A .
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33 IR

e, HIIZREXBARLBAT WSk, )
WA MYIIRFER N BJE, ETIZRS
fih b, 4G /DRARESIRATHON, P
PR S5 DL T AR & 7 RAT 55 R 1 fe .
L1 B T A SO AE ISCXTor2016 $idi 4 E Y
IREER,

F1 AR ISCXTor2016 HiEE LRI N LER

R e bty HEE F14%
PSR 98.56% 98.57% 98.56% 98.56%
I 97.14% 98.08% 97.14% 97.61%
U 97.14% 99.03% 97.14% 98.08%
PN 100% 99.07% 100% 99.53%

SO 97.92% 100% 97.92% 98.95%

ERICES 100% 100% 100% 100%
EUE 99.07% 97.27% 99.07% 98.17%
P2P 96.88% 95.88% 96.88% 96.37%
VoIP 100% 99.17% 100% 99.58%

MSEEGZE AT LA H, ASCHAE 8 K&
(EML WYE MR SCrF&dm. BT msaE.
AL P2P Al VoIP) 7 RAL S5 H kS 26 . HE
R, PR FSBEE R TR SR,
PR AR 99%, ¥ 5 H sLBk ) o R PERE . N
B M 43 AT A TR AR IR B R R R R
Bl, AC%H 7RG RBERME, WHES
Fiw o

100
80
60
-40
-20
0 0
TR BRSO BF B PP VoIP 0
Tt e
bR

5 gr s RIRE HERE

TRIEHRE R T 8 KRR M T AR S 5 5L
P22 AT G R Hodr, XA REUER R
KIEHIFEARLE, 17 AEXS M 2 EE 0 i 2
FEARKE ., BRI S, A CHRERES RIS
RIS, JCH AR, R AT VoIP 2 5
H, IR EIFEAR LT 5 i SR AR, il
DKE BERR =y o TRV ST AR 0 R P HIS A 55 2 ) A
D BRI R, HEREABEIRD HomEh
I LR BT, ARSCHRE AR LE 8 KRR A
FARS H HARMER A G T, REZEEEM 5
e BT St =

NIRRT )z ARE 1, AR T
ISCXTor2016 X #E S TN Zr B R |-, {3 2
AT ROM, FER I M Re AT T A,
AR A @B F R R WK 2.

AR SCHTYLE B AR R I — P RE
THBRKIZ AR 1. REZEAR TR 4 A58
5854345 77 10 5 ISCXTor2016 /7 (£ £ 57, {HA
SRR AR B A 2% S0 & P ORRF A i 1Y) 20 2R
Wi, B RIAE]98.27%. LI LE 4.
IR0 VoIP &5 43 AR 45 v, AR SO AL (1) R 3
RSO R R AT A5 ST B s B KRR
3. FIREERREE, it TR AR AR A
AMUAERFEAE S BRI R, IR &EZ LN
SIS E . MR RIEE ), AL TERE
Mot

R2 FAMRAEBERHEE RN EER

MR ML= K FEIEES F157%
JERAN 97.94% 98.27% 97.94% 98.10%
B 100% 98.99% 100% 99.49%
W 98.66% 97.35% 98.66% 98.00%
IR 100% 99.21% 100% 99.60%

SCA AL 95.24% 95.24% 95.24% 95.24%

HL A 95.12% 97.50% 95.12% 96.30%
A 98.65% 100% 98.65% 99.32%
p2pP 96.81% 97.85% 96.81% 97.33%
VolIP 99.00% 100% 99.00% 99.50%

SR 4 T Hb PP A R AR A [ B 45 L 4 26
RS, ACHFEL T AR TAE ISCXTor2016 B 5
H AL LI ERE TR bR, RAAZHE IR 3,
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*3 TRINARBETRESKMEEE (EBXHE)
TR MR LM BREE HRREE FEEE

LE
A 2.86% 0.09% 2.86% 1.88%
B 1.52% 1.68% 1.52% 0.08%
R 0.00% 0.14% 0.00% 0.07%
SRR 2.68% 4.76% 2.68% 3.71%
BFIRE  4.88% 2.50% 4.88% 3.70%
WA 0.42% 2.73% 0.42% 1.15%
P2pP 0.07% 1.97% 0.07% 0.96%
VoIP 1.00% 0.83% 1.00% 0.08%

M3 EAE T LUE H, AR SCERAE R 3
B VoIP 55758 H B R s, & Bia s
FEERBUN, F1BEEIIRT 0.1%, #EZF M
AT 1.6%, RI\AHERAN LY SFHh BEAR
UFHZARE ST SRTIT,  AE HL B AN ST AR S R
alr, ARSCERAE 5 @RS B Re I
FEEEM B, F1BEE 5 0 3.70% F13.71%,
HEH R 228 93 T H 4.88% F12.68%. X 1] fE /2 FH
TIZRREAEA FREIEL T AT NRHIEZ 74
K, RSB R G AFA R E . sk, HAUR
PRI B 1 Re A AE — B ez, JUH A [l
ZEAEROKR, B AR SR AR 22 B Ak g i (1) o I 12
A BT ]

SRR, ARSCBARURE AR S0 EAAENE
Red s, BAEZHnE RN B RS ISCX-
Tor2016 £ 45 £ AH T (1) 73 287K ~F, E &3l il
S5 AN A PR AR 2R L % B 1) 8 R P S
VAR
34 S5ERENGERMRERTEE

NI R IA SO VAR, ASCERHES
YT ERAE S R IVEHAT X M. X EE DTV
MG 2] IR SRR I B 22 S S R
Hek, AR fREUAHE T FlowPrint! 4
THEFAE J7 ¥ AppScanner®; I} 7 # H5 Ab 3 7
BiLSTMEY; L 85 2% > 77 P T 4 (K-nearest
neighbor, KNN) FIFEALARM (random forest, RF) ;
TR % 2] 77 1 ConvNe Xt H1 DF(deep fingerprint-
ing)4; W3 % 3] J7 i PERT®), ET-BERT!'
AIYaTC, MEREXS L R LK 4,

IS ELEE SRR, 0 BUA 71k B TR e
RS IR SR IEbR BRI AT, (HER R
AR RN . A58 )5 1540 FlowPrint £ AppScan-

ner £ B Fr SR QUG HRFIE A A, A DA
I 2 B R I 58 SCRFE, SR A
EMFL WAL, Z eI AR. BILSTM
KNN SEIRTE LS 77 45 i AL AR SRR AE E R4S
—ERES), (BTEACEE = 4 AR I 3 D AN
WEIEM, BreAiRH . IR S 2] 71 DF Al Con-
vNeXt BIRTE H BIRHESEEUZE A Fr i, {H2TE
FHER G5 BN OB AR RR, AL
SRR EAT N RIZE SRR, R THAER
T N 28R . 2 W BF 2% ) J7 % PERT,
ET-BERT # YaTC fEFRVEREAA B350 F B —E
P, HHRER S AR IER, F8E
WHEE Ji & 53 FAT 55 BIRINA A ST i

®4 NEFHERMERERILL

R iRTCRE S 1R Az F150%
FlowPrint ~ 90.92%  38.20% 36.61% 36.54%
AppScanner  67.22%  37.56% 44.22% 39.13%
BiLSTM 73.49%  72.84% 73.49% 72.04%
KNN 95.04%  93.34% 76.73% 84.23%
RF 89.24%  91.56% 56.75% 91.56%
ConvNeXt  76.56%  77.23% 76.56% 76.55%
DF 7533 %  62.28% 60.10% 58.50%
PERT 76.82%  44.24% 44.46% 43.45%
ET-BERT  97.50%  97.25% 96.55% 96.89%
YaTC 9423%  94.39% 94.23% 94.22%
AITTik 98.56%  98.57% 98.56% 98.56%

MEZ R, ARSCHEmE T T S5
AL FFAE SIS, BE T T X £ K Tor lE 44
W2 i R AE JT . FETRIZREN B, @il i
B ) 5G], SEBL TR 4R Tor BE 44
P4 24 3 L [ 4 R A R, AL TR T A A
2. FROER S I B s A B R ALAE T .
ERGAM B, 5N CSA MH 5 2 SkyE & J1hL
Ak S 5, SIS IR T R AE PR R v Al 12
58 2 5 (PR P A, S SRR T T A A
L I B 2 1 A

SEIGEERRI, A SOTIEEIERR (98.56%)-
FEiZE (98.57%). HIHZ (98.56%) FlF1 3%
(98.56%) L RILEL, TEUIKLRE /3 2RAT 5
P B S N AR M, IR TE S A
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R AN VolIP 45 43 AT 55 HUAS 1 % i IR 1ff 26
IOAIE T HLAE B 5% Tor BE 44 M 48 = 3 5t T 50K
Iy IR SIRZ AL RE
3.5 BB SEhSEBEITEL g

IS UESN A RS = Bkl o g A Bk, A
WHEMFABIEESHMEE T, XS EnsS
ARG K PERe . B ASHEAD R A [ e fEhD %
(FERSZ 0.7, 0.8, 0.9) AT, Mshss
FERD ) 38 = BRI A ML I S R R Y
TN br B FEHER R . R A EEEAFL 4
Ko LIRS R WES,

®5 BSHESHTSHBRESRIIL

HERD e WEE RE HRE FLOH
FARIL07  97.48%  97.51%  97.48%  97.49%
FAHES0.8  96.88%  96.93%  96.88%  96.89%
FrARIL09  98.08%  98.10%  98.08%  98.09%

AR 98.56%  98.57%  98.56%  98.56%

SEIGE RRY], ASFERLIE L Difebs BT
FRASTERY, IRUE T BRI RS A B M. AR
T 2 AR RSN, ZhASHERD AL A8 R 45 I Sk
B BEARFAIE 2 2] T SR S A TR R D R fE, TR AT 3
& NS RN ZRBY B BB R AE 2 A, AT H A
BRI SN RE 7 540 FORE FE . DRLE,  E#IR
B FATS T, RS SR 2 L 1IE R .
3.6 HRRSCLG

IEE T (PT). DM. CSA = K#iHext
BERPEREI DTR, A ST T — BRI RS,
SR WA 6. T “-7 FToRBERNT A, T
YA, BT DMABLHUOR PT 6k, Rt “AK
W 7E-DM-PT” 2§ [f T “ARILTIE-PT”, “AL
J71%-PT-CSA-DM” &5 [d] T “ALJ71%-PT-CSA”,

THEhSLIGSE K, PT. CSARIDM ikt
WAL PERE PR A HE STk . PTHEEE I e
B SR 2 54 5 BRI IE R R, A
I E PR THE AR FIFAT 5 R iz Abie 1, i8h
CSA 5 DM #5 He 48 it £2 e H B 4075 77 1 i N\ 4
ik, PREE S S B JIHLE R HE RS B A 8
CSA L AE Transformer 2= F 5| A XEIE = /7
BILAR, 30030 A P 1 5 OC B AR AR e I, 72 [ 4
FERAEE XA, ST AL B 2RI ER K

FIBEST, JCHE M T RS S AR AT R L
IR . DM BEERTE TR ZRF B 51N Bh A HERD AL
i, S SR A 2 R R B A A 2 2T R R
NI 1 iR F) 5 R 1k 15 22 R AR R AR RE
FERE S R AN e B IR R

*6 HRASLIMEER

e MR KR HEE F1o%
AT 98.56% 98.57% 98.56% 98.56%
AL TjE-CSA 96.15% 96.24% 95.96%  96.22%
A T7%-DM 97.18% 97.39% 97.18% 97.22%

ATT-DM-CSA  98.26% 98.39% 98.26% 98.29%

KT 15-DM-PT 96.24% 97.16% 97.16% 96.26%

AILTTIE-PT-CSA-DM  95.30%  95.96%  95.84%  95.30%

HAFERERNZ, £, DML CSA
R CHI “ AR J57:-DM-CSA” ) Ja, AP
RE N B R B BN CHE B R M 98.56% [ &
98.26%) » 1X — I R 5 Y Fy 4 AL R A O
TEAEXT ] B ) E s 0 A5 T, DM A CSA B3z
ThfiE SR BE 5e 4 R . DM K HuE It 5h A R B
1) 384 5 4SS 2R ST R R A () R P, T CSA R
D368 3t v A ML B A A X OB ALE (1) SR i e
J1o SR, EHFTEIEE b, X IR
SrOE, FERERERAE.

JNEGUE DM A CSA R HE M ity 52 44370 5 S 1)
ZACRE ST, WEFC N SRAE Obfsd Y3 s Wi & s
£ EHHT T AN SR . Obfs4 f& —Fl 32 1 FH 1)
GRS TR, Hos i EALE e s A
ORI S T B s I 3L i £ 28 5 3l HTTPS ¥
&, MCORHE N T o KT . SRR T ISCX-
Tor2016 TR Z55 1Y, i A Obfs4 £ 45 £ i3 17 1
WA Hor, UIZREEL 2 098 Sk AKFE ] (X
WA 2725K . W RK317 K. FAZ 448 7K. M
302 5K HLFHELFE 895K . VoIP 2K 314 5K .
P2P5895K. U IR 267 5K), MRASEIL 5195k
REERE (MK s6ak. BIRE975k. FHk
124 5K . MATSE 685K HELFHEMF2526 5K VoIP
2735k, P2P2R195K. UL S6K) . AT
B E Obfsd VR IE s W i B s 4 i 4 2gh 1
WK 7.
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F=7 AIEBE Obfsd RN E
HIRE L AER
R & MR BHE A% FIOR
A GEBMBRD  92.49%  92.62%  92.49%  92.49%

ARILT7E-CSA 84.97% 85.13% 84.97% 85.02%
AL TT5-DM 85.36% 86.38% 85.36% 85.60%
R 15:-DM-PT 77.65% 78.25% 77.65% 77.83%

A TT-DM-CSA  81.12% 81.73% 81.12%  81.06%

A JjH-PT-CSA-DM  76.30% 78.61% 76.30% 75.97%

LRI, DM A CSA BLER 5] N\ AR R 7E
Obfs4 Vi V& I W It & 43 AT 55w (1) e 2 42 7
11.37% (M 81.12% $& T+ 22 92.49%) , F1 53 %4
Tt 11.43% (M 81.06% & T+ 5 92.49%) » X — &
72 5 I0AE T DM I CSA BEHRTE R i B 37 50 T
Pz A E -

4 Z5RIE

ARSCHEH T — Tl ¥ Tor BE 44 I 28 Jin 2% Ui =
RITIE, BEXHEGL R 2 FITVALE Tor 4 M
AR TR, 456 st i B o
b <P BV D SRR ESTE = RN DS
A R Tt Tor [ 44 P48 N L B 70 8 PERE . S
A RARY], Pk R KR, A
FAF1 7 B be BB F T IT BRI, e
AR 7> KA S B FEJR SR, K
B BB SRS S i, Rl PR
B2 WA BT Rl £ SN S S R R (MIVR BE 2 ST HEZE,
HE— P IRTHE R 7 SR 5 S i 2 e
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