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Abstract: Software vulnerabilities have long been a key threat to the field of network and information security, and
vulnerability detection is the primary technical means to mitigate such threats. Vulnerability detection based on
code similarity offers the advantages of scalability and low cost, particularly when combined with artificial intelli-
gence technologies such as graph neural networks and recurrent neural networks, further enhancing its accuracy
and applicability, making it a research hotspot in this field. This paper systematically reviews the progress of soft-
ware vulnerability detection based on code similarity in the past seven years: from the perspective of datasets, it
analyzes the categories, granularity, scale, and balance of vulnerability sample datasets; from the perspective of
code preprocessing, it summarizes two types of methods: code cleaning and standardization, and disassembly and
intermediate language representation; from the perspective of code representation, it categorizes six schemes of de-
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graphs, metrics, and hybrid representations, and compares their detection performance and overhead under unified
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RAEFEAE ERFATHRN, WIEHRA . 1A AR
N, AR R IR RS 0], e 4
SoBApLiiy

TRk AR, FRAEARAD RAE SRS B, 456
FE 3 L BN E 5 o) 5 ARRE A AR AR T o
RORTMIAESE . AR opL 28 27 ST B2 — M0 5 i ik
N TN ZRAT 55 A SR RS Y 3 3 4%, 3
RN TR SCoH

A SCARYE SCHR[15-23 10 50 T 7 40 2 5 Bk
TAE, BRI N6, HikHE4,

Il , RAERIE X ZES, BIE TIERS
N BT B, BTma. BT ET
K. EFabs. ETRGREM L, WESHr
~o WREGVRACHS (source code, SC) Jivk. ik

il {855 (binary code, BC) Jj ik M 5 i 25 Ty vk
(A AT SC 5 BC)

F4 REBEREHFASE

FAETT B
14 B AR B 7 BeoR
W 7y W A VA A M — S S M
) AR IR TS5 /2R
] ARISFEI . BRSBTS 2R
EELAN (NELE- TN s
TRERAE TRA RS A R ARG AE K 25 5 A AR

3.1 ETREE ARG

BT By B IR AS N 7, FRRARES
BN IR & 5, R AR AU B B L 2% 5 ) 1A
THAEL/F0I A W ) £ 5 R TR AR ) = ) AR ABLEE
T TR 531 5 ABA I VR v B

A B AR I B4 B R, 18 E A
WFFMIRNERHE, AFEFA. Y. SR
X AP HHEE ARG TR F A AR
VIR 48568 P 2347 5 MBI 1y B AR A8
i E 3 SCHHOAE AR L IE S AR AT AL R, AT Sk
AT IR S HK o

ACMFAETT A HLER7 I BOR . R A
Rl HdEse . YERESHRRESE T I S A AU
BRI, B E RN S, PRRATE,
RANHBATT % HdRgEs |+ SR SARD A,
NARENVDFEA; YRR NSTHR B #%E (Pre) .
HEZE (Reo)s FUH, HZHIRERM, M LS
B ERm, A S HER NS E .

(D JEARS T 7%

Li S51710 Uk $ HA THI 1] VR 25 0 1R IR TR AR
BAs4E, IF3ETF Bbi% 1t VulDeePecker. 1% 7715 H
AR AR YR AR v (1) SC B AT 2 23 B SCOGER )
BT ) A0 ) B, AR bR HEAL f2 Word2 Vec!!!
RN G A R T R A () s S SR F e K
A2 M 2% (bi-directional long short-term memory,
BLSTM) i 3k il [A) Ml [l 5 2, # Jm il i soft-
max 73 28 %% 58 BOR IR A o softmax 1% U bR 25 11
KPR, Hpx REATAMEmHE, NA
By AU ECE, RISERIAN L, i softmax PR
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SC: VulDeePecker®”, VDSimilar"", ThapaZg, /N x2E4, VUIBERTaR, LineVull7,

AlIBugHunter!™

(e

o {
w0

BC: BB

BC: Asterial®

BC: B2SFinder!""!

BC: aDiffl"), MDSAE’), HAN-BSVDP4, Trex!"), HAformer!””
SC: CCAligner®, Zs#$24£781 VOFinder®), V1ISCAN, Centris!*")

SC: LinZ®), CD-VulD®, EPVDI*

SC: BugGraph!*), WangZ4%, uVulDeePecker'®, B 207, Reveal™, VulCNN®®, mVulPreter®,
VulBG™, GraphSPDPY, CPVD?, VulChecker®], VulGDA"), VGRAPH"*, CarrotsBlender!*,
Tracer®!, DeepDFAP7, MAGNET®, SPIDER!

BC: BugGraph*®, VulSeeker!®?, VulSeeker-Pro®”), SMCSA!'", BinSeeker'®*), DEEPBINDIFF!®),
PalmTree®?, BINGO-E®], BINKIT!
SC: B2SFinder!'"!, Leopard!'®?!, ChinthanetZ!'%
Eistoy {

SC: TaoZE™), Devignt®?, AutoVASI?¥), I[VDetect!'™, FUNDEDEY, SySeVR!%!L MV DU, ContraFlow!®),
DeepVD!""", AMPLEP?), VDoTR!"], FBLDI!®), MVPEY, MOVERY®", PDBERT!'", LIVABLE!!",
MGVD!"2, FVD-DPM!3, VulSim!"'4

BC: TaoZEP, jTrans'™), VulHawk™®, BinVulDet!*”), VulANalyzeRE", Asm2Vec!*4
K5 BA LIRS

MK 2 43 2 A (0,1 IX 1) LA 1 HO A
i :

3 g

X,
e’

PITE

SR1M,  VulDeePecker (ARG & A4 8 73 S i
PATIE, k= 5w Z R SRR, HELL5E
00 1) AR RS AN AR, DRI A 38 R A U T
For I ATy T Bk Ko

VDSimilar” #£ VulDeePecker #& fitl I 23t ,
FH 25 A ] 2 1161 4 5 RRCEG B 35 BUAR softmax 43 26
fro MK AR A S, BEREEEA
BRECT S R R EAR U . SEF AR B, 4,8
B, AF BRI iNuw, KHRIKESE K
HARABETHE A 0 T

Euclidean (4,8) = [S'(4,-B)" ()
1

Sim(AB) = Fuclidean (4.8) O

BN A SERT DL A R 22 I 245 (fully con-

nected neural network, FCNN) AR AY, K ¥

AR AL 0 SR FH 368 FH 4R S AR AL RE o T 1) 2 4 AT
B, HHEAN:

softmax (X,) = (1)

A-B
Cos(A,B)=—— 4
(AB) = La < 18 4
Thapa 272, VuIBERTa®), LineVul ™ fi

AlIBugHunter!*! 5% F] Transformer'” Jz H 45 {4
BERT!"'®l, RoBERTa!"HEAT Hi K N o AR T
Word2Vec, Transformer 1] H ¥ & /AL #1 AT 78 55
o)A BN SCE S, CHF LineVul 5 AlBug-
Hunter AT 200K I kUl , 7 CWE-77 (HFIA
) CWE-119 (FRAIAZD . CWE-190 CBEALJ
D) SRR A NI R EAR . [F R,
Thapa %% . VulBERTa 5 LineVul { f§ BERT ) i
918 F A (masked language model, MLM) £
RNTRINGRAT S5 BENLHE 35 S A TE R R 5 204K 6D
JLE, JREE BRI IeER, TR Y
Xof AR 70 3 R IR (1 BR A o

(2) I ARRS 7 v

oDiff7 L AN VR B 5 o0 F T RO — gk
AR A A R R 45 2R ) U7 7 . FLR A CNINDH L
G AT BEAT RN, FEA FH 2R AR 2% 1 5 CNIN ik
N T B PR = ARPAE AR AL RE s I R 2 S BR A
PRIE TR . BRI SRR, SRR Rk AR 2R A
U VEAS ARG ) E )22 R o TP AN 0 e 4



5 601 AR T REAR A PR WU S £45+
5 ETRBEHBENARFREENSGE
R gy S R B2 B AU g A o
5 7R g WG g FER Pre  Rec  Fl
VulDeeP- 518 se Y Woravee  —  BLSTM  softmax N+S  0920%  — 0934 Y)FHiE
ecker HLE
VDSimilar 2021 SC g“ﬁ;j Word2Vee ~ — ;Lis%\gg RKIGHEES N: OpenSSL 0918 — 0914 —
Thapa$72 2022 SC g‘mﬁi W"};‘;\fc’ MLM  GPT2  softmax v Z:leeep' 0970 945 0957  HE
VulBERTa®™ 2022 SC g;ﬁ RoBERTa MLM Tel:\:tLCI;\}N sxm N ::i(lgeep T 0958%  —  0.930%  friE
LineVul™ 2022 SC g;;j CodeBERT MLM fTOrI:EZr HEr N: Big-Vul 0.967* 85.7* 0.910* %)fé%
AlIBugHunter™ 2023 SC };Eﬁ;j Transformer — g;‘:{; softmax ~ N: Big-Vul — — - ATRLEE
aDiff) 2018 BC gﬁ;j CNN —  FER% gfgﬁ‘; 25\1458\;]75% —  0.691% ﬁiﬂjﬁ
Trex!"®) 2023 BC ;‘ﬁg Tﬁfgﬁl’er MLM  MLP j:;?jzg N: OpenSSL  0.930% — — E%T?i_ﬁ@é
HAformer” 2024 BC ggﬁ BERT MLM HAformer softmax 20212:—3(53]6]55_% — — ﬁi’if@;ﬁ

PEAE N IS

1R, oDIf T R AN ERES D, R A
D,. HEHREIEE Dy FEARRLEE, Ho ERAE0,1)
WTIUE XIS E, H T D, (1,.1,) FISE -
D(1,1)=D,(1.0)+(1 ="'y + Dy(1,.1,) (5)

Z AR IEAZ BT IR $],  aDiffl”> 7 F CNN 5
TSR EBAFAE, A DU A HE Bt 1 JE 1R IR
ARAG B R ARRY, BRI HE] A4 ) S B A
PSR IR B, WO T R CNIN R 5 Atk
2R G5 AR AMZ BRI o

HAN-BSVDP4Eh 4 Text-CNN 5 BGRU - 51
ANVEE SR H, 7 SARD % #E 45 b B A5 8 47
PERE

TrexUOh@ i 5 HlPAT — HEHISRIGL e & 17
BB ASE, 5505 MLM Pl 5, DL Ak AR
Xof 3k ) B A BAT I RS SR AR s SO S
Trex 7EF5 2246 . 04K SR BRI B VT RO AT 25 H R B
R

HA formert Vil iof filt 25 1 75 33 il H1L 2% 1 5 471
SILHwIE 275, SFA RN T it h RS e
S B bR fEALET P2 AL 45 Bk, G T4
I TS U

(3) HETARRS B /N g

— R ARG AR B RN ] AL

8 5 ) R SR AR T S TR TR AR

A IGE . ACFRW R E R, AT
PRI s, AR, &G RMBH
Far il o

9 BN HMELI RS . 1L 1B X
AR IRIRARFAE, A8 R AN R0 e F 4k 1) VR
TEMIEERLRE T B i i 50% (6:12) KA
Transformer ¥ & /AL o
3.2 ETFmmavimEen

FET e A IR AT I v, 1R R G A A
A IR AT IR IR A I 7. WAy, TRPG
A BRI ARIS ME— B B, B RsUR
PE WG A BVEAE A — i e 4 i 5 1 AR R AL T
X, B R G A IR [ e K RS A (e, DA
o P i 4 % X ERAEACHS B P SRR . BT
W A (1) R R VR AR I g v BARME B AR 6, Ak
W EERS —H.

(1) VEACRY 72

CCAligner™®1 3R FH e g %8 H 25 A8 W K 1] B 52
e, e iR o e SRR AT S /I B/ 25 46 1) B
AINEEVE R, R |, CCAligner f A Mur-
murHash 53234 AN [FA QD Bl 55 S A [R) G 7 (8 A7
fitr, BT X AEXTFK Dice FHAML &R FvE 5 45 AR
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*6 ETRANAZRFEGNSE

o % 4iE HlassE I HAR <t DL " PERE -
L WA I R e Rec  FI o
CCAligner™ 2018 SC mll:/r[:lra-sh — — ﬂ;}?;ge JDKZ 0840 —  0.890% E%ggﬂ ;%E
A8 2018 SC HashPIW — — RZHMAE  N: FFmpegd  — — — Yl ki
VOFinder*” 2021 SC  TLSH — — TLSH N: Linux% 0990 970 — bR R
VISCANY! 2023 SC  TLSH — — THEE N: ReactOSZE 0.960% 91.0%  — CEN
BGRU,  AR5ZAALEE, P B 4 R -

PREAEET 2018 BC LSH GloVe

24 LSHAIUE

N: openssld§  — — —

Mk, SR

ERRE AN NP

M Ay S 06 A5 BE 2 R AR AL, TF R R .
W, Nw,
; (6)

min (|W,,[,|,])

Hrp, w, w2 AR m i on RS AR,

min R KRN RS B AL 1 B B (1 A

AR EAT R AL, o

2R AU 5] NARRG ) A B AR 25 BRI TR AR A
I TE A, d i AR AR ifE Ak & HashPIW 5
DN TR AR AE A QRS B Sy [ e K P e A (B ATH B
FHALLRE o % HashPIW BVE A B 5 B 45K, 4E
JR PRI WA A A 8 B 0 Sz At ety T R R 4G R
(1 v Bfy 25 s 1 S TS

Centris®UeH AR HEAT TU A 1 Bk A g i 43 1] LA
X oy FFIR A, PR R UK A (locality
sensitive Hash, LSH) 2% 4 ULHL, W 2% fif R A ALY
3 EN AN HERF S 25 A B A4 )

VOFinder™ &AM Z  (vulnerability zero,
VZ) MIHEZE, @it @R a5 KR S
Bl 5 TR BUE S A5 (trend micro locality sensitive
Hash, TLSH) & ¥ I T 4% #& . & B0 1 o %
T

VISCAN?LE: Woo ZEB3E T VOFinder™® 4
1) 1-day Jf TFRS 8RS0 77 7%, ¥ FH Centris A1
Ctags!" 258 i 2H A5, R FH TLSH A I R o
VISCAN ¥ VOFinder ] B ¥ 2 B 55% FF %
9%, E&ATY BV . 2R TLSH X MU/ 2 5 1)
2%, Woo SOVt g T AR 5 3k AT 4IRL B 47 2 Adb
H, SR TAI B .

(2) kARSI V2

VB — Fh KR 5 ~F & [R5 — 3F 1) ST Ao
R, HREEBIRA GloVe ¥ £ 280 . £ %

Sim(m,n) =

b

PR 0 22 A 55 2 R ML 28 A U T A A 47 s ik
N, B BGRU 5525 4 [ 4 4 42 11 55 4% 5% 41 AL
FE UL e ki SC R IR A R E , JER A LSH
VL SEILA VR SO PR AT 2 . AR, VAR
DKL R SCAE S TETdRE i 78 AL ARKS STAF N 1)
IR AL E .

(3) BT ATk

— iR AR E A HE G E A A
PEVH I TR .

ARG 5 15568 T W8 A HE 1 m 2
PE, ERTEEIFEN, EHTUOE. KRR
T RAE S

55 e RAE 7 2 AN AR RS 1) B4 0P HE 5
FHIE; 66.7% (4:6) MR EARR LA 7>
B, AUKHIUCEC S . R At 5 U0 RS 5
E BRI BMEIK S B X 2 TR A
EHEAMEAR I N ZE S = AR s R s e
BERZ ALRE SRR P, 22578 VOFindert* )
VW B B DAORRR RO A, I B A I AN
HAZ .

3.3 ETFHa0REREN

BT IRIRA I 77, — e IR IR AR A
HAE EFEELAST K HIRAEMW T 458, FFI L
A SR 2 ST SRS TRRE,  SEILIRT A

AST LLJZ G4l 43 B I 45 400 I AR 1A ¥ L i
TERE SR il BdRmE s, EAERER
TNFTE PUT B AR5 50 -

BT SRR TRAS I A B S B R 7,
RKIEUHERS —.

(1D PFARRG 7572

Lin S5 H — oy S5 4 1R 52 25 >0 s T G 0 E
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IS T ARDAT MR R B e iR A D AT 7 Bt <47

x=7 BT HEERRANTEE

Rl 2RALE GRS

AIARAATE PERE

ek T AN TG IR all A e Ree R T
Lin%# 2019 SC AST  Word2Vec — BLSTM RF S+N 0.860* 0.860*  — —

CD-VulD™ 2020 SC AST  Word2Vec 7’;5{? B;/[STTLI\; L%fi?;j%’& S+N 0.879 0.515 0913
EPVD®™ 2023 SC AST CodeBERT — CNN, MLP MLP, softmax N: Big-Vul 0.665 0.669 0.667 W[ &
Asteria® 2021 BC AST Tree-LSTM — AR A 4% softmax N: OpenSSL  — — — B4

E RS % .

Ze, P 4H BLSTM 2% 2] ARAS AST 3k A 7]
B, LB ALK (random forest, RF)
Iy HBIAT . REMITFE R IR (7).

S() = D ws,(x) @

Horr, w RO R AL, s, (x) BB
TR T A

CD-VulD®™I[E] £ L) BLSTM 1E N RFAE % > #%
Oy, 5N RIER % S HES2Y (metric transfer
learning framework, MTLF) %% >] AST [ % 5k %
N, BRI KPR R LA &R0 A (in-
ear discriminant analysis, LDA) 5 J% i 1 6 1
PR [e) B M T 1 o R B T B 20

d(2.2)= [(Z,;-Z)'M(Z.Z) (8

] Lin 261821 CD-VuID®34A 4 BLSTM 72
IR 7 % S RNN 86 B3 % 1) A, B 7 A B HE K
FEAIE, BLSTM AT i #5 FE 2R Bk o

EPVDBYE 3T AST M) CFG I 7v2:, %
THIR 0 HV N CFG A3k 5 8 B AT B 1%, AT A
CodeBERT!'2214 i 42 ¢ N M) &, 75 F CNN 2%
SIFHMLP 4335, 5 aDiffiP12640,, EPVDE42Z
CNN &AL PR, e LUK 75 K PE B AT 2% 1%
(IR o

(2) ZEHARAS 5 7%

AsteriaP3 2 ASTHRAS 77, H Tree-LSTMI!!
BRRAELL ST 1 S G AR e e &,
FA 28 A 9 2% 1 F SR ALLRE o T %o bR 450 P IBG i) R
Asterial®3 Vit i€ I g 75 4 % T 5045 10 Bt 17 F o
B, DAY R B KR HEARBLRE

(3) BTN

— R AT S5 — RN AL
P S AU T SR TR AR

A K E 5 AST X B VERFIE R AE &
M, HAEBEARRR, EEMRD, 2 A
& T B AT 45, 40 CD-VulDEI 57 R 5 3k 6
M, Asteria>™ 7] 5 ARM. x86. PowerPC Z2 F4J 5
I — 3 1] R

9 AST Z4EVEA 0 FECW SULAR, 1t
HITAS K. LLDevign? (27 318 MNEREHREA) A
15, Joern $i& HU[¥] AST ~F- 3445 si ¥ °H 10 639 1,
i CFG 4415 sS4 1 6034, £ ASTI¥115.1%.
3.4 ETERRRESN

BT BRI I 7, F8 IR TR FE A E 4
SR A5 40, R BLAS 22 SIS AL 2 =) I 9
RURFIE S TRFIE S SR RIRRAAE, IR B £
28 S RORTR AT s IR AT 455 TR 25 KR AE S
& AN SRV 58 A I

BT &5 K o — Tl B AR T 25 4 B R ) AR e
5K BRGR LIS E XX TR ER, TEITE
GER SUVPAE R DR 42 CHL A B0 BR AR 32D
EARRSRAE T, BB 450 55 CFG. 24 it B
(data flow graph, DFG) . #& /7 #K##i & (program
dependence graph, PDG) 5§, R 75 Aff %) i) 25 il it
5¥dRi; WA CFG. PDG &4 btk —b 1%
TF & R HI B Cattribute control flow graph,
ACFG) . 14 F2 7 # #fi &l (edge program depen-
dence graph, ePDG) %, ¥ J& 1 EITE 45 H RHIE
0 [ 5 R I8 RE

ST B SRR A I VAR AR E B 8,
iU ERS 3.

(D BEEETTE

BugGraph!*! & — it 3 - & = S0 4145 2% o 2%
(graph triplet-loss network, GTN) ] 5 £ 25 Jfs
Rl 779 o %7 LU g ARG AR 9 lACRS 5 — gk
HARD R B o des ZHEmACRS S g Dy il



<48 AT SN ceceird 118
=8 HTERAAFREKN S E
e e D RE) PURSARAR Gommogt 0, EE Hb
‘ (N b AR I ZRAGI Ll Pre  Rec Fl
BugGraph“® 2021 SBCC ACFG  GNN GTN  R5ZMLUE  N: SNNS%  — — —  EgmiEaR-iiL
=74 .
VGRAPH" 2020 SC CPG — -7 g{;@@ﬂ N: Linux%:  0.940% 0.770% 0.850%* 1THRLE
VulCNNE8! 2022 SC PDG Sent2Vec  CNN s N+S — — _ %% Rl
mVulPreter®™ 2022 SC  PDG  Sent2Vec GGNN HE7 N: Big-Vul 0.516* 0.665* 0.581* ;T;r ﬁﬁgg
GAT,
CPVDMY 2023 SC CPG Word2Vec DANN, e N+S 0.783 0.832 0.811 &4, BIiH
FCNN
Struc- TR,
[45] P + — — _
VulChecker 2023 SC  ePDG wre2.Vee PNN Vet N+S TR
MAGNET™ 2024 SC CPG Word2Vec  GAT e N: Big-Vul 0227 0389 0.287 —
Jaccard FHLLE , i, YR,
BINGO-E** 2018 BC 3D-CFG — — N: AdobeZ — — — e
SIMAFLLE obe 3 B SR A

DEEPBINDIFF®! 2020 BC CFG  Word2Vec -

k-Hop &% N: Coreutils%§ 0.843 0.795 —

B -AL

E RS % .

Zi 65, JRHECACFG, #H GNNKH i A GTN
BEATUIZR. ACFG1E CFG JEAth -3 hn A% & {f %
EBAE R, FTEAMERER AT SR, FE,
BugGraph 7 Fif Originl"*1{5 51 435 ) — 33k 1 A A
M) 9 BRI, SIS 9w PR 5 R A0 R A
Hir.

(2) YRS T7 2

CFG M . CFG H T R AEACHY i 2 1A
Wang ZE8517F CFG JE itk b 388 in %8s 4k 6 B (data
dependence graph, DDG) K3 E AR (1) 5 4K it
KR

DDG A . DDG ] 55 R AEAHD 11 £ 40 14
FFAE . Tracer® 4 JH1R A% DDG 1 #5415 p s B
iR £ T AR L, T R
W kR AT NS U A R
T

PDG K. PDG ] T FAEAAT ) 2 i1 4t
FBE AR R AE . pVulDeePecker!® /& VulDeeP-
ecker M EE, HONREAUIZRFEAR A R G ik
#i & (system dependence graph, SDG), SDG £
& — 4 PDG. VulCNNB® mVulPreter®], Vul-
Checker™I L & SPIDERPMb R H PDG #4781
FAE. TEIERMZ, VulChecker KA % 4 15
JLLVM IR, AR #5230 /2 &R [ ePDG, H

TR IR RS S L i AR R fi o B
5 THI R S

CPG KM . CPGIEN—MLZEE, RN
¥ AST. CFG. PDG/5 &, HUL{ERIERE, 15
i B BRI AR BERR, HEWmE
I 7= AST (i 5 HF &5 . VGRAPHPY, Bt B
287 Reveal®. mVulPreter’®). GraphSPDP!,
CPVDM™2, vulGDAP?! LI & MAGNETP®! 5 L)
CPGENFBERAE 0. H o VGRAPH # i =
70 20 VG E B2 A U VR A 5 A AR RS 147 CPG
THIVCHES, 7EiZ A7 AF e Pk .

HoAh B2 . CarrotsBlender!® ) % i i /4
FIBE (vulnerability call graph, VCG) Ki8 EZ IR iF
FRRE A KRR, B TR0 e IR ok B e =
B 4E B CCAFRLED) oA 4 E— A
VCGG (F,V,0), Ho FR&—"NE= 1A R K4
8, VE—MESHARMESRELE, by
CF, 0CF x FR&MRHCRAA . X T AR R £y,
Mivy, HifieF, fi=vy f,=vy H(fifii)e
OB (f,f) e o, HHIEHARWT:

d(vivy) = arg;nhll{ Sorfub =1 09)

(3) EHARRY 5 ik

CFG £ A, VulSeeker®?. VulSeeker-Prot¢’!
DL Je SMCSAM 7 ) — 33k il 1 g AR A $2 HX CFG



5 6 W IS T ARDAT MR R B e iR A D AT 7 Bt <49+

A&, FIAERZAELE (@) 347
TR B ARG A . DEEPBINDIFFOSIE H — Fift &-
hop 7 A5 UL L BN FEAR B 1) CFG R [ Btk
1TIRIAAE 2R . BINKITCOS@ i CFGRFAEE AT 2
HIT B R AU . BINGO-E®), BinSeeker*81l]
F Jaccard FE 55 47 & 455 W AR 5 IR TR AR A 1] 1 AH
RS, Ffd i FUE B R N Bz, B R A A
Ferett. XTHESAMB, Jaccard ML 115
AS/IIY

Jaccard (A4,B) = 40 Bl

A -ang 0

DFG 26 %Y. PalmTreel® 7E $2 B DFG ) 2 fif
¥ B SCE E M (context window predic-
tion, CWP) . & X A A il (defuse prediction,
DUP) TIZRESS, (EHSEMEHIRE LIG R
TR I RE -

(4) FET BTN

— iR AR — B S5 M — A A AL
&8 5 )RR R A AL T ST TR RS )

s & st BITRSEHKIE A AT 43 )
RAEACRY IRV BT BRI HOB a2
WHXR, BHEEm, GH TR, EXE
IR FETEMTES, 23.1% (6:260 HA&T
PR E R, PR H T AR AE Ty 2

9 BREMEERFEE HER, I
K, KRBT I TGP $EHC TR (41 Joern)
M RGRE RS AEGEEmESBR: BWE
VR 28 T8 8 (00 ek S8 P 78 2 (S 350 40 A 2 5 i e
b, SEmaAS I BE o
3.5 ETiEmaimEa

fabr, RIACAS R &R T R G TR E, A
AR TR IR IR R AR TR bR 1S 20 BORTIR AR TG FE b
1351 JETHRARIN T V208 5 45 A AU AR AP oK
AR NA e =X =y Rl b I S

FE TR b 0 SRR RS I v 1 B AR AE B

#9, BREUWNEES -

(1) BEHRZS 712

B2SFinder #& Yuan OV 1 () — 3 1] 21 Y
RASIEEC TV, 7R H . s 2R7
TP RN, SRMEEA. 11
Else. Switch/Case 7 Wifg#r, i3 T S-IDF
(TF-IDF 2244 WVLRCSEVE, H TR I T s 1
R bR 2 1 v B U T

(2) PEARAG 7%

Leopard H1 Du %5002, A8 4 2H 46 4 -
HREfR (R, 16 SiRATER (K
P FREr. BRI, B EAS 0 A R .
BURME TR, AR FEFR PR XS Leopard 71 ik ¥
=; MR, ERERRERBEMELE L
PEULHRLEE AR 7], FF S At FH IRV $ i ok
PRAR

Chinthanet 251 3V&}XF JavaScript #2 H 3 T4
IS H I IR AR U 5 3 DA v B U, 4
FHE K 55 Node.js AL B, BREL. 250 07
ERIH SRR, B fE$E S JavaScript R 414
WA AT FEME

(3) FETHRIRI TN

— AR AR ->FB AR >R > A
P> TR .

B ER T G e, BAEENE
AR, BIE TR W Leopard!'®
(R SEAL IR IR HE T v o Hofh 7 e A R B, 42
PAR RV Ve

9 AR BOE M EH AR, eI I gk
KA ; W B2SFinder!" MY 7 WIC A HE b, TC
VR 55 S8 SURHIE TR -

3.6 ETRAERENREEN

B TR RAE R I IRA I 77V, 105 AR
WA B WAy By BISERAE T P Fhak 2 Fhogk
ITEREVERIE, FHah G NLE 5 IR SRR SRS

#9 ETERaHAREEN 5 E

JRUTINR Lol . GIRCEBIES TN KA, PERE
ST fiE 7z . R Rtk
BWTE - F RN e W Waew MW SR e
B2SFinder!™ 2019 SC, BC fRi%ghs — — — VUECH:  N: ZIib%E  0.932% 0.885% 0.908* W &
=R N N: FFM- fatw
[102] — — J— N N I
Leopard 2019 Sc Py e peg 2 ik

TR U S5
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S MR IR graph, VFG), FfH Z3 HEE A5 2 1 (satisfi-

B TR A AR A 28 R T A U 7 vk () BARAE
BILER10, RIEUWIHSERS —8

(D BT

Tao 2B DL G AR D Ay 5 — gkl o 1) 0K
VT i 2 AR AR U 6 55 v S B I VIR A DN 5
FONE F MR AT AR ) G B B, 1 4 PR A 2 48
F. gmiEds . UAIEDIE 2 = Em, T4 H
7 55 AT Pk o

(2) VEAHS 7%

P+EZE, Devign*?l, FUNDEDE!, Contra-
Flow(®),  AMPLE®), FBLDU®), PDBERT!!"*}
FAR BB &R AE . FARML, DevignPHE H A5 4
T %] (node-connected sequence, NCS), 1%
A 7 # AST AH 4B 15 5 LA ER B 5 21 SRR AIE
ContraFlowl*I7E [ 5B F b 2 >) v oF] FH g A A I
(static value-flow, SVF) A K E K (value-flow

ability modulo theories, SMT) 4 iIF % 1% 0] 47 1k
FBLD! M il 5 ) Fry 42 il A A k) gt LA
I T F8 T M B R AE AR (feature dependence
graph, FDG); TVDetect!!"I7E Token ¢85 L H2HL
AST 5 PDG, KM FA-GCN 540 5t 5 A1 22 A «
PDBERT!"'%% i CDP 55 DDP il 454155, 51 %
PRI 2 S AR 52 425 1) 55 A R ALE

WA ++ R, MVPBY, MOVERYP!LL
B AR R AE A TIN R, SR bt/ 1] 45
WIS, BT PR LR R

RIS A B+, SySeVRISL MvDI!6L
DeepVD!YL  VDoTR!'®! LIVABLE!!!'l  FVD-
DPMU!BIRL K VulSim! 41848 FARAD B B A
GERIENTRAE, DASG SRR 22 BRI 5 2]
MVDUSISI X (call graph, CG) PAFHFRF 4=
M FRALSIE s DeepVDUMi I EFG  (exception

#10 ETRAEFMEMATFRCN 7%

o Hri \ Bl I HR AmAmL ERE
e 7 2 ey FAE T - . G/ S e
(NE TN IR gk PER Pre  Rec  Fl
sc,  RESUIA, CNN, .
£¢5[39] _ w2
Tao %% 2023 BG  AST. PDG Word2Vec BGRU softmax N+S 0.921 0.948 0974 VIR RIFE
BGRU,
Tree- N: Big- TR,
[104] _
IVDetect 2021 SC AST, PDG GloVe LSTM. softmax Val 4 0.230 0.720 0.350 R
FA-GCN
. AST, _—
FUNDED! 2021 SC PCDG ‘Word2Vec — GGNN softmax N+S 0.930 0940 0.934 s
WL IR
MVDU! 2022 SC I:‘D%JJEG Doc2Vec  —  FS-GNN  softmax N+S 0.615 0.694 0.652  47HkijE
&4, Jaccard  N: Reac- TRLEE,
MOVERY®P"Y 2022  SC — — 0.960 0.960 — A
CPG AFABLRE tOS %% CIE/NiE
FBLD!'""! 2023 SC AST, FDG Word2Vec  — HGT softmax  N: Devign 0.620% 0.825% 0.695* /i
MLM,
PDBERT!" 2024 SC AST, PDG PDBERT CDP, MLM  softmax N: Big-Vul — — 0594 —
DDP
RS9 F s
(] . GAT, o P
FVD-DPM 2024 SC CFG, ‘Word2Vec softmax N+S 0.829 0.857 TR
MLP
DFG, CG
. S 5 i VR 25—
S5, Ri% N: Busy- . .
[64] — _ — —
Asm2Vec 2019 BC CFG Asm2Vec KL Box 2 0.940 ﬁnj)c; i
B
. MLM, YGHEE 5 ZERE G
WL I, , e : N N
VulHawkP® 2023 BC Mgiﬂ RoBERTa ROP, se(;get 5, R4 cOreijs P 0913 0915 — P
ABP AFABLE ) th, &
VulANa- R F51, GCN, TR,
— +
lyzeRE) 2023 BC CFG BGRU MLP softmax N+S 0.854 0.941 0.901 TR

ERAE ANV
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flow graph) FRAFFEHIL, AL E 7 AL BRFURFIE

(3) ARSIy 2

RIS Be+ i+ 28R . Asm2Vecl® & — Fh
P g A AL IE T H IR IR 1R IR,
MILZiIE S CFGHE TSR, 4 Token tLIF ¥
InpeZ 5 5 A R s R0, Asm2Vee A it
TR T R B 5 SR B R R 45 R, AT AR
PEA IR . BinVulDet!*”), jTrans®’). VulHawk[®15
VulANalyzeREII A ik NI G482 7 51 b/ 1 45
¥, ARIERFAE 1 78 73 3RAE o

(4) FETIRE RN TN

— MR AR AR K~ ]A M &=
— WS S RAE SR AU T S — YR IR AR

e K3 i e AR RAE 7 A T &
o BETRAGRMEMRZAE. 8B, &
MIPERE R, & T 2R 288 H 2540 5 24 I T
Rrll. 12.5% (3:24) MAERASHEN, HE
IR FF B 7% 41.7% (10:4) 17758
WKL E AV AT, W R E S T ERER R
T dbAk, R RERIRAS T, 80% (4:5)
(7T SR ], 60% (3:5) [ J5 ikl i 248
P Ynikas 2 5.

55 05 2 RRRAE SR LR TR BT RS OK .
i1, FBLDU®IZEHREL AST. CDG. DDG H F fif
L FRELFDG, WS REE N Om), et —
MERAE 7 N UL 0] B4, TRA R4
P ZWER, R R A 2 & U 2 X 45 DA
G2 BHFE. BN, DeepVD!OIZE 2 B AST.
PDT. EFGJ5, X GRU+Tree-LSTM+FCN [{4H

G AR R EEUZ, 2 LAMLP H T o
3.7 AN LSS SRR

ST A I IRAS DA B AE BT BA RN . T 2R
FE55 IIZRR IR 15 3500 L 22 IR, Rtk
AR A 7 R LA 5 2] HR AT 457
Gortr. BARSHT WK 1L,

(1 ATEARA

TR o HLES 2 2 KB v b 42.1% [P ik
AN ARR N 7 Word2Vec!' P, (FEbiE . 6
5B ) Word2 Vec 38 it Skip-gram 1% 45 7] 45 455 74
(continuous bag of words, CBOW) SZHIACHT 2] [
BB . HZRR T E R ME— 1, LIRS
AR 5 . VuICNNBS SR ) Sent2Vecl!®) 5
MVDU! IR I ) Doc2 Vec! 26134 1 Word2 Vee YR
IVDetect!'" % il () GloVel'?1 %5 fe 4 R {5 B, #
Gefe 2 SCRIS e, AR TH BB R

Kk A\ . mVulPreter®f#] Structure2 Vec!! 28I
VulBGP ¥ Node2 Vec "I 4 3t 17 i b AR (5
B RIS OR B 300 RRRAE, R R TR R R R
i, B S HUBUK .

fCHAY #: N . Transformer %7 4 () BERT!81,
CodeBERT!??, RoBERTal""Vit I F #if 1 4X A %
AN, XSRS JE R IR, AT AR
i EFE .

(2) TNFATS

fERTINGRI 7 iET, 75% K MLMU8IE
NIRIIZRAESS . MLM 4 BERT I BRIAESS, H
DASE FH AR AR AH AR e R I B AR SR R . Ik
4b, PalmTreel>2El 5 4 4 15 i1 CWP 5 DUP

®11 MBFEONREZIRRD

82 R eS| BB I BRI AT 45 BOARKF
RN Word2Vec, Sent2Vec, Doc2Vec, GloVe AFAERL S B st
IR BN Structure2Vec, Node2Vec & TSR A 2 RRRAE
AN BERT, CodeBERT, RoBERTa Gl RERE ST K UELLY o s
T g TGS MLM, CWP, DUP, JTP, ROP, ABP AR il SRFAE ) B A
HTh 22 2% MLP &R TR %
CNN K CNN, Text-CNN, ResNet 0 =6 = SRR AE
—— 45 RNN Sk BLSTM, Tree-LSTM, GRU, BGRU Nty G54, A7 AEAS B
Transformer &% H)R A= P 2% Transformer, HGT, GPT FATEER, KIEERRHE, FFEIR
GNN F & FS-GNN, GGNN, GCN, GAT T T B M RAE ) 7 2] L
o g 25 7 A L%, S HE ) SRR LY S =
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fE5%, 5 PAT P91 5 B s O

jTransP W H Bk H AR TN (Gump target pre-
diction, JTP) 1E:5%, 58X jmp/js J& B4 Mk i)
=15 VulHawkDOMs FHARERAEZN (root oper-
and prediction, ROP) 5 #H 4l # i | (adjacent
block prediction, ABP) {155, 2% 3171 gt {E e
S S FEA A BRI R R

(3> YNkt

A J7 248 FH B2 5 I B 32 R F RiT st
MZM4. CNN S5 RNN . GNN FK %%,

R 2% . AR Z 2SI (mul-
tilayer perceptron, MLP), i 2H G 2 AN BN
BLARZRVERLS, W] Ab PR R BURFAE JF 5 Softmax/
Sigmoid it & 78 ek M B B 1 325

CNN K %o BLA 75K M CNN. Text-CNN
& BB, &9 CNN I E & RHE ,
i G IR B2 DA PR B B A

G RNN K . 45 BLSTM. Tree-LSTM,
GRU. BGRU %; RNN A FF &5y, #4175
)i OB AL BN TS K 5 kAR S R
523718

Transformer [ YR %% . Transformer 317
5, o B B A I A 79248 F Transformer.
52# P Transformer!'*%! (heterogeneous graph trans-
former, HGT). A% Transformer!'3! (gen-
erative pre-trained transformer, GPT) %§. HF =&
J1E AT HAT R 2 HAFAE, HBER N FBERER,
IS LA A3 (AT A 2 5 8. GPT A7/t ChatGPT.
GPT-4%%, ZHEIBCY, THHEBAEG.

GNNZJR. A 72RAFS-GNN. GGNNH2L
GCNUBL, GATIPHAE ; GNN 8K 2% 2] P IR P 2
IR T RURHIE, WS EIRAESS &, EEHlK
W HE RO R Ok R B R

oA X 45 200, AR A ) g ST &5 7 o o 28
W2%, AT B I 400 2% eR BB SR 2 i N R A AL
FEs Wb > il i s R A SGREAS . /M TR
RREAR AR 2] R
3.8 IR AT M BE VR

A 5 4 B IR RS U P B PEAG Fa br A . 1
iR KR, JRZE, FUES. 75 51EE
B E MR 8 N A F vPAL T b5 5 [R1 R R 2 7 1k

BEAT LA, 19 R RIS I M RE S . HR
FAF SCHRVPAS P AR I R B s S % 57, Rk
AT SCRAE T A RS R . AR, FUET
FEE T L

(1) IR RS AT 2524 2R R e FH 25000 £

R S MR IR 304 55 28 284 R 3 FH A0HR S 14 AR
FEH R, s iR 1] LR VA 4R AR $2 A ot A
ACL A M B AR AT 55 N, % 75 Fho7 3843
s TRIHAIAIZE TR R

Je I B 3 2K 5 7% BA Softmax/Sigmoid 7328
AT BB ARG g . “URTR/ R AR FRAE, 344 R
(58.7%, 44:75), ] HE4E % (1) VulSim!!4 5
PalmTreelP2 AL,

TS 207 DL 5% B9/BR I BE B/
Ay FF 0T B BBl 2 B AR R [ 4 A A AL TR
T, 3E33F0 (44%, 33:75), % VulSim Al Palm-
Tree fi 7Y,

T8 A IR EAE R g

TR R KT @ R & 69.7% (23:33)
A B /N HAE AR, ToVERS SCHRAE [ LU X

IR TR ) ) 2K A7 A5 8 B9 45 . SARDPY,
Devignl®?, Big-Vul®3l, Reveal®*43 7 4 51 F 20
13+ 13 129k, JEat4hn, wH T BEEH R .

(2) IR E: KR AE B R

SFHUE R SR E AT, AR
2 A [a] 206 44 ) ) 28 U5 ¥ E SARD.,
Devign. Big-Vul. Reveal b [3CHREE RSEATHE M)
P . [A)— 5 VEAE A — B4 £ 1) % Ik 45 S ECT
Bl HLIRTE 18, 17, 164 14 R 07 w] F B
BETWEASHERN T EYEERIE, S9N
AT

HARVEAS F br a0 B 6 At s, TR K (0 2% TE A
Rec %7~ HAN-BSVDPHAT VDo TRUSI 45 b K4
A ER 5> SARD HE 4 R #:15 .

(3) AEHZ N [ R PPAl

ST 6 I, TR G RAEAE Devign. Reveal
-8R B R i s ARAD A B S R R AE 43 B AE
SARD. Big-Vul ftfm. 5 1, il RHE@E 55
RNEA, WA RAE AR BN A TH H 3R X LekF
M WP RRE R A . 3ok FBLDU T R R
¥& 17 4 FDG 7£ Devign. Reveal ' B 5 =1 ) AE
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Pre mm— Recc SEAPre ===-FHJRec Pre m— Rcc SHPre ===« FHJRec
100% — R B — A 100% 100% — R B —K —— R A FAL 100%
rrrrrrrrrrrr | 80% ] {1 80%
CO%E & 60%} -y K] a —— . 60% E
40% §E40%—,,-,,,,,,,,,,,,,,,,,,40%m
20% 20% I - F BB R HE BB B HH20%
D B P SOLLL L & ’ i,é@\@@v\ O S F P KL O IO ’
PSS § 4&0 RS >N 3V
X
(a) SARD (b) Devign
Pre s Rec SF-AJPre ===« F-HRec Pre s Recc S-HJPre === FHRec
100% — R B —KE A 100% 100% — R B——h —HK — e 100%
L e I 1) ~180%
£ 60% | ———'—T—]’—‘— s | SR 60%?% £ 60% -~ 60% E
a0% ) L1 | ”[{fﬁfff714m & 0% a0
20%] Il I I - II ,,,,, 1 I -] 20% 20% 20%
0 1 0 0 0
4\@@4\7 &Q@ T %QY\} 40\064
(c) Big-Vul (d) Reveal

K6 il H R Ik P SR bR

Wi . SARD FEA R H N Tk, 165 H B
A H T BRRAE,  WORE B e AR B A . Big-Vul {2
EPVDPY—Ffifif RAE, KT AST M i 4% Hl i,
IR LT

TR A& AL AE SARD. Devign V- ¥ 7 7] 3 %
5 W5 B SR AE 4 7 7E Big-Vul. Reveal 5 AL o
TR A 55 2 4R FERFE, WU H SARD 55
Z% Devign ¥ REf 284, H+# AMPLE®), Vu-
1ANalyzeRPI A B 45 44 5 A0S 7 51 3k e i B
FALIE N, Reveal (15 444819, VulGDAPILLGRU
¥ 2) CPGRHE, HEIZAE. AR Fr B A B2k 45
FAREAE, P34 A [ R AE 4 FhBE S R ¥ R4 .

gi b, fEAMBIRET, ETIREGRIENTT
PR TR TR B W BRIER T,
I3 HIAE 50% H i SR B A i T 35 R 1 26 5 e e
S REY e N
3.9 RIEENEFF ST

IR ARG WU () A B 2 A AT o R ERAN R DU
AT, REGFACE . RAE. AL 2R KA
CHIRA%ZD AT T4

FEAR S BT I 75 R SR, 20 0 25.3%

(19:75). 54.7% (41:75) 435l K& 7 Hisk /3%
AR BN I Be R85 - B TS 1 & .
WS MAEZE R, B SCREURE o R )
ELR

QBRE: P8 (&

RS RSB ok Sk ORI A g bRt
P B T . BARMuE 2 RilliESs
CHINARZD o3 e %% SCHR -5 3L T 1500 LL i
THEHEE, e <R (RIB 2 STk A
TIFEE BN TR, 1 LU U7V TF 8 Dy 2
HE, LRI RS s, AR SCERSS R
BAR— R, MNNEMLRTa. 5,
B A 222 T R R AN TR [ 0 L )

gguit, w2 ANV ST IR A 2R
o, JEACEYS J7 ¥ DevignBPA L S IRE L (JEH &
101N J738) O R TR R 8, i
7715 Geminit' S IPL4 kS (GL K SN TR ik
A (Gemini & 2017 4 TAE, RPNA LS
MrygED . A SCHFBLD! 2k H Devign2 44
CYIN I 18] 49 min/A& W0 B 7] 3.4 s) 5 VulSeeker-
Prol®”1 32 Bk ' Gemini 3> JF 44 (g A 4b FH if [A]
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0.15s) NHEAE(E 1, THE AR IR AR T4 ;
[l — 7 VEAFLE 2 AR I BUS e, 45 R an il 7 B
IR VAL DEWIREAR

B IESR
1.5H® 521 BA R

FHAS T

> & & P & O 0L
0&©&§@©4$40©

<© e & ,@C’ fg’
& & & & & %,@'%;%g& g R Q\i’fé-@
& o @»@@%ﬁ&?

(a) TP HIRARES T 5

&P
(b) R 5 6 LIRS 77 vk
BT SRR 5 AT A

(2) FFE T

TR T ) ) 2R PEAR S 7 vk T T . fH ] 7(a) AT
W, JRA R T w2 SA I T 45 8w, B
FLT5 2 SR A RHIE AR ST A & 4%, TR =
Fra . RS H Bk, LineVal ™Il %
FE A AR I 485 23 0l v T 81.8% 1 63.6% (1) 2 L
ik, MRFHRH 12K ZXNMEEREN
BERT, & Z805 L 800 E Wit 5 F48 .
EAERNZ, FET BRI T77: VulCNNESIS 7
BRI, DRI I B B A ] CNIN X EHE A AR S
A, TITURKEEL,

TR 22 RIS vk T . B 7(b)
Al oL, T B VulSeeker-Prol® " T a4 i &, A1
BN G NPT AT s 2 T8 B B ) HA-
former " IF AN AR, HE AT g 52,
TCATURE) B S 285 A RFAIE

i, HETIRARMLE. BWK I HIF
BT, (TR T R B 2 A AL SRR B

W AE Z FEME N 2, dRIR&/EIM Ik AE
ST TR BT g H I i N o
3.10 KBFRIESREEN DL

5% 3.1~3.9 1 & 58 & R R AR TR A T 75 i
ST WL ST HOR M. R RE VR AN A T B 4
Mo PLERSEARERALS el kIl 2 51, $%RAER
RUHGN BT LA 22 S BOR . RAEHF i S B AR FE
Mo W12,
4 MRKEERE
4.1 MEiEAIHEER

JRUAE AT A R T T AR AR AR (1) 304 s T
FARIAFK L AR, ZARAT TR DL R PR

) IR AR A 2 B e . AT
NVDPIESE & (i g, I S0 5 47
B, HFEAR A R T SCER A T R, 2
BOTVEAERAT A8, 5 8okl s
IETIUESRQuA N %N

2) AR HEAL SLUE B LS5 . R OOV (1]
b, B AIE U222 PR A v A SR I T A
TR R, AHER = RS0 € &/ S,
T e — bR

3) RESRAETTHE— 204tk . Frfb. 4RTRME
Z 5nBERNES, RasiZmiRRRA 50
518 SURFIE, MELLERLZ R, 298 5.

4) ZYEFE R HIFEI R . TR A RAEIE &7
Ak, VR B SRR, HARRES
Yefs B, B REHEFERE, LSRR E S5
FEEE

5) Mg 2= AP ARIHE S A A AR . BEE
FOAREA, IS I 75 7 S8R 7 56 B SO G 1E
5z A . R Transformer A7 4 4 45
GNN K JGRTE 2 MR ERI R I, HAERSY
S B 6 MRz AR ) SRR E MEAT = KR
BEIE

6) F5 15 5 I AR AT A5 Al CUEARAS 720 .
ZHOTEAH AR EmRIE S (W C/CH
Java), 18 HIEE 1R S AT 7 R AT 2 ME R

7) ESEER . Ynikds. AL K PUIRE AR
Tl (CREHIARAS i) . A Asm2Vecl®,
TrexPUE R Z T, HAMMEHIR;: JURE T
I, WA TEMEUNAHRE G 2URE, WEE.
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#12 KRBFRESREQN S

TP ST AR
5T |J 5T /"‘~‘,‘]:T‘ “"‘J:T\
RIRE BRI e BaEs %W iy I
oy P R gy FORRNN, Transe e e
3 ormer (1D R NER
HTRENE RIS A — 545 RNN BRI (2) RALBCAF
N . (3) FREHERTEN
R ﬂ“gkﬁm MLM “%TW”““& 908 S
X ormer
R R B B B _— (D &Pk
TR W7 NELES ) At
N, _ f&4 RNN, CNN, - (D R FAR AR
LT AST LN A EA Q) Z AL
CFG iﬂﬁi}x Pk — GNN, ZEH %% R
(1) REEE )
TR DDG — — — Ko () GHfEREE
PDG A — GNN, CNN b, Hapmom (3 IR RAR
CPG R IN — GNN, E4iRNN 18, #6hn, Hdhn
. N B B B o (D &5
T R Gii (T 2 B LR
) (1) RAEEF WSk
- N £ 4 RNN, Trans- o
N o RIERB, GO, Bk N - Q) ZHME. Bt
FEFIREFEML B B B A MLM forme(‘r:i\HfI}NN, TR A HFIE (3) TERELEBE

(4) HRBHE I

8) FIMRREIEAIA R . RREAE AN LSS A H
YEHIf#RE, GNNExplainer!'®?l, Grad-CAM++137K%
fif R 2 ELRE NS 70 SR AR LR R, (EA AT Ay
2%, HZABSABE RN, RS R A Lk
HIitk.

9) Bk = g — 4 bR dE. IR 2 R
FEREAZE . HEWRZE . H I, AUC. F1 54
fabr, BT R, WRRTE. 2RISR
BRIV FRACAT bedE, 2R 2T
A

10) AW R 12 e) /i (R BHAE AR S D Tk
ARG IWIRRIEZ R BRZAZIR, =
FSEPR B R R Ik, 7 AFEAS BT
RRAE 27 2] B SARERL 3 4N J7 T Bt
42 REBARFE

T ARG A AL B A e VIR 00 4R ATS A7 Bk
i, (HAEAR KRB R . A SCNFRFEE B
5 LAVt T P SRR B R T AT RIS T A

(D HEFHEREES. 2155 R E M
SRR Rl A A Ren A AR R

AT B 22 1 1) B —F AR 0 QAR —
BRI HSR—iEE (nc/c), @R

Bo B, IS ZHMAEMNEHEY )58
BRI BRIE T, WA K E R T TT A

PSR RS — @i, OF kAol
PR T R B S, HYEAY - gk A ]
HILATEREE S . BRI Rk, HH]
B S i SRR B BRSO, B AR D R
NER. HFREN: REESER, XM “G—
BEER A B “ FIFFERLS 7. s E RIS S —
W NG —RKos CRIEESACHE) LLH R
WL VL S ESR 5 Il B R
22 28 S [ SRR X 55 o IR T S0 19w
g WAl e E E g B SEU E
EIOUL JET GNN 4 et P15, a3l LU #2
BN LA S R AR AT 2E e, BRSO SE

PSR S IR . M7 ESE T C/CH.
CCAligner™ 37 £ C/Java, FUNDEDP!U 37 ¥ ¢/
C++. Java. PHP. Swift. #FFEIN: fE5—%
B ERIEEA B, SIAHAE S (WLLVM IR)
PR >), PRRE S B, S RIE N

2 4 H IR SIS R AE . 38 A5 2217
fhR, RERIEERFE, HRE TR
RAE, Bk 2 4EFEREA 250 . TR TE Ak
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FAE Bk, O I T 1R IR R R A T R
Leopard! 15 11 Y S B FE A7 s ContraFlow(® DL
VFG+H & IR 5% i CarrotsBlender!®”!
M VCGIB R IR A « BFFC i 8l sk
ST RAEM B S BAME, BT RS 1
ZAERLAHLE, A R T 1) U TR SRR AL R Ak
Ak

£ 1 201K w28 X 4% 4G AR R . CPVDPE,
VDoTR!®, VulHawk!*61 35 5% i 45 e X # 22 I
2%, EPAFH R R 4F. Transformer JRAE 2% 5
GNN Ko AEF 5. s B B H, %
T S At S 2% B TT RN L X 2R R . U
4, ChatGPT LS, KiBEFHA (LLM) %
FHF I VI A6 i039-1401 - zhang 2501411 Bakhshan-
deh ZEM2V T LLM w] 8 546 W A8 77, {H AR HX
75 B A AU s R A T . AT
W E MU SRS b, 48 325 IR 8 ST
Transformer+GNN+LLM £E s HE 42, $R i 3 S84
BAERAE . MR B RO, FEXTH
I/ B/ 3 T A A5 4R 1 7 =gk AT T b PP

e TR Vi PRIAR B ] A R AL T . T LR
a, Al I ORI AL R B A R A R R, AE
fif B 4 W v 2% BB s, 4 RC-Explainer!! ;%
T AR A, AT I A N I A R AR T ok
[ LTX146), 4y Transformer A1 CNN $#2 {3t i 37% fi#
B BEFCEEL: AT IR S S S A 2 ST HLI 1)
RER, RIS R, RS B
A SRR .

(2) LG —. A EIOEED T KRR
TRIREE £ S5 0Pl 4 &

IR TRLAS DU VP A R AN B 5 IR bR, 1T IR
HHIESN G RR, HMiiERAG—, L
PR SRR MW Z R 2 AUEE R
PR S G — VPG R R R AR R FH B FL T 1A)

WA G2 IRIRA, Z2EF. 29, £
WA QIEARRS/ Z i HACHS)  1A T H s £
ZIEE . ZRBINIE N B R A
PEAIE . PSR BIR AR BN W . WAL
W: #ENVD. Big-Vul®l, DiverseVull®® 45 3 fif
Ry, di. 1EE. B, JREsi RS
PP, B OROR B LS B R SRR HEGIEFRAE

(A 21

SN BB bRER AN FFRENLE] . FEARR
HEAIM SRR EHEY RS R ERA. 7T
FIH # As/2h A& 0 i TRMIYRE g fbryE, 7
BLREE, P RIBHRT AR, LIRREE
Bro BEFLEN: TFREREINMMT RSB X%
IR BebRE &, LI AV RIRE B b5
AL .

HALG— A IVHE TR A R . U ETTEARAH
XPREL. AR, S—T&REHEE. 2.
BIRHURTE . YR, AT, RRE L4
TR bR P& A8 ) v e BRI VP A 2 B . A
W EAEGRERER . F1 RO F, $E
Wl iR Z 4Efabr

T J& bR UEAY benchmark 55 ZENLH] . FrudEAL 7%
BRI HAESE, HMEKE. TFARE
W BEIATFEWNF &, €K AN benchmark %1
RS AL R, SR LS5 FIEDT
i CTF 5 A sbfillit.

5 ZERiE

N FE T AR AR B PR A e 1 G 00 43
RImt Tt e, AR 7 4 B A ARERYER) 2L T4
R AR P A s T A 0 5 4R 04T T R G T
To ASCNIRIAFEAZ S AU TALEE ., AUhD
RALS I RT3 A7 R, XU 5 kAT
TIRAN MRS S PEREVEASFIIT 45 70 47
TE R %ok BT AR AR LU B B AP s IR A ) otk
e FRI-BR A AT AR SRR T2 77 1R R R 238 )
R4 5 RENEAT 5 2 HO I FUN 53 6 SR A0 sk i3t A7 AT
TCr RN A I ST ) A JE

SE L -

[1] LIANG H L, PEI X X, JIA X D, et al. Fuzzing: state of the art[J].
IEEE Transactions on Reliability, 2018, 67(3): 1199-1218.

[2] MANES V J M, HAN H, HAN C, et al. The art, science, and engi-
neering of fuzzing: a survey[J]. IEEE Transactions on Software Engi-
neering, 2021, 47(11): 2312-2331.

[3] BALDONI R, COPPA E, D’ ELIA D C, et al. A survey of symbolic
execution techniques[J]. ACM Computing Surveys, 2019, 51(3):
1-39.

[4] CADAR C, SEN K. Symbolic execution for software testing[J].
Communications of the ACM, 2013, 56(2): 82-90.



St

5 6 3] IS T ARDAT MR R B e iR A D AT 7 Bt ©57

[5] NEWSOME J, SONG D X. Dynamic taint analysis for automatic de-
tection, analysis, and signaturegeneration of exploits on commodity
software[C]//NDSS. 2005, 5: 3-4.

[6] SCHWARTZ E J, AVGERINOS T, BRUMLEY D. All you ever

=

wanted to know about dynamic taint analysis and forward symbolic
execution (but might have been afraid to ask)[C]//Proceedings of the
2010 IEEE Symposium on Security and Privacy. Piscataway: IEEE
Press, 2010: 317-331.

[7] L1 Z, LU S, MYAGMAR S, et al. CP-Miner: finding copy-paste and
related bugs in large-scale software code[J]. IEEE Transactions on
Software Engineering, 2006, 32(3): 176-192.

[8] WHALE G. Plague: plagiarism detection using program structure[M].
School of Electrical Engineering and Computer Science, University
of New South Wales, 1988.

[9]1 YU ZQ, ZHENG W X, WANG J Q, et al. CodeCMR: cross-modal
retrieval for function-level binary source code matching[J]. Ad-
vances in Neural Information Processing Systems, 2020, 33: 3872-
3883.

[10] LOPES C V, MAJ P, MARTINS P, et al. DéjaVu: a map of code du-
plicates on GitHub[C]//Proceedings of the ACM on Programming
Languages, New York: ACM, 2017, 1: 1-28.

[11] EGHBALI A, PRADEL M. CrystalBLEU: precisely and efficiently
measuring the similarity of code[C]//Proceedings of the 37th IEEE/
ACM International Conference on Automated Software Engineer-
ing. New York: ACM, 2022: 1-12.

[12] ZHANG X C, SUN W J, PANG J M, et al. Similarity metric method

for binary basic blocks of cross-instruction set architecture[C]//Pro-
ceedings 2020 Workshop on Binary Analysis Research. Internet So-
ciety, 2020.

[13] ISLAM M R, ZIBRAN M F, NAGPAL A. Security vulnerabilities
in categories of clones and non-cloned code: an empirical study[C]/
Proceedings of the 2017 ACM/IEEE International Symposium on
Empirical Software Engineering and Measurement (ESEM). Piscat-
away: IEEE Press, 2017: 20-29.

[14] Open source security and risk analysis report [EB]. 2022.

[15] #2, B8, LEE, 55 . IR RISl ZaR ).
W46 5 {5 B 2 4224, 2019, 5(1): 1-14.

LI Z, ZOU D Q, WANG Z L, et al. Survey on static software vul-

nerability detection for source code[J]. Chinese Journal of Network
and Information Security, 2019, 5(1): 1-14.

[16] 458, Bk, b, &5 JLTHLAE S MR R IR §2 48 T V5 45
IR[I]. AEAIR, 2020, 31(7): 2040-2061.
LI'Y, HUANG C L, WANG Z F, et al. Survey of software vulner-
ability mining methods based on machine learning[J]. Journal of
Software, 2020, 31(7): 2040-2061.

[17] LIN G J, WEN S, HAN Q L, et al. Software vulnerability detection
using deep neural networks: a survey[J]. Proceedings of the IEEE,
2020, 108(10): 1825-1848.

[18] CHAKRABORTY S, KRISHNA R, DING Y, et al. Deep learning

based vulnerability detection: Are we there yet[J]. IEEE Transac-
tions on Software Engineering, 2021.

[19] STEENHOEK B, RAHMAN M M, JILES R, et al. An empirical

[20

[21

[22

123

[29

[30

[31

[32

133

[34

]

]

]

study of deep learning models for vulnerability detection[C]//Pro-
ceedings of the 2023 IEEE/ACM 45th International Conference on
Software Engineering (ICSE). Piscataway: IEEE Press, 2023: 2237-
2248.

LIPP S, BANESCU S, PRETSCHNER A. An empirical study on
the effectiveness of static C code analyzers for vulnerability detec-
tion[C]//Proceedings of the 31st ACM Sigsoft International Sympo-
sium on Software Testing and Analysis. New York: ACM, 2022:
544-555.

Tw, HKIE, B VE, 4 BRI ALLRE 2 B A R AR
VA% [ 1 U 48 2R oh i 2 [0, PR 2 4, 2022, 33(11): 4137-
4172.

YUY C, GAN ST, QIU 1Y, et al. Binary code similarity analysis
and its applications on embedded device firmware vulnerability
search[J]. Journal of Software, 2022, 33(11): 4137-4172.

NONG Y, SHARMA R, HAMOU-LHADIJ A, et al. Open science in
software engineering: a study on deep learning-based vulnerability de-
tection[J]. IEEE Transactions on Software Engineering, 2023, 49(4):
1983-2005.

K35, WEE, R, A T IR AR ST URARD BRI AL 23R 1],
BAF AR, 2023, 34(2): 625-654.

DENG X, YE W, XIE R, et al. Survey of source code bug detection
based on deep learning[J]. Journal of Software, 2023, 34(2):
625-654.

SARD: Software assurance reference dataset[EB].2023.

NVD [EB]. 2023.

CVE[EB]. 2023.

GitHub [EB]. 2023.

JEON S, KIM H K. AutoVAS: an automated vulnerability analysis
system with a deep learning approach[J]. Computers & Security,
2021, 106: 102308.

WEN X C, CHEN Y P, GAO C Y, et al. Vulnerability detection
with graph simplification and enhanced graph representation learn-
ing[C]//Proceedings of the 2023 IEEE/ACM 45th International
Conference on Software Engineering (ICSE). Piscataway: IEEE
Press, 2023: 2275-2286.

XIAO Y, CHEN B H, YU C D, et al. MVP: detecting vulnerabili-
ties using patch-enhanced vulnerability signatures[C]//29th USENIX
Security Symposium. 2020: 1165-1182.

WANG H T, YE G X, TANG Z Y, et al. Combining graph-based
learning with automated data collection for code vulnerability de-
tection[J]. IEEE Transactions on Information Forensics and Secu-
rity, 2020, 16: 1943-1958.

ZHOU Y Q, LIU S Q, SIOW J, et al. Devign: effective vulnerabil-
ity identification by learning comprehensive program semantics via
graph neural networks[EB]. 2019.

FAN J H, L1Y, WANG S H, et al. A C/C++ code vulnerability data-
set with code changes and CVE summaries[C]//Proceedings of the
2020 IEEE/ACM 17th International Conference on Mining Soft-
ware Repositories (MSR). Piscataway: IEEE Press, 2020: 508-512.
CHAKRABORTY S, KRISHNA R, DING Y, et al. Deep learning
based vulnerability detection: Are we there yet [J]. IEEE Transac-



e 58

WZs 515 B i

118

[33]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

tions on Software Engineering, 2021.

WANG X D, WANG S, FENG P B, et al. PatchDB: a large-scale se-
curity patch dataset[C]//Proceedings of the 2021 51st Annual IEEE/
IFIP International Conference on Dependable Systems and Net-
works (DSN). Piscataway: IEEE Press, 2021: 149-160.

CHEN Y Z, DING Z J, ALOWAIN L, et al. DiverseVul: a new vul-
nerable source code dataset for deep learning based vulnerability
detection[C]//Proceedings of the 26th International Symposium on
Research in Attacks, Intrusions and Defenses. New York: ACM,
2023: 654-668.

ZHOU X, VERMA R M. Vulnerability detection via multimodal
learning: datasets and analysis[C]//Proceedings of the 2022 ACM
on Asia Conference on Computer and Communications Security.
New York: ACM, 2022: 1225-1227.

BRUST C A, SONNEKALB T, GRUNER B. ROMEO: a binary
vulnerability detection dataset for exploring Juliet through the lens
of assembly language[J]. Computers & Security, 2023, 128:
103165.

TAO W X, SU X H, WAN J Y, et al. Vulnerability detection
through cross-modal feature enhancement and fusion[J]. Computers
& Security, 2023, 132: 103341.

WANG Y, JIA P, PENG X, et al. BinVulDet: Detecting vulnerabil-
ity in binary program via decompiled pseudo code and BiLSTM-
attention[J]. Computers & Security, 2023, 125: 103023.

o4z, xU8), T, & BT ERB 2] iR IR R U VA D). T
TS KRR, 2023, 60(9): 2152-2168.

CHEN X Q, LIU J, XIA X Y, et al. A vulnerability detection ap-
proach based on comparative learning[J]. Journal of Computer Re-
search and Development, 2023, 60(9): 2152-2168.

CHAWLA N V, BOWYER K W, HALL L O, et al. SMOTE: syn-
thetic minority over-sampling technique[J]. Journal of Artificial In-
telligence Research, 2002, 16: 321-357.

LI H, ZOU P, WANG X, et al. A new combination sampling
method for imbalanced data[C]//Proceedings of 2013 Chinese Intel-
ligent Automation Conference. Berlin, Heidelberg: Springer, 2013:
547-554.

ZHAO T X, ZHANG X, WANG S H. GraphSMOTE: imbalanced
node classification on graphs with graph neural networks[C]//Pro-
ceedings of the 14th ACM International Conference on Web Search
and Data Mining. New York: ACM, 2021: 833-841.

MIRSKY Y, MACON G, BROWN M, et al. VulChecker: graph-
based vulnerability localization in source code[C]//31st USENIX
Security Symposium, Security 2022. 2023.

JI'Y D, CUI L, HUANG H H. Buggraph: Differentiating source-
binary code similarity with graph triplet-loss network[C]//Proceed-
ings of the 2021 ACM Asia Conference on Computer and Commu-
nications Security. 2021: 702-715.

LI Z, ZOU D Q, XU S H, et al. VulDeePecker: a deep learning-
based system for vulnerability detection[C]//Proceedings 2018 Net-
work and Distributed System Security Symposium. Internet Soci-
ety, 2018.

WANG P C, SVAJLENKO J, WU Y Z, et al. CCAligner: a token

[49

[50

[51]

[52

[53]

[54

[55

[56]

[57

[58
[59

[60
[62

[63]

based large-gap clone detector[C]//Proceedings of the 2018 IEEE/
ACM 40th International Conference on Software Engineering
(ICSE). Piscataway: IEEE Press, 2018: 1066-1077.

WOO S H, LEE D W, PARK S H, et al. VOFinder: discovering the
correct origin of publicly reported software vulnerabilities[C]//30th
USENIX Security Symposium. 2021: 3041-3058.

HANIF H, MAFFEIS S. VulBERTa: simplified source code pre-
training for vulnerability detection[C]//Proceedings of the 2022 In-
ternational Joint Conference on Neural Networks (IJCNN). Piscat-
away: IEEE Press, 2022: 1-8.

WOO S H, HONG H J, CHOI E J, et al. MOVERY: A precise ap-
proach for modified vulnerable code clone discovery from modified
open-source software components[C]//31st USENIX Security Sym-
posium. 2022: 3037-3053.

LI X, QU Y, YIN H. PalmTree: learning an assembly language
model for instruction embedding[C]//Proceedings of the 2021 ACM
SIGSAC Conference on Computer and Communications Security.
New York: ACM, 2021: 3236-3251.

YANG S G, CHENG L, ZENG Y C, et al. Asteria: deep learning-
based AST-encoding for cross-platform binary code similarity de-
tection[C]//Proceedings of the 2021 51st Annual IEEE/IFIP Interna-
tional Conference on Dependable Systems and Networks (DSN).
Piscataway: IEEE Press, 2021: 224-236.

YAN H, LUO S L, PAN L M, et al. HAN-BSVD: a hierarchical at-
tention network for binary software vulnerability detection[J]. Com-
puters & Security, 2021, 108: 102286.

WANG H, QU W J, KATZ G, et al. Jtrans: Jump-aware transformer
for binary code similarity detection[C]/Proceedings of the 31st
ACM SIGSOFT International Symposium on Software Testing and
Analysis. 2022: 1-13.

LUO Z H, WANG P F, WANG B S, et al. VulHawk: cross-
architecture vulnerability detection with entropy-based binary code
search[C]//Proceedings 2023 Network and Distributed System Se-
curity Symposium. Internet Society, 2023:

LILT, DING S HH, TIAN Y, et al. VulANalyzeR: explainable bi-
nary vulnerability detection with multi-task learning and attentional
graph convolution[J]. ACM Transactions on Privacy and Security,
2023, 26(3): 1-25.

IDA[EB]. 2023.

LE T, NGUYEN T, LE T, et al. Maximal divergence sequential au-
toencoder for binary software vulnerability detection[C]//Interna-
tional Conference on Learning Representations. 2018.

Capstone [EB]. 2023.

GAO J, YANG X, FU Y, et al. VulSeeker: a semantic learning
based vulnerability seeker for cross-platform binary[C]//Proceed-
ings of the 2018 33rd IEEE/ACM International Conference on Au-
tomated Software Engineering (ASE). Piscataway: IEEE Press,
2018: 896-899.

XUE Y X, XU Z Z, CHANDRAMOHAN M, et al. Accurate and
scalable cross-architecture cross-OS binary code search with emula-
tion[J]. IEEE Transactions on Software Engineering, 2019, 45(11):
1125-1149.



5 6 3] IS T ARDAT MR R B e iR A D AT 7 Bt ©59.

[64] DING S H H, FUNG B C M, CHARLAND P. Asm2Vec: boosting
static representation robustness for binary clone search against code
obfuscation and compiler optimization[C]//Proceedings of the 2019
IEEE Symposium on Security and Privacy (SP). Piscataway: IEEE
Press, 2019: 472-489.

[65] DUAN'Y, LI X, WANG J H, et al. DeepBinDiff: learning program-
wide code representations for binary diffing[C]//Proceedings 2020
Network and Distributed System Security Symposium. Internet So-
ciety, 2020.

[66] KIMD,KIME, CHASK, etal. Revisiting binary code similarity analy-
sis using interpretable feature engineering and lessons learned[J].
IEEE Transactions on Software Engineering, 2023, 49(4): 1661-
1682.

[67] GAO J, YANG X, FU Y, et al. VulSeeker-pro: enhanced semantic
learning based binary vulnerability seeker with emulation[C]//Pro-
ceedings of the 2018 26th ACM Joint Meeting on European Soft-
ware Engineering Conference and Symposium on the Foundations
of Software Engineering. New York: ACM, 2018: 803-808.

[68] GAO J, JIANG Y, LIU Z, et al. Semantic learning and emulation
based cross-platform binary vulnerability seeker[J]. IEEE Transac-
tions on Software Engineering, 2021, 47(11): 2575-2589.

[69] CHENG X, ZHANG G Q, WANG H Y, et al. Path-sensitive code
embedding via contrastive learning for software vulnerability detec-
tion[C]//Proceedings of the 31st ACM SIGSOFT International Sym-
posium on Software Testing and Analysis. New York: ACM, 2022:
519-531.

[70] YAMAGUCHI F, GOLDE N, ARP D, et al. Modeling and discover-
ing vulnerabilities with code property graphs[C]//Proceedings of
the 2014 IEEE Symposium on Security and Privacy. Piscataway:
IEEE Press, 2014: 590-604.

[71] SUN H, CUI L, LI L, et al. VDSimilar: Vulnerability detection
based on code similarity of vulnerabilities and patches[J]. Comput-
ers & Security, 2021, 110: 102417.

[72] THAPA C, JANG S I, AHMED M E, et al. Transformer-based lan-
guage models for software vulnerability detection[C]//Proceedings
of the 38th Annual Computer Security Applications Conference.
New York: ACM, 2022: 481-496.

[73] FU M, TANTITHAMTHAVORN C. LineVul: a transformer-based
line-level vulnerability prediction[C]//Proceedings of the 2022
IEEE/ACM 19th International Conference on Mining Software Re-
positories (MSR). Piscataway: IEEE Press, 2022: 608-620.

[74] FU M, TANTITHAMTHAVORN C, LE T, et al. AIBugHunter: a
Practical tool for predicting, classifying and repairing software vul-
nerabilities[J]. Empirical Software Engineering, 2023, 29(1): 4.

[75] LIU B C, HUO W, ZHANG C, et al. aDiff: cross-version binary
code similarity detection with DNN[C]//Proceedings of the 33rd
ACM/IEEE International Conference on Automated Software Engi-
neering. New York: ACM, 2018: 667-678.

[76] PEI K X, XUAN Z, YANG J F, et al. Learning approximate execu-

tion semantics from traces for binary function similarity[J]. IEEE
Transactions on Software Engineering, 2023, 49(4): 2776-2790.
[77] JIANG X Z, WANG S, GONG Y X, et al. HAformer: Semantic fu-

[78

[79]

[80]

[81

[82

[83

[84

[85]

(86

[87

[88]

[89]

sion of hex machine code and assembly code for cross-architecture
binary vulnerability detection[J]. Computers & Security, 2024, 145:
104029.

B, JLBE, A 0B AR RN TR AR S I R BT k(0]
B2, 2018, 29(5): 1199-1212.

LIZ, BIAN P, SHI W C, et al. Approach of leveraging patches to dis-
cover unknown vulnerabilities[J]. Journal of Software, 2018, 29(5):
1199-1212.

WOO S H, CHOI E J, LEE H J, et al. VISCAN: Discovering 1-day
vulnerabilities in reused C/C++ open-source software components
using code classification techniques[C]//32nd USENIX Security
Symposium. 2023: 6541-6556.

WOO S, PARK S, KIM S, et al. CENTRIS: a precise and scalable
approach for identifying modified open-source software reuse[C]/
Proceedings of the 2021 IEEE/ACM 43rd International Conference
on Software Engineering (ICSE). Piscataway: IEEE Press, 2021:
860-872.

R, hl e, XK, 45 . — R OR R S 1 65 7 I — 3t ) S
KZ T[] HEADELS K, 2018, 55(7): 1498-1507.
CHENY, LIU Z J, ZHAO W W, et al. A large-scale cross-platform
homologous binary retrieval method[J]. Journal of Computer Re-
search and Development, 2018, 55(7): 1498-1507.

LIN G J, ZHANG J, LUO W, et al. Software vulnerability discov-
ery via learning multi-domain knowledge bases[J]. IEEE Transac-
tions on Dependable and Secure Computing, 2021, 18(5): 2469-
2485.

LIU S G, LIN G J, QU L Z, et al. CD-VulD: cross-domain vulner-
ability discovery based on deep domain adaptation[J]. IEEE Trans-
actions on Dependable and Secure Computing, 2022, 19(1):
438-451.

ZHANG J W, LIU Z X, HU X, et al. Vulnerability detection by
learning from syntax-based execution paths of code[J]. IEEE Trans-
actions on Software Engineering, 2023, 49(8): 4196-4212. ]

WANG X D, SUN K, BATCHELLER A, et al. Detecting “0-day”
vulnerability: an empirical study of secret security patch in OSS[C]/
Proceedings of the 2019 49th Annual IEEE/IFIP International Con-
ference on Dependable Systems and Networks (DSN). Piscataway:
IEEE Press, 2019: 485-492.

ZOU D Q, WANG S J, XU S H, et al. $\mu$pVulDeePecker: a deep
learning-based system for multiclass vulnerability detection[J].
IEEE Transactions on Dependable and Secure Computing, 2021, 18(5):
2224-2236.

Bofi, R, R, 45 . BT AR JE A B i B 03] LSTM
PRI 2 40 A D). SRR, 2020, 31(11): 3404-3420.

DUAN X, WU J Z, LUO T, et al. Vulnerability mining method
based on code property graph and attention BILSTM[J]. Journal of
Software, 2020, 31(11): 3404-3420.

WU Y M, ZOU D Q, DOU S H, et al. VulCNN: an image-inspired
scalable vulnerability detection system[C]//Proceedings of the 2022
IEEE/ACM 44th International Conference on Software Engineering
(ICSE). Piscataway: IEEE Press, 2022: 2365-2376.

ZOU D Q, HU Y T, LI W K, et al. mVulPreter: a multi-granularity



* 60

. WZs 515 B i

118

[90]

[o1]

[92]

[93

[94

[93]

[96]

[97]

[98]

[99]

[100]

[101]

[102]

vulnerability detection system with interpretations[J]. IEEE Trans-
actions on Dependable and Secure Computing, 2022, (99): 1-12.
YUAN B, LU Y F, FANG Y L, et al. Enhancing deep learning-
based vulnerability detection by building behavior graph model[C]//
Proceedings of the 2023 IEEE/ACM 45th International Conference
on Software Engineering (ICSE). Piscataway: IEEE Press, 2023:
2262-2274. .
WANG S, WANG X D, SUN K, et al. GraphSPD: graph-based se-
curity patch detection with enriched code semantics[C]//Proceed-
ings of the 2023 IEEE Symposium on Security and Privacy (SP).
Piscataway: IEEE Press, 2023: 2409-2426.
ZHANG CY, LIU B, XIN Y, et al. CPVD: cross project vulnerabil-
ity detection based on graph attention network and domain adapta-
tion[J]. IEEE Transactions on Software Engineering, 2023, 49(8):
4152-4168.
LI X, XIN'Y, ZHU H L, et al. Cross-domain vulnerability detection
using graph embedding and domain adaptation[J]. Computers & Se-
curity, 2023, 125: 103017.
BOWMAN B, HUANG H H. VGRAPH: a robust vulnerable code
clone detection system using code property triplets[C]//Proceedings
of the 2020 IEEE European Symposium on Security and Privacy
(EuroS&P). Piscataway: IEEE Press, 2020: 53-69.
LIU B C,MENG G Z, ZOU W, et al. A large-scale empirical study on
vulnerability distribution within projects and the lessons learned[C]//
Proceedings of the ACM/IEEE 42nd International Conference on
Software Engineering. New York: ACM, 2020: 1547-1559.
KANG W, SON B, HEO K. TRACER: signature-based static analy-
sis for detecting recurring vulnerabilities[C]//Proceedings of the
2022 ACM SIGSAC Conference on Computer and Communica-
tions Security. New York: ACM, 2022: 1695-1708.
STEENHOEK B, GAO H Y, LE W. Dataflow analysis-inspired
deep learning for efficient vulnerability detection[C]//Proceedings
of the IEEE/ACM 46th International Conference on Software Engi-
neering. New York: ACM, 2024: 1-13.
WEN X C, GAO CY, YE J X, et al. Meta-path based attentional
graph learning model for vulnerability detection[J]. IEEE Transac-
tions on Software Engineering, 2024, 50(3): 360-375.
MACHIRY A, REDINI N, CAMELLINI E, et al. SPIDER: enabling
fast patch propagation in related software repositories[C]//Proceed-
ings of the 2020 IEEE Symposium on Security and Privacy (SP).
Piscataway: IEEE Press, 2020: 1562-1579.
WANG Y S, SHEN J J, LIN J, et al. Staged method of code simi-
larity analysis for firmware vulnerability detection[J]. IEEE Ac-
cess, 2019, 7: 14171-14185.
YUAN Z M, FENG M Y, LI F, et al. B2SFinder: detecting open-
source software reuse in COTS software[C]//Proceedings of the
2019 34th IEEE/ACM International Conference on Automated
Software Engineering (ASE). Piscataway: IEEE Press, 2019:
1038-1049.
DU X N, CHEN B H, LI Y K, et al. LEOPARD: identifying vul-
nerable code for vulnerability assessment through program met-

rics[C]//Proceedings of the 2019 IEEE/ACM 41st International

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

Conference on Software Engineering (ICSE). Piscataway: IEEE
Press, 2019: 60-71.

CHINTHANET B, PONTA S E, PLATE H, et al. Code-based vul-
nerability detection in node.js applications: how far are we[C]//
Proceedings of the 35th IEEE/ACM International Conference on
Automated Software Engineering. New York: ACM, 2020: 1199-
1203.

LI'Y, WANG S H, NGUYEN T N. Vulnerability detection with
fine-grained interpretations[C]//Proceedings of the 29th ACM
Joint Meeting on European Software Engineering Conference
and Symposium on the Foundations of Software Engineering.
New York: ACM, 2021: 292-303.

LI Z,ZOU D Q, XU S H, et al. SySeVR: a framework for using
deep learning to detect software vulnerabilities[J]. IEEE Transac-
tions on Dependable and Secure Computing, 2022, 19(4): 2244-
2258.

CAO S C, SUN X B, BO L L, et al. MVD: memory-related vul-
nerability detection based on flow-sensitive graph neural net-
works[C]//Proceedings of the 2022 IEEE/ACM 44th Interna-
tional Conference on Software Engineering (ICSE). Piscataway:
IEEE Press, 2022: 1456-1468.

WANG W B, NGUYEN T N, WANG S H, et al. DeepVD: to-
ward class-separation features for neural network vulnerability
detection[C]//Proceedings of the 2023 IEEE/ACM 45th Interna-
tional Conference on Software Engineering (ICSE). Piscataway:
IEEE Press, 2023: 2249-2261.

FAN'Y H, WAN C H, FU C, et al. VDoTR: Vulnerability detection
based on tensor representation of comprehensive code graphs[J].
Computers & Security, 2023, 130: 103247.

W% T, Btk 2, 5 I, S5 2 TR AEAROE P AR YR A e TR A D
D7D, A AR, 2023, 44(1): 103-117.

YANG H Y, YANG H Y, ZHANG L, et al. Feature dependence
graph based source code loophole detection method[J]. Journal
on Communications, 2023, 44(1): 103-117.

LIU Z X, TANG Z J, ZHANG J W, et al. Pre-training by predict-
ing program dependencies for vulnerability analysis tasks[C]/
Proceedings of the IEEE/ACM 46th International Conference on
Software Engineering. New York: ACM, 2024: 1-13.

WEN X C, GAO C Y, LUO F, et al. LIVABLE: exploring long-
tailed classification of software vulnerability types[J]. IEEE
Transactions on Software Engineering, 2024, 50(6): 1325-1339.
QIU F C, LIU Z X, HU X, et al. Vulnerability detection via
multiple-graph-based code representation[J]. IEEE Transactions
on Software Engineering, 2024, 50(8): 2178-2199.

SHAO M M, DING Y X. {FVD-DPM}: Fine-grained Vulnerabil-
ity Detection via Conditional Diffusion Probabilistic Models[C]//
33rd USENIX Security Symposium. 2024: 7375-7392.

SHIMMI S, RAHMAN A, GADDE M, et al. {VulSim}: Leverag-
ing Similarity of {Multi-Dimensional} Neighbor Embeddings for
Vulnerability Detection[C]//33rd USENIX Security Symposium
(USENIX Security 24). 2024: 1777-1794.

MIKOLOV T, CHEN K, CORRADO G, et al. Efficient estima-



IS T ARDAT MR R B e iR A D AT 7 Bt

6]

[116]

[117]

[118]

[119]

[120]
[121]

[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

tion of word representations in vector space[J]. arXiv preprint
arXiv:1301.3781, 2013.

BROMLEY J, BENTZ JW, BOTTOU L, et al. Signature verifica-
tion using a" siamese" time delay neural network[J]. Advances in
neural information processing systems, 1993, 6.

VASWANI A, SHAZEER N, PARMAR N, et al. Attention is all
you need[J]. Advances in neural information processing systems,
2017, 30.

DEVLIN J, CHANG M W, LEE K, et al. Bert: Pre-training of
deep bidirectional transformers for language understanding[J].
arXiv preprint arXiv:1810.04805, 2018.

LIU Y, OTT M, GOYAL N, et al. Roberta: A robustly optimized
bert pretraining approach[J]. arXiv preprint arXiv: 1907.11692,
2019.

Ctags [EB]. 2023

XU Y H, PAN S J, XIONG H, et al. A unified framework for met-
ric transfer learning[J]. IEEE Transactions on Knowledge and
Data Engineering, 2017, 29(6): 1158-1171.

FENG ZY, GUO DY, TANG DY, et al. Codebert: A pre-trained
model for programming and natural languages[J]. arXiv preprint
arXiv:2002.08155, 2020.

WANG W H, LI G, MA B, et al. Detecting code clones with graph
neural network and flow-augmented abstract syntax tree[C]//Pro-
ceedings of the 2020 IEEE 27th International Conference on Soft-
ware Analysis, Evolution and Reengineering (SANER). Piscat-
away: IEEE Press, 2020: 261-271.

ROSENBLUM N, MILLER B P, ZHU X J. Recovering the tool-
chain provenance of binary code[C]//Proceedings of the 2011 In-
ternational Symposium on Software Testing and Analysis. New
York: ACM, 2011: 100-110.

PAGLIARDINI M, GUPTA P, JAGGI M. Unsupervised learning
of sentence embeddings using compositional n-gram features[J].
arXiv preprint arXiv:1703.02507, 2017.

LE Q V, MIKOLOV T. Distributed representations of sentences
and documents[C]//International conference on machine learning.
PMLR, 2014: 1188-1196.

PENNINGTON J, SOCHER R, MANNING C. Glove: global
vectors for word representation[C]//Proceedings of the 2014 Con-
ference on Empirical Methods in Natural Language Processing
(EMNLP). Stroudsburg, PA, USA: ACL, 2014: 1532-1543.

DAI H J, DAI B, SONG L. Discriminative embeddings of latent
variable models for structured data[C]//International conference
on machine learning. PMLR, 2016: 2702-2711.

GROVER A, LESKOVEC J. node2vec: scalable feature learning
for networks[C]//Proceedings of the 22nd ACM SIGKDD Inter-
national Conference on Knowledge Discovery and Data Mining.
New York: ACM, 2016: 855-864.

HU Z N, DONG Y X, WANG K S, et al. Heterogeneous graph
transformer[C]//Proceedings of the Proceedings of The Web Con-
ference 2020. New York: ACM, 2020: 2704-2710.

RADFORD A, NARASIMHAN K, SALIMANS T, et al. Improv-
ing language understanding by generative pre-training[J]. 2018.
LIY J, ZEMEL R, BROCKSCHMIDT M, et al. gated graph se-

[133]

[134]

[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

[143]

[144]

145]

[146]

[147]

quence neural networks[C]//Proceedings of ICLR'16. 2016.
BERG RVD, KIPF T N, WELLING M. Graph convolutional ma-
trix completion[J]. arXiv e-prints, 2017: arXiv: 1706.02263.
VELICKOVIC P, CUCURULL G, CASANOVA A, et al. Graph
attention networks[J]. arXiv preprint arXiv:1710.10903, 2017.

XU X J, LIU C, FENG Q, et al. Neural network-based graph em-
bedding for cross-platform binary code similarity detection[C]//
Proceedings of the 2017 ACM SIGSAC Conference on Computer
and Communications Security. New York: ACM, 2017: 363-376.
YING R, BOURGEOIS D, YOU J X, et al. GNNExplainer: gen-
erating explanations for graph neural networks[J]. Advances in
Neural Information Processing Systems, 2019, 32: 9240-9251.
CHATTOPADHAY A, SARKAR A, HOWLADER P, et al. Grad-
CAM: generalized gradient-based visual explanations for deep
convolutional networks[C]//Proceedings of the 2018 IEEE Win-
ter Conference on Applications of Computer Vision (WACV). Pis-
cataway: IEEE Press, 2018: 839-847.

GUI Y, WAN Y, ZHANG H Y, et al. Cross-language binary-
source code matching with intermediate representations[C]//Pro-
ceedings of the 2022 IEEE International Conference on Software
Analysis, Evolution and Reengineering (SANER). Piscataway:
IEEE Press, 2022: 601-612.

CHEN T Y, LI L, QIAN T T, et al. Identifying vulnerability
patches by comprehending code commits with comprehensive
change contexts[J]. arXiv preprint arXiv:2310.02530, 2023.

GAO ZY, WANG H, ZHOU Y C, et al. How far have we gone in
vulnerability detection using large language models[J]. arXiv pre-
print arXiv:2311.12420, 2023.

ZHANG C Y, LIU H, ZENG ] Y, et al. Prompt-enhanced soft-
ware vulnerability detection using chatgpt[J]. arXiv preprint
arXiv:2308.12697, 2023.

BAKHSHANDEH A, KERAMATFAR A, NOROUZI A, et al.
Using chatgpt as a static application security testing tool[J].
arXiv preprint arXiv:2308.14434, 2023.

CHESHKOV A, ZADOROZHNY P, LEVICHEV R. Evaluation
of ChatGPT model for vulnerability detection[J]. arXiv preprint
arXiv:2304.07232, 2023.

FU M, TANTITHAMTHAVORN C, NGUYEN V, et al. Chat-
GPT for vulnerability detection, classification, and repair: how
far are we[EB]. 2023.

WANG X, WU Y X, ZHANG A, et al. Reinforced causal ex-
plainer for graph neural networks[J]. IEEE Transactions on Pat-
tern Analysis and Machine Intelligence, 2023, 45(2): 2297-2309.
BARKAN O, ASHER Y, ESHEL A, et al. Learning to explain: a
model-agnostic framework for explaining black box models[C]/
Proceedings of the 2023 IEEE International Conference on Data
Mining (ICDM). Piscataway: IEEE Press, 2023: 944-949.
LR, HKIE, ki, 55 . P00 v & 18 18 B s A6 IR TR 248 5
RIFTELRR]. W26 515 B 2242244, 2025, 11(2): 26-49.

LIU H T, GAN S T, ZHANG C, et al. Survey on automated vul-
nerability mining techniques for IoT device firmware[J]. Chinese

Journal of Network and Information Security, 2025, 11(2): 26-49.



e 62 e

WZs 515 B i

118

[(fEE &

FREE (1998-), B, WIRALEA, 15
BT EA, RTINS
Bz ACTDARUPERTI . SRl A .

X)E¥ (1981-), %, MEHEEN, F
BTS8P 7 H AR
ARAEAG I . R IRAS I

BEokES (1983-), H, wwmumlAN, 5
BT RSEHEE, FER R oA
BN 24 B E AR .

BIF (1976-), B, WTHA, &
BTRERSEHERE, EEW T AT
MLEEH . RGEIML. RN 242 TR
TR



