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Abstract: In the digital era, with the continuous evolution of cyberattack methods, the identification of malicious
web pages has become a major challenge in the field of network security. Traditional convolutionalneural networks
have achieved remarkable results in the detection of malicious web pages,but they are unable to capture long-
distance dependencies and have limited semantic capture capabilities. Therefore, a novel deep learning modelnamed
APEA was designed and implemented, offering a new research direction for the identification of malicious web-
pages. APEA model adopted character-level information with a finer granularity than the Transformer to enhance
the model's perception of detailed features in malicious URL texts. Similar to the Transformer, input embedding

were combined with positional encoding to explicitly incorporate sequential information.Additionally,a global infor-
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mation sharing mechanism wasincorporated to effectively integrate local and global features,thereby improving the

model's ability to recognize complex malicious URL patterns. An adaptive dynamic weight update mechanism was

designed,enabling the model to flexibly adjust the weights of each head in the multi-head self-attention mechanism

according to different input,thus capturing more features. Experimental results showed that compared with existing

machine learning and deep learning-based malicious URL detection methods,APEA achieved better performance in

terms of detection accuracy,precision,recall,and F1 score.Ablation experiment results indicated that both the global

information sharing mechanism and the adaptive dynamic weight update mechanism contribute to the improvement

of model performance.Compared with the model with these two mechanisms removed,the APEA model achieves an

improvement of approximately 2.8% across all metrics..

Keywords: APEA, malicious URL identification, global information, Transformer
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YIGRE: hE. RIEESNKERS
o B AdamW AL ES, WIG6% S FEA
13107, FH R XHURBhA R, HALRIIZ
FEA S N 16, IENAL T, 1% & Dropout %A
0.1, Pyt BB A . 1528 524 77 1 Fe ek 4E R
932, M 16k HE R AIALE, H 2K
M2k
3.2 THlIERR

AL EER N TURINA — 0 A5, EEUTE
fh¥eFRE: HEMZE (accuracy, ACC). FEffi% (pre-
cious). HAFIFE (recalD. F157% (Fl-score).

THEAff 2 2 17 B SRS S0 TE A AR A R AR
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T 9 1EH URL, SEBr 2 IE % URL ) H %1 %%
i TN RN Wl 8% & URL, SEPrtl %=
URL ) H % & FP 3R Bl 9 IEH URL, £
Fr % URL (B8R s FN R T R % =
URL, SBryIEH URL M BIERE . ACC {H
A 7 T URL % = M IR ) £ b A

B TP + TN
ACC_TP+FP+FN+TN an

5 B % 8 T A IE %5 URL FR AR A sE2 bR il
NIEH URL EEH], tHEERE WX (12).

TP
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A F R AR GRS 3R H 2 /D B IE IE 284
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TP
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F1 38N GEE TR A B %, W
RSSO P S N RS RS E RS A
AR R AN RE R AE —NMRR BRI T AL 5 — M
br ERINZE, F1 7080 g S Wl B URL A I A
R R iR ERE, HatE R W(14).
_ 2 x precision x recall

precision + recall

3.3 MIUEEMIRBIgEE N
BB VEAN A A EL BT (AN RI ML 88 24 )

precision =

Fl1
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R TR R B 2 S R R X T R P R R R
W, BFERER . R ENL. AR DU 2
KA IZ M 4 s 2R )5 I 44 APEA HEZE (1) 2%
PEo NN T AR B O T W A T
Brta U ERIRAIRE J, ARSCERRHERIT T 2 10
S
3.3.1 & & URLAN 7

W URL B85 2 0 28 URL. W = A28
URL. #Jf25URL. Hrh, HEKKURLE S Q
B B AR 44 B e ) RS URL
A SR E IS USR8 . RS2SR
NE; #2E URL @ I O 2 A v 9 3l ok 6 Y
P BURE R, B7F URL &5 _FfLIE % URL
W R ER, ERBEAEMAXA, H
R 0T P4 38 %7 5 P SN B SR BUR (S
Bo BEECRURL B IEHR URL LA KT
T W SERFAE, 1% R 28 URL 1 S0 R 2
SETHRECE S 4 IEH URL 2 A7 46, BT LA EDRS
WS TR EH— P XA TS5, #WHIKEURL
5 IEH URL [ X 512 e/, i =& 7E B AL
95 J5 13 20 (0 5 TTPEAG i b B 52 3058 202K URL
AT N ST 56 0 SR A i, £ 2 URL |G W S 56
BRI 72

REGUE APEA AR F AN G 3 41 715 AR 25 1R
URL &0 % 5, B URL s R A 1w f% &,
ASCIEFF T % URL A 20 BT SE 5, M Kaggle
HRHCURL 04, #ods S 808 12 000 %%, SE50
KA P3G R URLEELLLEI A 1101, IR
WREAIREIN 1, IGE. BuEdE . e
sy 4:3:3, LIRSS R 2 s

APEA HE B[ % I H8 A #BENAS T fe i fEL, U
Hf] APEA #5476 3% 2 URL A0 5256 o Le Hofl A% 55
WS 2 SRR VR B 2 ST AU TE AR 5

Nk — 556 E APEA BB A R, A
W e 5 i JLAFE % & URL A WA 26 T AE 3R 4T 5% B
43 #T . URLdeepDetect! S5 74 {5 F 175 S ] £ A 7Y
A URL 0 254 AR 4 #t URL RV HEAE, FRE
FH LSTM #ll k 3548 5 28 %) URL #4773 25, fE[A
B RBLH e Ak e RE, L LSTM filiA
TEHUHR 45 L LT 98.3% IMIHERG R, kI R I
A ZI5 99.7%. A K 5 URLdeepDetect
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I ACC
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5% | precision
B recall
LVl
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85%[ 84.25
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70%

65%
e

87.52
87.50
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%=1 APEA#IURLdeepDetect iR BI%f bt SLI6 45 5

Y ACC  precision  recall F1
URLdeepDetect+tLSTM ~ 98.3%  99.0%  97.7% 98.3%
URLdeepDetect+k $5{H  99.7%  97.0%  95.7% 96.8%

APEA 99.7%  99.6%  99.7% 99.6%

URLdeepDetect 3 FH 7] 44 1 S [r) 2 g2 455, Ak
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WG ISR ANGG IR 1 ot e i 2R A 20k
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0.350

0.345

0.340 |

X
= 0.335

0.330

0.325

0.320

0 6 8 10
W% vk
K4 APEAMEZYLEBL LSS URL A H (1I45 R AE
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iR ACC precision recall Fl1
SVM 95.41%  95.42%  95.40%  95.41%
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o e ) 97.41%  97.40%  97.43%  97.41%
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Wi T T oK A, 7R BRI 2RI LR ZRRAE
HORS A I e s DS U R I, R T
APEA Y. LSTM R RIL— MK, & Wifabriz
T APEA #57,  [A]I APEA 15 784 76 & fff 5 Al 74
o] 22 2 (R HRAS T R AP A
333 T EHME URLASM GE A 247

A S 3% Bk A 9 1E H RE S URL 4

— 332 520 45 % 2% URL i . FIREHL, K
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#3 EEURLEMSCIGER

Y ACC precision recall F1
SVM 94.67% 94.66% 94.66% 94.66%
MEIHET  61.08% 71.51% 60.06% 65.29%
TR SFA 93.83% 93.83% 93.82% 93.83%
LSTM 93.17% 95.73% 90.76% 93.18%
APEA 97.65%  97.73%  97.64%  97.68%

3.3.4 &KX URLAN S 54T

AR S e bR A5 D TE R AR f 1K) URL 4045
15 94 111 26402 URL $ds,  $odis & DL 3L
AR 2 HET AN SLEe — A, RS EA
12 000 %%, 1E% URL A% E URL &% 5 —2¢, 1
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URL AR, 2928 URL R a] GEAEA) & v M
Ui URL SR 5 FH 7, EATTREFES 4 . T I
FEIE TS E 2 5 EEMEER TR, X
FhZ A4 47 ik By 1 28 URL M1 IE % URL 3R
i, B8 AIEN, LAY BN SR kAR 2R 8 ALl
G IEHRREML 03T AR, AN URL
Kl o APEA B2 A4 B 48 AR PR AN A 1
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F4 B URLIGNIZELEER

| ACC precision recall Fl1
SVM 76.00%  76.03%  76.05%  76.03%
AFEIIHT 60.58% 62.55% 59.94% 61.21%
RIERT 80.17% 80.15% 80.14% 80.15%
LSTM 90.00%  89.42%  90.44%  89.93%
APEA 93.64%  93.70%  93.64%  93.67%
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precision  recall F1
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. . 2.419
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92.42%  92.46% 92.44%

APEA-Global context 94.43% 95.25%  95.09% 95.17%
AP EA'A‘;ZZEVC—m““' 93.86% 94.51% 94.49% 94.49%
APEA 9520% 95.37% 95.19% 95.28%
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en.wikipedia.org/wiki/feature_driven development 2 N J x
m.facebook.com------------ validate-account.bintangjb.com 2 N X x
login.paypal.update.scre-chkot.com 2 N X X
wellsfargo.com.moclangarden.vn 2 N N x
paypal.com.enrichingcreations.com 2 N N x
ludo.iwarp.com/gwm/ 2 N x N
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