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Abstract: Backdoor attacks were recognized as one of the primary security threats faced by machine learning mod-
els during the training phase. Although significant progress had been achieved in existing defense methods against
backdoor attacks, these approaches were often found to result in a substantial decline in model accuracy on clean
test sets. To address this issue, a method named defending against backdoor attacks with diffusion model
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triggers using a diffusion model before model training. By altering the hidden trigger features in the samples, back-
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door attacks were effectively mitigated. Systematic offensive and defensive comparison experiments were con-
ducted on four benchmark datasets: MNIST, CIFAR-10, Tiny ImageNet, and LFW. The experimental results demon-

strate that the DBADM method not only successfully defends against various backdoor attacks but also maintains

the model’s high accuracy performance on the clean dataset.
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Figure 3  Original image and images under different backdoor attacks
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2 A bR TR A Fine-pruning Jj% ATk
C— B ASR ACC ASR ACC ASR ACC
0 0.96 0.97 0.79 0.67 025 0.96
1 0.99 0.97 0.89 0.80 0.90 0.96
2 0.92 0.95 0.99 0.85 0.50 0.95
3 0.99 0.97 1.00 0.82 0.53 0.96
4 0.97 0.97 0.94 0.75 0.48 0.96
5 0.96 0.96 0.99 0.64 038 0.95
6 0.94 0.97 0.97 0.82 0.55 0.96
7 0.96 0.97 0.98 0.79 0.49 0.95
8 0.99 0.97 0.99 072 0.24 0.96
9 0.95 0.97 0.96 0.76 0.58 0.96
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Figure 4  Attack success rate on different categories of test sets
with only poisoned image 0 (horizontal axis is the 10
digit categories under MNIST dataset)
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Figure 5 Comparison of CAR of different defense methods in
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Figure 7 Comparison of ASR of different methods in resisting

group target poisoning attacks on the MNIST dataset
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Figure 8 Comparison of ACC of different methods in resisting
group target poisoning attacks on the MNIST dataset
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Table 3 Performance tests of the four defense methods when BadNets and
Blended attacks are performed on the LFW dataset

Fine-pruning NAD DataElixir AT
JaI 18t
CAR ASR CAR ASR CAR ASR CAR ASR
BadNets 0.21 0.20 0.13 0.07 0.06 0.008 0.10 0.07
Blended 0.22 0.76 0.13 0.08 0.07 0.002 0.10 0.36
%4 7ETiny ImageNet #1384 t#1T BadNets 1 Blended A 4 #5175 55 A9 14 82K
Table 4 Performance tests of the four defense methods when BadNets and
Blended attacks are performed on the Tiny ImageNet dataset
Fine-pruning NAD DataElixir AT
JE B
CAR ASR CAR ASR CAR ASR CAR ASR
BadNets 0.25 0.17 0.15 0.05 0.10 0.001 0.13 0.05
Blended 0.25 0.70 0.14 0.07 0.11 0.005 0.11 0.33
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