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query process, after the query request from the client was received by the server, the trapdoor was verified to

achieve precise access control. Then, operations were performed on the data that had undergone homomorphic en-

cryption. From the overall execution logic, the specific content of the user’s query could not be inferred by attack-

ers through the system interaction process, thus effectively solving the problem of access pattern leakage. Simulta-

neously, the association relationship between the trapdoor, keyword ciphertext, and the query content could not be

established by the server, effectively avoiding search pattern leakage. Experimental results show that as the data

volume continues to increase, the computational cost advantage of this scheme becomes increasingly prominent.

Compared with traditional privacy information retrieval protocols, the query time is reduced by approximately 80%

in the proposed scheme.
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Figure 1 Typical workflow of searchable encryption technology
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Figure 2 PIR retrieval flowchart
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Figure 3 PESES single server model architecture
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Figure 5 Comparison of query times for the two
schemes under different data volumes
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