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Abstract: Automatic dependent surveillance-broadcast (ADS-B) technology, as a key technology for improving the
efficiency and safety of air traffic management, has been widely adopted globally. ADS-B was utilized by civil air-
craft to autonomously broadcast their position and dynamic information, providing an efficient and real-time sur-

veillance method for air traffic control. Due to the openness of the ADS-B protocol and the use of plaintext mes-
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sage transmission over wireless broadcast channels, ADS-B messages were recognized as vulnerable to attacks

such as message tampering and spoofing during transmission. The security challenges and issues confronted by

ADS-B were thoroughly investigated and analyzed. Existing research and solutions were systematically reviewed

and assessed, with their respective advantages and disadvantages analyzed. Finally, future research directions for

addressing the security issues of ADS-B were explored. These research directions are expected to provide theoreti-

cal support and technical references for enhancing the security of ADS-B, thereby promoting the development of

aviation communication security.

Keywords: automatic dependent surveillance-broadcast, message tampering, anomaly detection, location verifica-

tion, blockchain technology
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Figure 1  Structure of ADS B system
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