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effective, and accurate identification and prevention of financial fraud a widely concerned issue. Machine learning
and deep learning technologies had received extensive research attention due to their capability to effectively detect
dynamic and changing fraud patterns. However, the privacy and confidentiality requirements of financial data were
found to limit the practical application of data-driven intelligent analysis technologies, including deep learning, in
the financial field. Therefore, research on how to conduct collaborative training and establish effective fraud detec-
tion models while ensuring data privacy and security was considered to be of great value. To address these chal-
lenges, a risk weight aggregation federated learning (FedRWA) method was proposed for multi-model fusion. A
central anomaly detection model was constructed to achieve multi-source sensitive data model fusion learning
while ensuring data privacy. This approach enabled the central joint model to accurately capture the fraud risk char-
acteristics of each institution’s private dataset, thereby improving fraud detection effectiveness. To verify the effec-
tiveness of the proposed method, experiments were conducted using a credit card transaction dataset. The experi-

mental results demonstrate that the FedRWA method performs better than numerous cutting-edge federated learning

methods, could detect more and larger fraud samples, and further enhances the security of private data.

Keywords: federated learning, financial fraud, risk weight, fraud detection
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Figure 2 Distribution of fraud samples (equal amounts of data)
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Table 4 Performance comparison between FedRWA
and various federated learning algorithms
(equal amounts of data)

ik G-mean AUC  Recall  Amount-pred

Center 0.925 0950  0.857 9965.4
FedAvg 0.930 0948  0.867 9973.4
FedProx 0931 0956  0.867 9973.4
MOON 0936 0946  0.878 8621.2
FedBN 0936 0953  0.878 8621.1
FedRN 0.742  0.870  0.551 1659.5
FedRWA-S,-M578 0936 0.946  0.878 99744
FedRWA-S,-MInf  0.941 0953  0.888 9975.4
FedRWA-S-M578  0.942 0938  0.888 9975.4
FedRWA-S,-MInf ~ 0.931 0954  0.867 99744
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Table 5 Performance comparison between FedRWA
and various federated learning algorithms
(unequal amounts of data)

A7 G-mean AUC  Recall Amount-pred
Center 0.925 0.950  0.857 9965.4
FedAvg 0936  0.953  0.878 9975.4
FedProx 0936  0.953  0.888 10 747.14
MOON 0.940 0929  0.888 9975.4
FedBN 0.936 0.954  0.878 9974.4
FedRN 0.700 0.490  0.793 1229.55
FedRWA-S -M578  0.937 0.954  0.888 10 747.14
FedRWA-S -MInf 0940  0.954  0.888 10 747.14
FedRWA-S,-M578  0.937 0.947  0.908 12 298.75
FedRWA-S -MInf  0.941 0.953 0918 12 299.75
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