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ABE schemes. Within the attribute consortium chain, an attribute one-way hash chain was introduced to overcome

the challenges associated with batch attribute revocation. Additionally, a collaborative on-chain and off-chain stor-

age mechanism was adopted to store shared data, alleviating the storage burden on any single blockchain. Finally,

the described dual consortium chain architecture was implemented using the FISCO BCOS platform.

Keywords: industrial [oT, data sharing, dual consortium chain, unidirectional hash chain of attributes, attribute-

based encryption
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Figure 1  Architecture of data sharing in dual consortium blockchain
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Figure 7 Comparison of single-chain and dual-chain

>2 000 ms

latency distributions for individual transactions under
sequential contract execution

2) FATELMR: FATE LMK R E TIPS
X HBE RS RE R RE B B8 5 I AT HAT I 1 B
KB CEVRNG U HEBA AL BERE R o A< Sy R AETF
TEAMRS R T, Bt 75 RAT— s
ORI b S U AT A R IR 5
FEIF 34, S0 XUE 45 K AR T SRk i PR RE SR T
R HATE LN BB XUEE 52858 ) FERT 23 AT %)
FL B 8 Firow

3) RIEAE 58 N T B FER . A S 56 IR
X Bl 5 5 0URE B2 44 43 il 4E 1000 2E . 2 000 2

A3 000 2822 &) AR N (1P RGN o FEXUBE ik
EHHE S R G EILEINT:3. GiRER, £
ANTR] R A 55 A XUBE 2R A4 1 B AR I (K T
AN, RYIGER M ST 5 R . A
[ 2 5 B R 1T 2 AR I X EE G B 9 s o

400 [ g 1 390
350 L2 AREE

300
18250
18200

LS
150
100
50

400~1 000 ms

1000~2 000 ms
FE X H)
B8 FFATE LN B XU 2B A8 B RER 43 A 4o L

Figure 8 Comparison of single-chain and dual-chain

>2 000 ms

latency distributions for individual transactions under
parallel contract execution

= U
1757 == 16.107

1 000%¢

20002
RG R
E 9 REZ G E N TR Xt

Figure 9 Comparison of average time consumption

3 000

under different transaction volumes

4 WELBRHETT R
41 HREI

K7 R IET FISCO BCOS F & #4515 8
T HHE I B R R R MR R B . JLIREVAR A
PBFT 3R, R T RHBRAEAHE. &R
R E BRI E . G242 WE 2.
FHRE. MG EHEAEE. TREMWWE 10
Fi7 o



.82 WZs 515 B i

118

| BLAE | Tl B I i
IndustryData | 54523 5 | UserAHsh
HHE Storage Chain \:I
B BEEAY
|H%F'§w§%?ﬁﬁ| [%éﬁaﬂg |
%2
| miikie | [ e |
Sz PG L
1
. I
' T AL
s, S
P L £ LNy AT
e
AR

10 TR

Figure 10 Scheme architecture
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43 BeASAMRSEE
4.3.1 IndustryDataStorage % 4429

1) storelndustryData BRI % : 1% bR 20K 205 17
BB HARE M BE, Il % IndustryDataStored F4:
WREHE D, ISR oA EALE . A7
Dije st B H &

2) getIndustryData B % : 1% oR 4% X datald,
(EZ TR YRRV E B ATy 1o i 6 R ER E A Rl es S

3) deleteIndustryData bf £ : 1% #R £0CA B i 3
RE, AN A2 G AT I8 datald IR Tl A2 B R
BHFRICSE, SRR N2 B, R X B
BEAFE R, M 9RREALIRY

IndustryDataStorage % & & £ 17 fifi £ 41 21| BX
B HIE WA L.

B frlEd B R B

BN ECHE bR K datald,  I0ES HOHE
4k dataAddr, N %8 key

Wl BIRAERES

1 FnctionstorelndustryData(datald, dataAddr, key):

2 /IBUBRERAE, B b ARARALERAE
require(msg.sender == owner)
/KA id 2 T D AR L R
if dataldin industryDataRecords then

throw error "#{4f CLAF1E"

end if
1 A R R A

9  prevHash = lastBlockHash // $fHUEE I 5
X e A

10 currentHash = hash(dataAddr || key || pre-
vHash) // T+ 5 24 Fir Bt i i

11/ WG X

12 industryDataChain[datald] = {

13 encryptedDataAddress: dataAddr,

14 encryptedKey: key,

0 N N B W

15 prevHash: prevHash,

16 currentHash: currentHash

17 3

18 lastBlockHash = currentHash // 5 ¥k 2

19  emit industryDataStored(datald, curren-
tHash) /0355 5077 fif

20 end
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Bik2 HeEENLEE
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il RESIRES

1 FuctionrevokeChain(X, )
2/ BUBRERAE: AN M B A AR
3 if msg.sender != AA then
4 throw error "B PR A 2"
5 endif
6 /I WIFEAAE A B
7  if orgHashChains[X|].head == null then
8 throw error "HUAABEANAFLE"
9 endif
10 end
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(1) H s 1k B e
1) i H storeMedicalData & %, & N\ ME—#x
AT datald 1% 085 bk encryptedDataAddress
N % 2 5 encryptedKey. A 2% E datald M —
5, K 47 N industryDataRecords BLET, FF
fi % IndustryDataStored S

2) AU P id i getIndustryData 2R 23K U
FEHAR MO S AUE AR, #0k
HAEREFA

3) & H 1l deleteIndustryData pF KU 5 45
5E datald ISR, BRIEA AT,

(2) JE sk W sk

1) I Ff] authenticateUser BR %, 361 B4 14 H
HME— AR IR vid FUBEAE A PK, ENJETE
& A5 B IF i & UserAuthenticated 44

4.4

HAaipe I 4

Ce o

P B L

getNodeData |

/
IndustryDataStorage
X, X, «
) o
A
| getIndustryData | storeIndustryData
deleteIndustryData
-
' XI '
/ UserAHashChain
7
authenticateUser addNode
revokeChain revokeUser

SIS (B
Figure 11 Operation flowchart



.« 84 WZs 515 B i

118

2) &P 511 F addNode pR %L, 30 iiE uid F1 PK
Ja KB MBI B S A EER R, VIUEIRE A
A2 (sValid=true), filik UserUpdated S5 o

3) 1A F revokeUser PR %L, R uid A1 PK ¥4 45
SE 1T isValid A5 & BN false, fili & UserRe-
voked FH4

4) i H revokeChain pR £, H4HLAY BE 5 75 S
)4 R IRAS R id AL (isActive=false) , {f it
A IR SRR, fik ChainRevoked S5

5) & 51 i@ it getNodeData bF 50 A F ¥ € H

TR B uid. PKAVE RPEbRE, R ER A fR

ﬁﬁﬁéo

EAh, AR XU W Bl 4R s £ 58 7E GitHub
L
5 4EERiE

ASCEE G Tk BB RS & Jm s %

P 3 =i 2R MR I R I R, SR T —
B UK A B 1 Tl A ) 22 A H e L = AR
BRI T FBE JE R TR T A B I R i)
o ARG T RIE T 2T JE M0 2 i il =
AR SRR AETT R FEARAS 5 R
LT HsE. [FRS, @i FISCO BCOS & 528l T
WU B E I RZ O IhRE, O TR s S =2 48
A7 — P R SR A

EEP e

[1] SISINNI E, SAIFULLAH A, HAN S, et al. Industrial Internet of
things: challenges, opportunities, and directions[J]. IEEE Transac-
tions on Industrial Informatics, 2018, 14(11): 4724-4734.

[2] SINGH A, CHATTERIJEE K. Cloud security issues and challenges: a

survey[J]. Journal of Network and Computer Applications, 2017, 79:

88-115.

JEAEK, IR, PE . — i T AP b RGN T ().

LT 515 554, 2020, 42(2): 348-354.

TUY F, SU Q J, YANG G. An encryption transmission scheme appli-

3

[ty

cable to industrial control systems[J]. Journal of Electronics and In-
formation Technology, 2020, 42(2): 348-354.

AHBOF, #PF, WHIENE, 58 . X HREE BT 2 B A SRR R
PEHE I S s 7 R ). BT 515 B AR, 2021, 43(7): 1864-
1871.

NIU SF, YANG PP, XIE Y, et al. A cloud-assisted ciphertext-based

attribute-based data sharing encryption scheme on blockchain[J].

[4

finar}

Journal of Electronics and Information Technology, 2021, 43(7):
1864-1871.

[5] SINGAMANENI K K, YADAV K, ALEDAILY A N, et al. Decoding
the future: exploring and comparing ABE standards for cloud, IoT,
blockchain security applications[J]. Multimedia Tools and Applica-
tions, 2025, 84(13)‘ 12299-12327.
XFGE, FL2E2y, FO6, &5 . X HBE R G2 A B SRR St ).
Hrﬁm#&, 2024, 47(3): 608-646.
LIU AD, DU X H, WANG N, et al. Research progress on blockchain
system security technology[J]. Chinese Journal of Computers, 2024,
47(3): 608-646.
M2 f, SR 20 E5, W, 45 . SET- CP-ABE 3% 1 X e icdis s il
}aa%ﬂﬁ%[n. W26 5545 12 22 4x 24, 2020, 6(3): 88-98.
QIU Y X, ZHANG H X, CAO Q, et al. Blockchain data access con-
trol scheme based on CP-ABE algorithm[J]. Chinese Journal of Net-
work and Information Security, 2020, 6(3): 88-98.
TrBE, Weth, EOUH, 55 . 5T XCHVBE) 5G I Hdls 3t =207 %=
[7]. W4 545 B 22 4 4R, 2020, 6(4): 45-55.
QIAO K, YOU W, WANG L W, et al. Data sharing scheme for 5G
IoT based on blockchain[J]. Chinese Journal of Network and Infor-
mation Security, 2020, 6(4): 45-55.
ek, B 5 B DXCHURE 1Y) 22 19 A0 PR 4 R 19 [ L 52 07
F). M4 55 B2 4514k, 2022, 8(4): 66-76.
JIN L, TIAN Y L. Multi-authority attribute hidden for electronic
medical record sharing scheme based on blockchain[J]. Chinese Jour-
nal of Network and Information Security, 2022, 8(4): 66-76.
[10] X, ¥R T . =752 2 BB 0 CP-ABE AR 2 50 U5 %]

W2 1545 B 22 424, 2022, 8(3): 176-188.

LIU S, GUO Y Z. Multi-authority based CP-ABE proxy re-

[6

i)

[7

—

[8

=

[0

—

encryption scheme for cloud computing[J]. Chinese Journal of Net-
work and Information Security, 2022, 8(3): 176-188.
[11] HOHENBERGER S, WATERS B. Attribute-based encryption with
fast decryption[M]//Public-Key Cryptography-PKC 2013. Heidel-
berg: Springer, 2013: 162-179.
ZHANG Z T, ZENG P, PAN B F, et al. Large-universe attribute-
based encryption with public traceability for cloud storage[J]. IEEE
Internet of Things Journal, 2020, 7(10): 10314-10323.
HBENAR, X, W), & kT XHER BT (5 2
] 7 0] A5 B Az, 2023, 8(1): 93-107.
ZHENG L J, LIU J Q, TAO Y N, et al. Medical information attri-

[12

[13 JE PN i

bute encryption access control scheme based on blockchain[J]. Jour-
nal of Cyber Security, 2023, 8(1): 93-107.

JEUR, S, gKAr . BT XCHUEEAT CP-ABE 163 IAIE T7 1],
B TAE 5 ¥, 2025, 46(4): 1056-1063.

ZUO J, ZHANG L, ZHANG K J. Cross-domain authentication
scheme based on blockchain and CP-ABE (ciphertext policy attri-

[14

bute based encryption) [J]. Computer Engineering and Design,
2025, 46(4): 1056-1063.

TIAN HL, LI M R. A lightweight IoT data security sharing scheme
based on attribute-based encryption and blockchain[J]. Computers,
Materials & Continua, 2025, 83(3): 5539-5559.

HJeh, 45PH, B, 55 . IDDS: —FO0UE S5 #4% Gei #ai 3 X
BEBIRIT). THELHLR WAL, 2021, 38(3): 675-679.

LIU W, LI'Y, TIAN Z, et al. IDDS: double-chain structure infec-

[1s

[16

tious disease data sharing blockchain model[J]. Application Re-



4

PR T OB AR R e 2 2 5

FE A 85

[17]

(18]

[19]

search of Computers, 2021, 38(3): 675-679.

LAMANNA M, PERAZZO P, DINI G. SEA-BREW: a scalable
attribute-based encryption revocable scheme for low-bitrate IoT
wireless networks[J]. Journal of Information Security and Applica-
tions, 2021, 58: 102692.

MOSTEIRO-SANCHEZ A, BARCELO M, ASTORGA J, et al. Se-
curing IloT using defence-in-depth: towards an end-to-end secure
industry 4.0[J]. Journal of Manufacturing Systems, 2020, 57:
367-378.

0%, BLEE, PREN . oIR8 T A A 10 SR o e 1
s 7 =) A5 B &2 4, 2023, 23(3): 1-12.

GUO R, WEI X, CHEN L. An outsourceable and policy-hidden
attribute-based encryption scheme in the IIoT system[J]. Netinfo
Security, 2023, 23(3): 1-12.

(fEEE T

ZSER{E (1985-), B, HHEMLA, K
NI B I o X IS I LIPS L L))
W mitE 24 UL IX R AR

UET (2001-), 9, mEgMEMEAN, K
RS A, R T A O IX Bk
A, #Eit=z.

EE3r4E (1998-), J, WILREZ A,
KRIERZEM A, FEHFIH F X
BEROR . BRIt

i (1977-), 5B, =M RKEAN, K
iy N I e | Sl [ S N =0 7S
4o NTHEeZE,

WABE (1979-), B, mEKFEAN, K
PRSP, FEBIR T E R %A,
NI

WEFE (1987-), B, mE KA, K
PR PEIT, 2 BT 5T 16 9 Y 2
4. BEhs . HIERA .



