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tire industrial systems. However, fuzz testing of VxWorks remained highly challenging owing to constraints in its
execution environment, the complexity of system implementation, and poor compatibility with existing tools. To ad-
dress these challenges, a fuzz testing framework named VxFuzzer was proposed and implemented based on full-
system simulation using QEMU. Built upon QEMU s full-system simulation capability, this framework integrated
basic block instrumentation, exception status monitoring, and snapshot recovery functions, enabling comprehensive
perception of the target program’s execution status. Moreover, VxFuzzer was designed with high compatibility, al-
lowing it to collaborate with multiple fuzzing tools such as AFL and Boofuzz, thereby facilitating automated vulner-
ability discovery in VxWorks systems. Experimental results show that even in complex scenarios where the number
of basic blocks in the target program exceed one million, VxFuzzer could stably track changes in program coverage
and effectively detect abnormal behaviors during execution, demonstrating excellent performance in both coverage
monitoring and anomaly detection. In practical testing, VxFuzzer successfully identifies four security vulnerabili-
ties, including two known vulnerabilities from the URGENT/11 series and one 0-day vulnerability, confirming the
feasibility and effectiveness of the framework in security testing for industrial-grade embedded systems.

Keywords: VxWorks, fuzzing test, full system simulation, status monitoring, exception monitoring, vulnerability
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Table 1 Test results of VxFuzzer function
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Figure 3  Path coverage detection results
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