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Abstract: Due to the completely open format of automatic dependent surveillance-broadcast (ADS-B) messages
and the lack of encryption for critical data, sensitive location information was put at risk of exposure. To address
the privacy leakage issues caused by untrusted third-party Location-Based Services during the collection and publi-
cation of ADS-B message location data, a phased equal-step randomized response privacy protection method was
proposed. Dimensionality reduction was performed on the three-dimensional location data, and a one-dimensional
octal location information code was generated through binary crossover encoding. A phased equal difference ran-
domized response method was employed to perturb the one-dimensional location information code. The concept of
equal difference perturbation was utilized to create ladder-like groupings in the randomized response space. Subse-
quently, the randomized response process was divided into two phases: a random response based on equal differ-
ence privacy, and an adaptive random response space partitioned by equal difference probability, thereby enhancing
data privacy throughout the randomization process. Finally, a phase-based probabilistic weighted Kalman filter esti-
mation method was proposed to estimate the frequency of the privacy data after randomization. The privacy and
feasibility of this approach were demonstrated through theoretical analysis. Experimental results indicate that the
proposed method effectively protects the privacy of ADS-B sensitive location data while significantly reducing the
error between the frequency statistics of the privacy-protected data and the original data, thus ensuring data validity.

Keywords: local differential privacy, privacy protection, randomized response, ADS-B message positioning data,

location based service
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Figure 1 ~LBS application scenarios and privacy protection association framework
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Table 2 Evaluation of Subset-1 reponse under arithmetic perturbation

B RATSE AP Ae r FAL, TR FRIL, TR MRE
0.0500 0.100 0 0.000 07 1.714 8 1.699 6 0.002 4

f:ll 0.100 0 0.200 0 0.000 08 1.4814 1.466 7 0.002 2
0.150 0 0.3000 0.000 08 1.2153 1.2013 0.002 2
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Table 3 Experimental results of AP sensitivity analysis based on Subset-1
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Table 4 Experimental results of A¢ sensitivity analysis based on Subset-1
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Figure 7 Comparison of frequency distributions of location data across different ADS-B message datasets
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Figure 10  Comparison of MSE for frequency distribution estimation across different LDP schemes on the datasets
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