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defense strategies” was established. Attack types faced by emerging power grids were systematically identified, and

a closed-loop “sense - transmit - decide - control” (STDC) threat analysis model was developed to dissect the

multi-stage coordinated features and cascading failure mechanisms of CCPA. Through threat analysis conducted at

the coupling interfaces between the information and physical domains, a multi-dimensional modeling taxonomy

was constructed to explore the complex modeling challenges and differences present in actual scenarios during the

evolution of CCPA. By integrating game theory and multi-objective optimization theory, a cross-disciplinary de-

fense framework with hierarchical coordination was proposed, while practical implementation challenges were

highlighted. The research findings provide theoretical foundations and actionable insights for enhancing the secu-

rity and resilience of next-generation power systems.

Keywords: cyber-physical coordinated attack, sense-transmit-decide-control, coupled threat, attack modeling, de-

fense strategy, new-type power system security
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