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Things. However, most existing authentication key negotiation protocols were found to support only one-to-one
key negotiation between device managers and device nodes. When a device manager needed to conduct authenti-
cation key negotiation with multiple device nodes, such one-to-one protocols required the administrator to repeat-
edly perform authentication and key negotiation operations with each target device node, thereby consuming sub-
stantial computing and communication resources. To overcome these challenges, a hierarchical multi-device au-
thentication and key agreement protocol was proposed for industrial IoT environments. In the proposed protocol,
the Chinese Remainder Theorem was employed to allow a device manager to establish multiple session keys si-
multaneously with different device nodes. In addition, symmetric homomorphic encryption was utilized to enable
edge nodes to participate in session key computation without gaining access to the complete session key, thereby
significantly reducing the risk of key exposure even if edge nodes were compromised. The security of the pro-
posed protocol was formally analyzed using the random oracle model in conjunction with the Colored Petri Net
method. Furthermore, the communication process of the protocol under large-scale device access scenarios was
simulated using the NS-3 network simulation tool to assess its scalability. Simulation results demonstrate that the
proposed protocol provides a high level of security and exhibits strong scalability and stability under large-scale
device access conditions.

Keywords: industrial IoT, authentication and key agreement protocol, formal analysis, Chinese remainder theorem,
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