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Abstract: With the rapid development of internet technology, the dissemination and diffusion of information across
networks have become a significant area of research. Source localization technology is used to trace the origin and
propagation of information in order to identify source entities, thereby assisting in the verification of information
authenticity. It plays a crucial role in curbing the spread of false information and maintaining network security. An
overview of the historical evolution of networks, the impact of false information dissemination on network security

governance, and the extensive applications of source localization within the network security governance frame-
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work were presented. Various source localization methods for diffusion networks were classified based on informa-
tion observation patterns, information propagation models, and the number of sources. Source localization models
under constrained sensing conditions were also introduced. Subsequently, using existing datasets, case analyses of
typical source localization methods within each category were conducted. Finally, the findings were summarized ac-
cording to the different classifications, and future research directions in the field of network source localization
were outlined, with emphasis on network space security, privacy protection, and the advancement of source local-
ization under constrained sensing conditions.

Keywords: information propagation, diffusion networks, network localization, constrained perception
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Figure 1 Timeline of the development of diffusion network research
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Figure 2 Timeline of methods for diffusion networks localization
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