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Abstract: Existing intrusion detection systems in the Internet of vehicles (IoV) were faced with two major chal-
lenges: excessive computational overhead and data privacy constraints, which had hindered efficient deployment
and privacy protection. To address these issues, an [oV intrusion detection method based on a federated learning ar-
chitecture, named FL-IoV, was proposed. It was designed to collaboratively accomplish detection tasks on distrib-
uted edge devices while the risk of data privacy breaches was reduced. Vehicular communication traffic within the
IoV was converted into images, and a customized lightweight model, MobileNet-Tiny, was utilized to extract fea-
tures, ensuring detection accuracy and enabling deployment on resource-constrained devices. When validated on
the publicly available Car-Hacking dataset, FL-IoV achieved detection accuracies of 99.17% and 98.51% in local
and federated oV environments, respectively, and a per-sample prediction time of under 10 milliseconds was main-
tained on low-power devices such as the Raspberry Pi 4. These results demonstrate superior accuracy and real-time
performance of FL-IoV compared to existing methods in IoV security. The successful application of FL-IoV pro-
vides an efficient and privacy-preserving new solution for loV security.
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Figure 1  Federated learning framework
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Table 1 Comparison of different intrusion detection methods in the internet of vehicles
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Table 2 Original data

KR FiF ] K D DLC Kol B bR
1479121434.85022 0350 8 05 28 84 66 6d 00 00 a2
1478191110.35041 0316 8 4529 24 ££29 24 00 ff 1
Car-Hacking 1478193258.15421 043f 8 01 45 60 ££29 00 00 00 2
1478198408.90276 0000 8 00 00 00 00 00 00 00 00 3
1478195880.83481 062¢ 8 95 5£01 €7 19 47 2¢ 12 4
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0.013 0.019 0.110 0518 0.400 0.427 0 0 0.635 0
0.012 0.267 0.161 0.141 1 0.161 0.141 0 1 1
0.017 0.004 0.270 0376 1 0.420 0 0 0 2
0 0 0 0 0 0 0 0 0 3
0.024 0.0584 0373 0.004 0.900 0.980 0278 0.18 0.071 4




13- W2 5515 1.2 2 4

118

W 2% U B BOHE A B . 5 5 B CONIN AR 4l
PR EIHR, I AZEE % N IRt
TR A SR TR

BRI — A B S, A5V R T
B A RS A B (Timestamp) 5 4F{E 4 J& &
PR B . BRSS9 MZ DR IE (CAN
ID 5 DO~D7 7). iEH 27 MIELENA, i
ANFEAT 9 YERFAE S 3 N TR S 9%9x3 (1) =il 1
T EG (RIS EHE B 27 AN FEAR % 8 7 51
HEBIE AR 3 A OxO R HE P 1T, JL A5 243 ANRFAE
B o X PG 7R B T I A6 X 4 H A (g e ()
FEHIRH M o AR 3R B 1) o A 5kt Pl gk
ThRE, IEWEARRGR LN “IERE”, A8 KT
TR A B AR e A2 EE B b o b g s 1 Mo
A, B, 375 UG R 27 AN FEA T DoS
Wikt o bt s, MZ EE AR IE A DoS B«

AN, R LG 9x9x3 G RN, A
B R Y R R B B, AR
R AT A 54 BABR ST R 52 224%224%3 . WL
LR A B S 4 A 1) P ) 4 R 2 4 1 S IR 1%,
M, HECERMIT . GRS (xy, ) A
R () B g R, 2R (0 ) £(0n)-
f(Qzl)‘ f(sz)ﬁj\%Uy‘j(xp)’l)‘ (x1aJ’2)‘ (xza)ﬁ)‘
(200, ) ABHR IO L HCH R PR R A . R A
PR B, A O T X 1 B LR MR B AN
x?ﬂﬂﬁrﬂﬁ‘ﬁf(x,yl )'Qf(x,yz)l%ﬂ%%%ﬁo

X, =X X =X,
fuyJ=x2_Mf(Q“y+%_xl(Qﬂ)(n
Slen) = 2o 1(00)+ L= 1(02)

BRIG PSR Ty BB RR A y T7 F 51

() BB / (x)

_ Ty Y=n
Sy =2 S () + = () @)

2o PR YR AL, A A ) R A
EAE R IRE A (5N o

Wi 4 fr 7, Car-Hacking % 4 42012 fb 5% 2%
WHFEATEMERIELLENEEER . W
(Normal) FEAS ) G 2 ILE I (1) S 3 AT AT
B (Fuzzy) T A R DR BE AL M 75 3 N

MR TR REBN . DoS BUi A1 B4
BRI R A TG 80T S RN, T HH B K T R X
O B =@ TE AR ZARMED FrEbE D ELL AR5
O B BB TE AR R Al , T it B 1 2 18] 73 A R F
fif o X} T Gear Spoofing 5 RPM Spoofing £f 4,
o i i O i 45 5 CAN A iR & 17 B AL AU
ERIEAE, AR TE BRI Dy JR 0 e
FEX 8, BARRMONHL., 355w bR o
G HE B SR SUE R 25 0D o ISR FE A1 B8y
Ak 5 1 5 FE A BUR 35 50 43 A I RRE T2 B B Gt
e, ABGE RS R R A T Ok X KR .
Ab, @R ORGSR I 2 YRR Rl 1
SR TS E MR S T DR R i e B
FHET HIE B R R, HAREE s B AR
BURIAERFRAAE e 28 % . LA DoS B A, HoK T
PR € X 3 7E RGB =3 il v 34 52 DA AB R ALE
FLIE S K R P RT e DR SR 4T R S A R
fEo EXPITARBOH R Z T TR R R 4B R
BRI RE ST o

Gear Spoofing

DoS RPM Spoofing
4 REMFEAEIR

Figure 4 Images of representative samples

2.3 REGEI

FETHENURL DU, TR0 A% SRR B 27 ST A
HIoREm . ZHER. MBI R ™5 58k
i, BEAENIZTA, Hos BARRMER 2
MobileNet & 51| i #4131, 1% 2 % 15 AU 45 5 Mo-
bileNet V1. MobileNet V2. MobileNet V3.

5 18 B BN B AR A B LU
PR, H 43 5 5 4G MobileNet X 48 i, i iR 11
BRI T e S BUEREE NI AR P A S AT S
I EE . ARACIIZRERE, R A 2 2] (AR E



54

W EKSE: FL-loV: BT IR 2 LEA BN AR A I 77 v <133

A TN 5 SR RTEE I, AR SR AR YK i 5
W%, £ MobileNet V3 5 fitli 42 #4 b i#E AT 52 il b
B, HPMER T 354 Bottleneck /= (E A N 4
FIHIIEE 8. 100 12)2), RETHR1ZE, N
Mg 7 — AN R R i,

MobileNet V3 K F 1) = 45 — Uil (squeeze-
and-excitation, SE) V¥ & 7 ML 1) A 38 i g 15 38 1
(5 B R VAL %@ ) E M, B XA RR
PRAEFYRE AR o X PR AL T 5 B0 R R i 4
PG AE SR AG 2 AL b AT AR 3 S0 b 5 i 4 PR
FEEMEZR, #la0, Gear/RPM K U X 5 FE A
[ AR RIS %S, T Normal #l Fuzzy
FEA R E BUR RILE APUR A . i m i
X B A A S (AR AE A PR B T, AR ST H DAAR
briE & /7 (coordinate attention, CA) A il & 1%
SEHL. CAMLHIAGHIEREHIEE S, T/
2 AU B, AT R o o 7 S B AR 3 X 44,
ZWIH R A R EA GFEERD) FRBF
B, $em TAAERE. T TR BT,

25 BRTIR, ASCHET MobileNet V3 HESL AT
BREAERS, R4 R B AR R
P, @R RS, WM HE. FH

I, SR CA AL 3G 5 2 6 o 4R A0 1) 72 i) Jak
MRS, RIHERINERE . REIERIEBEMNR
5 478 MobileNet-Tiny FIZEA W1 B 5 Fis o
2.4 FL-IoVBYIhAEESCIY

FL-loV [ 56 % T/ i 72 1 15 &R G 0] 46 14
ARG SEINE . SERAGMSHE N
SAMKZ OB B o T TN VE A 5 R 25 B B S B
J7 e
24.1 ARGkt

RIS 2 S R R P R i e et S
B AL, PSRBT R FI TR & 00 25 44 Z ) g 2
4 Rt

D) AR BN KREHp g HE
BEN=p-q ®AHPK=(Ng); #i&FAH
SK = (Au), HF A RE - DA (g - DTN
REE o NARELN (3R T

2) B AL BRI, K RAEH SK 4
R &%, HTSHEM. RN, n{EH08
BURE Rk X} 2 7 g — AR 55 48 53 B ME — 1R 0 PR %5 £H
SR 145, SEELE (S B RE 2 .
242 AWAER | %

TN i (E A R 3l 21 % B

%4 MobileNet V3 £5#4
Table 4 MobileNet V3 structure
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2 1122x16 Bneck, 3x3 16 16 N RE 2
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5 282x24 Bneck, 5x5 96 40 N HS 2
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12 7296 Bneck, 5x5 576 96 N HS 1
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Table 5 Attack types and quantities

Kt Bk Ze PEE %
Normal 988 872 0
RPM Spoofing 654 897 1
Car-Hacking Gear Spoofing 597252 2
DoS 587 521 3
Fuzzy 491 847 4
Normal 91 827 504 0
DoS 20933 681 1
Fuzzy 13 492 648 2
CTAT
Systematic 21256 417 3
StandStill 10 941 682 4
Interval 7559 143 5

WAL, ARSI SIS 2 2] 3 55 R % i
KW ) A, AR SCSEEG R 35 T Dirichlet 43 A
(a=0.1) HyAEPSZIA 534 (Non-1ID) H 4% 4>
Tl o 1SR IR AR HE SR 4% 8:2 LRI 4 Sl 2k
£ (80%) FNMREE (20%), BG4l s i%
ik 257 b5 58 1T Dirichlet 43 4f 23 Bt 2 K AN )
Uit Horh, a=0.1 7R & %% 1 v KOs 70 A 22 e
= (R u AL & A BCER B FEAD . 4
i, M K=3 W, & 1 A4 Normal
(60%) H1RPM Spoofing (40%) FEZA, 2 /7132
£ % Gear Spoofing (55%) Fl1DoS (45%) A,
i 3 A Fuzzy (70%) AR & Xd (30%)
FEA o 1 SR DR #5755 7 i (10 A T 0408 B2 8 2K 01

A LR BEER, MEEHBRSEEIERER
B 5
3.3 iFNERR

RATH 2 4EFE VAL FL-IoV 73285068, A3
e 7R aR % (accuracy) F&HAE (precison)
M EIE (recall ) HIZ R FEARIA R . 1XLY
FabrEE T bR E LS TR AW T .

1) TP (true positive): 3k Fr Ak & By H
B E B R A R A2 .

2) FP (false positive):
N BT I REA SR .

3) TN (true negative):
IR E

4) FN (false negative) : 5k Fr Ak & B (H
AR F N RAE AR B .

TP + TN

bR RAEEARHA

bRy RAE ok IR

acCuracy = rp 1 Fp + TN + FN )
recison = P (8)
p TP + PF
TP
recall = m (9)

Ak, FRER| FRR BT R R, NP
il BT HR 7 V2 ) R0 %6 S B B b A7 P BB XGT EE, AR
SRR IR b T AE IR S5 AR LA B I ZRIN TA]
(train time) « 7EZEERBAL & E BT [F] (test
time) A S 4 & (params) . Il it (] f Bk
T ERICSICE B, AR TR R BT O A R
SR, TR S E AR 1 A R R A )
A RIS
3.4 LR
3.4.1  BER P K Bk R IRt L

N % S5 VTAli MobileNet V3 42 4 55 ik 1 7 21
P, ARt T RS . DUR I
MobileNet V3 Jy 3 2k, M %5 4 4> Bottleneck JZ
(Bneck, 5x5, XN 45 517) JTR, KU ER
1~5 /Z Bottleneck, A& Xt L A% 7 2 %1l MobileNet
(-n) (nell1,5D. 7EMIER 3 JZ Bottleneck 124l I,
¥ SENLHI B # o CA ML, 15 2 e 2 (1) A<t A5 Y
MobileNet-Tiny o

FESCE IS R, MR A 2.2.2 715 ik i H
47715, # Car-Hacking FUHE 46 #F A4 1 ¥ o
B, IR NIRE 22 I BEALHAT AR RN R . A HIAE
M SHEE WK 6.
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Table 6 Parameters setting of the local model

ZH I}
Epoch 50
Batch Size 64
Optimizer Adam
Momentum 0.9
Learning Rate 0.001

AR S0 AR LI 7, {F Car-Hacking 34/
£ T RN bS58 78 43 BoiE AR G5 A A AL )
B BSR4 Bk 1~3 2 Bottle-
neck I, A5 AU [ & ITPEAk 48 br 2 00 1E 7 58 T
#, HAEMIR 3 E 0 A8 B R AERCR, B pA I
WERf R IE B i, B MobileNet-Tiny [ il v i
Z Y MobileNet V3 &1 H 0.05%. S K6 I HETfR F
TR RN, R fE PR R AR b A e
RO E W B SR B A B G R 1. Ak,
HTMER T 3240, MAEKNSHERD>E
2.22x10%,  LUJRE AR kb T 0.57x10°, N R
KH179.57%, AR TREMIEE. Rim, 2
[ 4 215 )Z Bottleneck i, JREH A K S H &t
B, BRI R RS R Y N . B
KT 5, MobileNet(~4)4H Lt MobileNet(—3) 6l
T Ty 26 RTURE 52 2 31 PR AR 0.72% A1 0.75%, A
R 2 bk T 87 B, A DA 25090 B 22 T B
#£: MobileNet(-4)#H Lt MobileNet(-3)Z £ ik />
T 0.19x10%, W a N, MU, 4 Mo-
bileNet V3 & 3 /2 Bottleneck N, 7F#ERfIZR A S
K 2 A SEIL T AT

M % 4 & 7R (1) J5 4f MobileNet V3 45 ¥ K %
5 5~12 JE ¥ N E B HES A [F #4) Bottleneck )2, X
EWE MRS — 28RBS FRSER.

TEHAERT, RFxHy R R F D Kk A7 10
B, BT ORI 5 2 S R AE A R 0 RS AR R
A DAIEREE 7 2000, ] e S 5 5
8 )z, [RINIGEE 8 JZ My R A% N 120, iXFE
RE PR AIERR AR A6 B 1 4 R ST 4E R AE 142x48. [F)
B, MIEREE 11 25 MEREE 12 2Rk S H8UR 5
=8, ETHMRENSE, RCRLERM
K )5 MobileNet V3 [1J55 8+ 10, 12 /2.

7 MobileNet V3 B R B At |, @ i MR 3 2
Bottleneck JZ #4) % MobileNet (-3)# 754, #f—5XK
FH CA NI e SE WL, 2T i 2 Ab A s
A MobileNet-Tiny. SC40 45 R B, it G0
MobileNet-Tiny 7 Car-Hacking £ 4545 I [ % i %
SEVERE TR bR BT . BRI R, %A AL
Car-Hacking £ #54E b ar IHEAf 2204 £ 99.17%,
Lk MobileNet V3 #2517 0.92%; [, A4
[ 2 2.24x10%, AH R 4f A5 AR ek 2 0.57x10°,
IR JEUEA Y 1) 80.29% . 5 MobileNet(-3)# Et ,
MobileNet-Tiny 5 1Y 1 i1 0.02x10° ff) 2 ¥ &, H
BERT TR AR R . X R EAER, 5523
TR IR BT TR BB T 2 RIS
ghky, WA T BHIRERE: CA ML R AR
U HE R T 2 B DN AR s 00 AR A 4 PR R A
T 3 5 AR KA B2 O, R b
BSHMENT, A 88T 785 I itk
M.

342 AARMAER ZIEsT
SR T4 B % 45 75 1 5 MobileNet-

R7T BIEBLWER

Table 7 Experimental results of each model

TR HED % I Hml = SR

MobileNet V3 98.25% 98.21% 98.19% 2.79%10°
MobileNet (—1) 98.25% 98.24% 98.21% 2.60x10°
MobileNet (-2) 98.28% 98.25% 98.29% 2.41x10°
MobileNet (-3) 98.30% 98.27% 98.32% 2.22x10°
MobileNet (—4) 97.58% 97.52% 96.22% 2.03x10°
MobileNet (-5) 96.12% 96.05% 95.59% 1.84x10°
MobileNet-Tiny 99.17% 99.10% 99.21% 2.24x10°
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Tiny A8 LT, AR TSI 815 55 2.2 15 BTk
B TRAL B IR AE, B Car-Hacking B4 45 #F A
OB, BEE BRI N R L 2 IR AT
AN R E RS SEER I 2R IR AR
%TE: —Z5& ResNet54. Vision Transformer (ViT)
SRR 5 2L 5 — 28 )2 EfficientNet-
BO. ShuffleNet V2. MobileNet V3 %5 4 & 1L
A,

AR SIS a5 LK S, HAHEmiE . K
WL A R ZE AN ] CBRAEA) )2 M A
YRBCE EXT AR AT IR AF B0 s IR )2
TEH GPU INFF IR 55 48 EEAT I 25 B 2 IR ST
BT R s SR R A a2 S HU S
8, 5iEEREMNAESHRNEZMERL. N
28 LLEH, Car-Hacking $¥E & L fiT g 2 A
TR (PRSI HE B SR 2 I 96%,  BRAIE T AR L 6 Ty
ERE R, YRRy —EERR)E,
LR A0 85 R R I o 2 450l ST 1) SO AR i
fiE, AR P = SR B e A R X 20 AN R 2R 30 1
EURRFE, SRR I i [ B AZ 4 7= 15 7 21 R 2
FRAE . = I0IERHAE BAMILA R — 20 1G5 1 B850
il 2 R 1 I RE

ff Car-Hacking (4% 4 I, &t J5 i) Mo-
bileNet- Tiny 7E G KB I EIF R %K
T ) G 7 %6 0A $1) 99.17%, 5 MobileNet V3
BT 0.92%, Z HE B A 2.24x10°,  BFIE Ik
19.71%. 1X— A EHIE | AR BT AL S5 1 D) 50 B
TURZH, (EREMFEIN D T HIEHEFE.
fb, CAWLHIIES REG R E 2 R R, 58
FIEM M BB E 5, B HESHER R 1)
2Tt

ResNet54 S I #E 1 %2 L& MobileNet-Tiny

10.03%, {HEMRSS % FRIIIZRES ] 2 MobileNet-
Tiny [ 3.36 i, &£ 8 & Uk b 1 W i | 2
MobileNet-Tiny [ 16.33 f5, Z4{(& & MobileNet-
Tiny [ 11.69 £i5 o VAT [ A I #E A R 75 99.08%
HH I E BN AR F BN 2 - ResNet54
5ViT B A& s LA Re /1, (HILIZ/
T R LA SR 75 SR Al s, M DA e 2R Bk
W 301 % 8 4

PR S B P A A A, A B A e
(] B2/ F 10 mst®, s 46 45 LR B, X Shuf-
fleNet V2 (8 ms) 5 MobileNet-Tiny (6 ms) il
JEER, HiH, MobileNet-Tiny 7E 46l #E #f %
Et ShuffleNet V2 & i 3.13%, 2 $ &L KN H
84.5%.

MEEAEVERESR TR, MobileNet-Tiny 7F fRIE%E
BAERE WA, SEH TR HER R Hi2 H L
PP E T . AH AR, MobileNet-Tiny
TEZE RN AR AT I 7 5 b B A A 2R A PR R
B 14
343 BRI FIJAER ZI AT

NBIEFL-ToV FIRIPERE, A SCER DeepFed
(CNN-GRU) ') FedCV (MobileNet V3) 1814
VIiT-FL (Vision Transform) 113 Fh B 2 > k1
J71%, 5 FL-loV 7E Car-Hacking £ 45 48 | T fe X}
POSESS . AR OREUE AT S, SR E AR
P (K=3,5,7), ¥ &BRYIZ 2008
KA.

B INEAEAN A 25 7 i B0 T A DR 7 D
# 9. 1t Non-1ID ¥4 73 fi % 5+, FL-loV &L
HRERS: PR IL 98.51%, % DeepFed
(91.65%)+ FedCV (96.64%) A VIiT-FL (94.28%)
23 6.86% - 1.87% Al14.23%.
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Table 8 Experimental results of the local model

it IR R H el % I /s DA i) /ms it
ResNet54 99.20% 99.15% 99.21% 10 462 98 26.18x10°
ViT 99.08% 99.02% 99.10% 32834 WAEA R 85.76x10°
EfficientNet-BO 97.46% 97.47% 97.46% 3 865 15 5.41x10°
ShuffleNet V2 96.04% 96.10% 96.02% 3663 8 2.65%10°
MobileNet V3 98.25% 98.21% 98.19% 3491 11 2.79x10°
MobileNet-Tiny 99.17% 99.10% 99.21% 3137 6 2.24x10°
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Table 9 Detection accuracy of each method under
different numbers of clients

RIRK DeepFed ~ FedCV ViT-FL FL-IoV

3 91.84%  96.64%  94.34%  98.55%

5 92.46%  97.28%  9551%  99.07%

7 90.66%  96.01%  92.99%  97.92%
FEEE 91.65% 96.64% 94.28% 98.51%

P S o RS AR A A T (LS
i) WK 6 Fix. FL-ToV [MIE(EF8 N
165 MB, . # KT DeepFed (1250 MB). FedCV
(778 MB) F1ViT-FL (2483 MB).

3000

2000

\i/MB

B

1000

FedCV ViT-FL

FL-IoV  DeepFed
Ko @f57T4

Figure 6 Communication overhead
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L B A IR g . 48 b, FL-IoV N ZE Bk
DR N A5 A 0 PR BB 38 2 = 38 B BRI 1 SHe IR A FiE
eSS VNI Rl N O 7 e
3.4.4 53K BRE BRI AAZ AR T ik AT bl

FL-ToV Al G M vEE A 2R . IR BE )y W &3
PP R SR RE 7T, A ZE BRI NARAS I 3 53¢

JEILE A AT O e M R T IBE T 2 S HE 4R
(SR BE AR G R B Z k=, 4
HINEZHEHHLS, MRS R IER) .
TR Set L B PR R I 2R
(] 4 ANYERE, X 4 FRRUEEZE B N AZ A 75 VAL
Car-Hacking (45 45 b IFXTEE .

W 10 i7", MTH-IDS J5 724 Car-Hacking
HdE 4 ST 99.99% KRS M HERR R, (HIHAK
FIN THRE TR Z U2 A 284, S0
GRbf IR IA 12.4 he B TR TR R, ZHE
M LR ETE EHARPERR & b, HRARLBRAL LR
), A7 E BOHE R XU . Rec-CNN 200 ot
HAEVEIR W25 15 2 B & S R B TR,
0 EE A R 42 T 2 99.90%, fH 5 8 4% 4 LI
GRI IO 25 19.5 he BEAL, 1207 72 RS I A SiE
HEE 10 ms, TGV L 48 S S PR,
ForpO A 2R sE St PR 1) T 43 A 2 I rT AT
4 . SSL-Autoencoders®' i Bl 4% & AL 42 12 T
A 1.8 high SE i 7 Il 25, Aar I HER 2214 96.29%
IR ST LR . Aa, AR A
FaFACRIHLAI BRI, PRI T SEBR B HTE L, G
HAE A B e, A LA B 25040 B AL
©Zh,

AR SR H A B AL A A I 7 MobileNet-
Tiny, f£ Car-Hacking %45 £E FSCHL 1 99.17% 1)
AT IAERZE, YIRS RS 0.9 h, BALGIRE
% 2] 7775 Rec-CNN [ B R $E T 21.7 1% o A AR
RUBUBEAR 35, Z 7V I 8 T IR S5 ) %
PR &, R R T 10 ms (1 SZR R AE 77
RS FA RSP ) j, AT — A4 I 2 )
ZERI FL-ToV. @i 70 A0 ISR =0, 1 48k
0 VA i R 44 5 A 98.51% ({N L A b R Y R &

R10  4FAUB BN RGN 75 AT EE

Table 10 Comparison of four authoritative methods for intrusion detection in internet of vehicles

LoRIUWIRES PAEITE HERf % SCIN FaFAfRYT VIZRI E)/h
FL-IoV 98.51% e e 1.2
MobileNet-Tiny 99.17% T2 ¥ 0.9
MTH-IDS!! Car-Hacking 99.99% N x 12.4
Rec-CNNP! 99.90% N ¥ 19.5
SSL-Autoencoders??! 96.29% Wi 2 T 1.8
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Figure 7 Confusion matrix on the CATA dataset
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