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tion. To address these security issues, the formal modeling method of colored Petri nets (CPN) was employed to
analyze RSSP-1I, and the existence of security vulnerabilities in it was verified. Consequently, an improved proto-
col, EN - RSSP (enhanced railway signal safety protocol), was proposed. The improvement primarily comprised
three aspects. First, a temporary key pair for the communication devices of both parties was dynamically con-
structed through a trusted third party in a secure channel. Next, session key negotiation was achieved based on the
difficulty of the discrete logarithm problem in elliptic curve bilinear pairing combined with a hash function. Fi-
nally, a dual-key encryption system made up of the session key and the pre-shared key of the communication de-
vices of both parties was adopted to encrypt and transmit messages. Moreover, timestamps and CMAC (cipher-
based message authentication code) were incorporated into the information exchange process to ensure the confi-
dentiality and integrity of messages between devices. Security assessment of EN-RSSP and RSSP-1I was con-
ducted using the CPN formal analysis tool. The results show that the improved protocol could not only effectively

resist key recovery and forgery attacks, but also prevent replay attacks, thereby significantly enhancing the system’

118

s security.
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val myASKCTLformula = FORALL_UNTIL (TT,NF ("Run complete”fn)) : A

val ExpectedMarking = fn : Node -> bool
val it = true : bool

use(ogpeth~"/ASKCTL/ASKCTLIoader.sml*)

fun ExpectedMarking n=(Mark.B'Auth_SUCCESS 1 n=[]);
val myASKCTLformula = EV(NF("Run complete" ,ExpectedMarking));
eval_node myASKCTLformula InitNode;

K14  ASK-CTL A3 K HIGIESE R
Figure 14 ASK-CTL formula and its verification results

53 £ T Dolev-Yao ¥ i & R 8! EN-RSSP H &
2IFE RS

7E EN-RSSP 11 [ 2% 1% By J2 v, 5] N % A
A Brak . th Bl . EN-RSSP T iy 3 A5 7Y
W 15 fras, 3 EAR IR0 2 BT A1 AR 3 E 78 CPN
R 25 B VK B Xk o Moy 3 i AR S TA #k
P LS I B . FE T P1. P2, P3. P4. PS5,
P7. P8 LK P1'. P2'. P3'. P4'. P5'. P7'. P8'H]
TS EE B EME T EE. BEE, BahER
FAAZIE TG A TG R 803K 1) 9 S 58 it %% 4H Tk 5 2
di. # K, #@LAIFETC. TE. TC'. TEW 4>



11 %

Bz

EL

%% 55

e 62

dSSY-NA 913 JO [9pow 1Yoy T A1
AT ISSU-NA - ST 13

p3sw

S & LXAL 7 TN o
L )

(7L ‘eorWd H1Xa1) $1X9)
©ORUID 1%}

duwreygawn],

DVIND

6d
NOODYOSIN

DV e
OV {pISW=pSSN‘SN=S }
Kydwd osjo
S
Y e {TEENE]

{pBSW=pSSN‘SY=S} | uay)
us‘:nv_wmﬁm n

SY |1 uoy
o:\:nv_umﬁmrt

Sy

ZOO¢Om@ _|P ZOUvOm,/M
SS < < _
[N N (PBSW=pBSN =531} SSumL (PASU—pBSN =53} i
NODEOSIW [y | NODEOSIW [0}
- —_——r h o>
{£BSw=¢ TSN ‘sY=S} {gSsu=¢SS‘SN=5 }

Kydwo asfo { ¢Bsu=¢SSN ‘=S }
NODEOSIN Sy [ uoyy -
< ann=ydene ji
Kdws aspp S
{€Bsw=¢SS‘SY=s31} 1 vy OL od ) o > AOVLLY
{ ¢Ssu=¢SS‘sy=s} nn=3oene Ji LXAL
€% aH
OVIAD OV JVIND
D Cad :
(€X' DVIN)

OVINY N v aL od

OV g1x1)

€OSIN duwreygowr ], qoewd (1.L°qoewd‘gizixal)
D)
1L | S \
N
aql
LL
oo V@ o oL
IXAL —
wd
N [0 | N (a7

= suel] |-
<8 2 N gL =< N /t

OSW
s D), - :
{IN=Tw'gy=qrdn=qn}
IOSIN | — DS T
— {vy=ervn=en} ISTRL [} {vi=ervn=en}

{IN=Tw'gy=qrgn=an}

19SW
Kdwd asjo od
{va=ervn=en} A<~_ue,<mku~wmw,orw_m b V-tI'y-en}
{Vy=er'yn=en} @\ {vy=eryn=en} Vi



53

5555 RSSP-ILH) 22 Je e vl 7 &% <63

fR G M S B A, I Tl A7t 1E FE T P6.
P10. P6'. P10'H . f% 5, Moo & i AL
ATTACK I ATTACK2 %} AU2 4 5 F1 AU3 {5 Bk
AL Wt . B 4 B bR () PR T AN AR S A
LT OhiE Moy, Mo g il AR i ATTACK! K 2
Phig Xt
5.4 EN-RSSP#)ZR 2 MINIES 7

EN-RSSP Bt 35 1 (ERIR 7S 2 8] 43 B 4 7570
MAEFR 9, 5 RSSP-IT My & A 1 FR) IR 25 4% 1)
MR E AT R T, ATRLUREL, R R dE
B RS ORI 20 kD B 44 03X — 45
REW, Wik ok 5 EN-RSSP L it % 4K &2
K et Moy, EN-RSSP BA 5w 1) 24k

&9 EN-RSSPHEHRBEWRISZ B2 HRE
Table 9 Analysis report on the state space of the
EN-RSSP attack model

RAEZMME L B E T P& Beati
A& A 5182 8 468
RS A 1] % 20 045 38531
SRR RUA 5182 8 468
SRS 20 045 38531
BB RUA 3 1
AT/ 0 0

AL, f8H SML £ ) % % A Fli 2% B 1) %5
HAER, s REwmE 16w, MdalE
e, EEXT M ESMEAAR, XREBGEE T
AT AR REIFIE . X2 RN 218 %5 B0 10 A ik
i AT AE S =70, IR F A 2
L8, 1 ot P 5 T 5 PR e ol e A s A R Bk AT
I, XAER B E TIER IR EAGEE,
o DL S o By . A, AR A TR
ORI TR RO — A JE A, A
V2 Ry S it B R

Lval it = [(0,3600,5,5)] : KS ms

UpperMultiSet(Mark AKS 1)
Lval it = [(0,3600,5,5)] : KS ms

UpperMultiSet(Mark.B'KS 1)
K16 #= T i # i) EN-RSSP £ i) 45
Figure 16 Based on the attacker's EN-RSSP query reaults
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Figure 17 Comparison of computational overheads of relevant

railway communication protocols

7 ZERIE

AL LARSSP-TUAF X 4, fH CPN T A&
X HBEATEAR, 5] N Dolev-Yao M i 2 #5571 %}
GG AT 2 A AT, UESE RSSP-TT A B4 2
ESAAEEHRE . RS Nk, A
SCHEH T 253k 77 22 EN-RSSP.

EN-RSSP i il {5 28 = 3 & TH IR IE
VA PRI B B T, () R 485 5 A [l 28 X2 4 5o

®12 TR EFFHITEE

Table 12 Comparison of computational costs for different protocols

il Rk HIT 8 Pl v ST 4 SIS /ms
RSSP-TI 5T 5T 412
SCHR[17] 2T, + 2Ty + Tpepn + Tt 2T, + 2Ty + Tyepn + T 254.841 6
EN-RSSP 2Ty + 3Ty + Top + 2Tp + 2Typ + T + Ty 2Ty + 3Ty + Typ + 2Tp + 2Tp + T + T 976.317 4
SCHk[34] 3Tgy + 4T, + Ty, + 2T + 2T, 2Tgy + 16Ty + Ty, + 4Tp + T 15413017




53

5555 RSSP-ILH) 22 Je e vl 7 &% <65

(14 5 HROKT 50 TR M5 1 R A bR BIOR B A W o 2 1
A, A SR S K B el Dbk .
Ak, EN-RSSP 7E 1 2 A& st F2 o R FH O E i
R %, F£5] NI E B CMAC B UGERS,
TR A B & TRV B AR 3 F s st . TR
M4 % W), EN-RSSP A ZUfi# 1k 7 RSSP-II
AR A R, 3 T Wil R ik 2 Ak, JF
BAE 2 S IR 2 B S8 T R P .

NP B TAE R AT B i L
CA PR, DGR JLAE R 5 b A 4% T
RERIL, FEIRNVPANZ T S A5 SEBR N FH R i m 47
P, ITHE— B A 2 et . SRR,
ARSI AN X BRI, FRLEH R %, M
T E$& T 22 4 14 11 [R) B AR B34

EEP S

[1] LIU Y H, ZHAO H. Reliability analysis of CTCS-3 train operation
control systems via binary decision diagrams method[C]//Proceed-
ings of the 2018 IEEE International Conference on Information and
Automation (ICIA). Piscataway: IEEE Press, 2018: 728-733.

[2] XU W. High-speed railway signal system information security analy-
sis and countermeasures[C]//Proceedings of the 2017 Chinese Auto-
mation Congress (CAC). Piscataway: IEEE Press, 2017: 4862-4866.

[3] 2. B T-Bkitk RSSP-2 Z2 4=l A5 WM A R A FE[D]. ALt bt
AR, 2021.

LI M. Application research of railway RSSP-2 secure communica-
tion protocol[D]. Beijing: Beijing Jiaotong University, 2021.

[4] LIAN H Z, MA L C, CAO Y. Improvement of key management

mechanism for RSSP-II and its formal modeling and verification[C]//

Proceedings of the 4th International Conference on Electrical and In-

formation Technologies for Rail Transportation (EITRT) 2019. Ber-

lin: Springer, 2020: 1-10.

Tk, B, XIFESE . BRER (55 22 A Wb i B A IERD A AT

FU[I). BRIBARHE R TT, 2020, 64(5): 181-189.

ZHANG K, WU Z D, LIU F F. Research on message authentication

[

—_

code algorithm in railway signal safety protocol[J]. Railway Stan-
dard Design, 2020, 64(5): 181-189.

[6] AT H . BT AEIN S AL A 4% (5 5 22 2238 65 B iltaF 5 [D]. 1Y
NI PUREASE K, 2019.

DAI X Y. Research on signaling control signal safety communication
protocol based on authentication encryption mechanism[D]. Sich-
uan: Xinan Jiaotong University, 2019.

[71 WU P W, WU Z D, LI LY. Research on MAC verification code of
railway signal security communication protocol[J]. Journal of Phys-
ics: Conference Series, 2021, 1757(1): 012166.

[8] &, MR 5 . RSSP-IIPMSUH B % 52 2 I AL il ik K B e [)].

THEHLR 5 81, 2023, 40(6): 77-82, 180.

XU Q, LIN J T. Formal description and verification of message au-
thenticate safety layer in RSSP-I1I[J]. Computer Applications and
Software, 2023, 40(6): 77-82, 180.

EH% . RSSP-11%2 48 15 P S/E RBC/CBI 2 I HH AORF IR R[], 4k
MBS 5 5 RO, 2010, 7(6): 24-26.

WANG H L. Special cases of RSSP-1I safety communication proto-

[9

—

col for RBC/CBI interface[J]. Railway Signalling & Communication
Engineering, 2010, 7(6): 24-26.
[10] X[, F#, Mbald . RSSP-11Z 45 Pt [ shilar 7¢ )]
BB, 2021, 23(9): 17-18.
LIU G J, WANG J, YANG X F. Research on automatic testing of
RSSP-1I security communication protocol software[J]. China New
Telecommunications, 2021, 23(9): 17-18.
SRR, AT, BRI, 45 . JET RSSP-11%2 42 il 5 P i I TSRS-
CTC R i 5 SB[, HLEE— AL, 2016, 22(12): 48-54.
LE C, XU Z W, CHEN B X, et al. Design and implementation of

[

TSRS-CTC test interface based on RSSP-II secure communication
protocol[J]. Mechatronics, 2016, 22(12): 48-54.

[12] X4 E, 47 . RSSP-IT ‘% 4315 Wp s 4 AR 1 B 3 AR B vt J s

). BRI HAE (S5 TR, 2015, 12(6): 44-47.
LIU Z Y, REN J. Automatic testing design and implementation of
RSSP-II software[J]. Railway Signalling & Communication Engi-
neering, 2015, 12(6): 44-47.

[13] 7”% XN oT, F— K. SM4 320 % 15 590 7F RSSP-TEL IR (5 5 %2 4

JEAE P O R [0]. Bk AE (S 5 TR EIR, 2020, 17(8):
24-27.
ZUO L, LIU Z, WANG Y M. Applications of SM4 block cipher algo-
rithm in RSSP-1I railway signal safety communication protocol[J].
Railway Signalling & Communication Engineering, 2020, 17(8):
24-217.

[14] TK#k, Wk 5 . BRI 5 22 A TBAS DS i S IS A 57 0 22 42
PSP AT AN SO (], BRESIEAE (55 TREROR, 2014, 11(6): 4-7,17.
ZHANG M, GENG H L. Security analysis and improvement of
MAC algorithm in railway signal safety communication protocol[J].
Railway Signalling & Communication Engineering, 2014, 11(6): 4-
7,17.

[15] #fh, EEWL, T, 55 RSSP-IEKHE (S 5 % Al (5 o)
SPEIHTI]. BRIE AR, 2016, 38(8): 50-56.

GUO W,YAN L S, WANG X M, et al. Security analysis of railway

ML 2

signal safety communication protocol II[J]. Journal of the China
Railway Society, 2016, 38(8): 50-56.

[16] FKICHe, tRhfh, 73 55 o, 45 . BkEE(E 5 2 B i h i MAC
S SR, T ENLTAR, 2012, 38(3): 246-248.

ZHANG Y L, XU Z W, WAN Y B, et al.Improved MAC algorith-
min railway signal safety communication protocol[J]. Computer En-
gineering, 2012, 38(3): 246-248.

[17] LIANG Z D, HEI X H, WANG Y C, et al. Analysis and protection
of DDoS attack based on RSSP-II protocol[C]//Proceedings of the
2018 International Conference on Networking and Network Appli-
cations (NaNA). Piscataway: IEEE Press, 2018: 117-120.



66 2% 515 22 Al B
[18] HEI X H, GAO W, WANG Y C, et al. Railway key exchange nets[J]. Concurrency and Computation: Practice and Experience,

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28

[29]

[30]

scheme for improving communication efficiency of RSSP-II proto-
col[C]//Proceedings of the 2019 IEEE Globecom Workshops (GC
Wkshps). Piscataway: IEEE Press, 2019: 1-6.

XU M H, ZHAO H B. Simulation and verification of RSSP-II
safety communication protocol[C]//Proceedings of the 2012 Second
International Conference on Business Computing and Global Infor-
matization. Piscataway: IEEE Press, 2012: 731-734.

H R 188 RSSP-2 Ppisl 22 2 PR AR S Bk BR A5 5 R 0 P 2% 22 4 Mk 4
Hr[D]. A5 ALATECH A, 2016.

HE S J. Security modeling of the RSSP-2 protocol and network se-
curity analysis of railway signal systems[D]. Beijing: Beijing Jiao-
tong University, 2016.

SANTOS F A, RODRIGUEZ R J, FEITOSA E L. Automated bro-
ken object-level authorization attack detection in REST APIs
through OpenAPI to colored Petri nets transformation[J]. Interna-
tional Journal of Information Security, 2025, 24(2): 83.

BHURKE A U, KAZI F. Methods of formal analysis for ICS proto-
cols and HART - IP CPN modelling[C]//Proceedings of the 2021
Asian Conference on Innovation in Technology (ASTANCON). Pis-
cataway: IEEE Press, 2021: 1-7.

LAGES D, BORBA E, TAVARES E, et al. A CPN-based model for
assessing energy consumption of IoT networks[J]. The Journal of
Supercomputing, 2023, 79(12): 12978-13000.

ZHANG J L, MIAO X H. Application of colored Petri nets in secu-
rity protocol analysis[C]//Proceedings of the International Confer-
ence on Algorithms Software Engineering and Network Security.
New York: ACM, 2024: 676-682.

ZROUG S, KAHLOUL L, BENHARZALLAH 8, et al. A hierarchi-
cal formal method for performance evaluation of WSNs protocol[J].
Computing, 2021, 103(6): 1183-1208.

BENJBARA C, HABBANI A, MOUCHFIQ N. New multipath
OLSR protocol version for heterogeneous Ad Hoc networks[J].
Journal of Sensor and Actuator Networks, 2022, 11(1): 3.

B, 1, J R BT CPN R4 3™ 4% TCAE 5 B 44 UE AN
AP 7 ROPFU]. 3845 4R, 2024, 45(6): 101-116.

ZHENG L, FENG T, SU C H. Research on certificateless anony-
mous authentication and key agreement scheme of vehicle network
based on CPN[J]. Journal on Communications, 2024, 45(6):
101-116.

SEFU, TP, MR . BT CPN ) %2 A W SOR AL @ I 22 42 7y
BT 0], AR 244, 2021, 42(9): 240-253.

GONG X, FENG T, DU J Z. Formal modeling and security analysis
method of security protocol based on CPN[J]. Journal on Communi-
cations, 2021, 42(9): 240-253.

ZHENG L, FENG T, XIE Z L, et al. BARM: blockchain-assisted
anonymous authentication and reputation management for mobile
crowdsensing in internet of vehicles[J]. IEEE Internet of Things
Journal, 2025, (99): 1.

HEIDARI A, ALI JABRAEIL J M, NAVIMIPOUR N J. An innova-
tive performance assessment method for increasing the efficiency

of AODV routing protocol in VANETSs through colored timed Petri

[31

32

[33

[34

]

]

2025, 37(3): e8349.

ALI N, PUNNEKKAT S, RAUF A. Modeling and safety analysis
for collaborative safety-critical systems using hierarchical colored
Petri nets[J]. Journal of Systems and Software, 2024, 210: 111958.
WANG D, CAO Y, LAM K Y, et al. An accountable GAKA proto-
col with changeable thresholds and verifiable shares in UAVs-
assisted IoVs for emergency rescue[J]. IEEE Transactions on Intelli-
gent Transportation Systems, 2025, 26(4): 5522-5537.

SMART N P. Identity-based authenticated key agreement protocol
based on Weil pairing[J]. Electronics Letters, 2002, 38(13):
630-632.

ok, XI5, &2 . 5 TR & % P 58 1 LTE-R 4= Hh oA iiF %5 41
PN 7 SR 10]. BRIE 24, 2023, 45(6): 69-79.

CHEN Y, LIU W, ZHAN Z X. A train-to-ground authentication
key agreement enhanced scheme based on hybrid secrurity key for
LTE-R[J]. Journal of the China Railway Society, 2023, 45(6):
69-79.

(HEEEMN]

~

BE (1970-), 5B, HlRRIEA, ZHM
BT K2 R 1SR, EZf
FOT ARG S5 B e 4,

BRNE (1999-), &, HAKBEAN, =
PHER TR, FERFE T M
HEER %A,

258 (1999-), B, HilismZ&AN, =M
T OR2Et A, FEEA A5 o8 Tk
PR 22 4. TR 2 sk,

AR (1994-), 5, HiltskiA, =
JHFE T K244, FEMRTRNT
MV ER RA B 22 4 3 KT o



