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lenges, a Webshell detection method based on federated learning was proposed. The method integrated the abstract

syntax tree node value sequence features, code structure features, text obfuscation features, and cybersecurity exper-

tise and experience features of Webshells. A TextCNN - based network model was designed to learn the malicious

behaviors of Webshell samples. Meanwhile, the FedAvg algorithm of federated learning and the DP-SGD algorithm

were employed for collaborative training across multiple participants without data leaving their domains. This en-

sured data privacy and prevented sensitive information leakage. Experimental results on the AMWD’ 22 dataset

show that the model’ s accuracy is 99.47%, with an F1 score of 99.67%, indicating better detection performance

compared to basic algorithm models and existing research algorithm models. In the federated learning experiments,

the proposed model could learn from the data of each participant without leaving the domain, increasing the detec-

tion accuracy from 98.01% to 99.01%.

Keywords: Webshell detection, federated learning, differential privacy, abstract syntax tree, TextCNN
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LSTM 0.9517 0.9573 0.983 7 0.970 3 0.016 3 0.177 8
FLWD 0.994 7 0.995 4 0.998 0 0.996 7 0.002 0 0.018 7
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Table 2 Comparative experiments of FLWD model and existing algorithm models in research
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XGBoost*#! 0.981 1 0.978 5 0.998 4 0.988 3 0.001 6 0.089 0
AST-DF>] 0.993 0 0.994 4 0.996 9 0.995 6 0.003 1 0.022 8
GRU-Attention!?%] 0.982 1 0.987 5 0.990 3 0.988 9 0.009 7 0.050 8
DNNI27] 0.973 8 0.980 2 0.9873 0.983 7 0.0127 0.080 9
FLWD 0.994 7 0.995 4 0.998 0 0.996 7 0.002 0 0.018 7
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Table 3 Comparative experiment on the impact of federated learning on the accuracy of global models

it HER R FEHR FEf R Fl1 FNR FPR
Pre_model 0.980 1 0.9815 0.993 9 0.987 7 0.006 1 0.0759
FLWD 0.991 1 0.993 6 0.995 4 0.994 5 0.004 6 0.026 1
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Table 4 Comparative experiment on using different optimizers in federated learning process

i) fleftas HEff 2 K2 AR Fl1 FNR FPR
SGD 0.991 1 0.993 6 0.995 4 0.994 5 0.004 6 0.026 1
DP-SGD 0.990 1 0.9929 0.994 8 0.993 8 0.005 2 0.028 6
FLWD
Adam 0.896 5 0.9819 0.887 4 0.9323 0.112 6 0.066 5
DP-Adam 0.900 6 0.893 8 0.994 6 0.9415 0.005 4 0.486 3

®5 BHFIIRRPEmITEEEXT
Table 5 Comparative experiment on client evaluation selection in federated learning process

A PRI S KL AZES LIRS EEEES F1 FNR FPR
k=0.5 0.991 1 0.993 6 0.995 4 0.994'5 0.004 6 0.026 1
FLWD
k=1 0.990 4 0.9917 0.996 4 0.994 0 0.003 6 0.033 8

mSVM ®mMLP =wGRU =LSTM = FLWD*
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Figure 7 Comparison of performance between FLWD and basic algorithm models
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Figure 8 Comparison of performance between FLWD and related research algorithm models
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