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thentication schemes have been constrained by complex certificate management mechanisms and reliance on third-
party key distribution centers. To address these issues, a cross-domain device authentication framework based on cer-
tificateless public key cryptography (CL-PKC) was proposed. The framework achieved system optimization through
three key technical breakthroughs. First, a key parameter splitting mechanism was introduced to eliminate single-
point failure risks in traditional key centers. Second, a cross-domain identity mapping protocol was developed to re-
solve trusted identity migration across heterogeneous networks. Third, dynamic anonymous identification technology
was applied to enhance privacy protection throughout the key lifecycle management process. Experimental evalua-
tions demonstrate that compared to traditional PKI solutions, the proposed scheme could resist multiple typical secu-
rity threats. In resource-constrained satellite network scenarios, while maintaining equivalent security strength, the

computational cost of the scheme remains within acceptable levels, indicating its significant engineering applicability.

Keywords: satellite internet, ubiquitous networks, CL-PKC, cross-domain authentication
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Figure 1  Typical satellite network structure
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Figure 2 Overview of device access model
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Figure 3 Terminal registration stage in its own domain
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summary of summaries:

analyzed: 0317.spthy

Aliveness (all-traces): verified (2 steps)

AuthRequest (all-traces): verified (7 steps)
SecrecyMessage (all-traces): verified (12 steps)
FunctionalCorrectness (exists-trace): verified (3 steps)

ExecutableRequest (exists-trace): verified (7 steps)
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Figure 8 Running output of the cross-network

authentication scheme in Tamarin
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