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Abstract: The emergence and development of various source code vulnerability detection techniques led to the
evaluation of these tools’ effectiveness becoming a critical issue. Source code vulnerability benchmarks were re-
garded as a basic basis for such evaluations. However, most of the existing benchmarks were found to inadequately
simulate the complexity and diversity of real-world code, leading to significant discrepancies between benchmark
testing and actual program analysis. Furthermore, current source code benchmarks were observed to lack support
for testing vulnerability discriminability, resulting in an incomplete evaluation dimension. To address these limita-

tions, vulnerability abstract triples and exploitable vulnerability chains were investigated, and a finite-state-
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machine-based algorithm for generating source code vulnerability benchmarks was proposed. The approach con-

sisted of three steps. First, a finite - state machine model was established to construct basic code paths. Second, con-

ditional edit distance was employed to select discriminability-specific paths. Third, cyclomatic complexity wrap-

pers were used to encapsulate path elements, thereby simulating the intricate structures of real-world code. Experi-

mental results demonstrate that the generated benchmarks more closely resemble the complexity of real software,

effectively exposing biases and deficiencies in vulnerability detection tools across different code paths. This study

validates the algorithm’s effectiveness and practical utility, confirming that it provides a more comprehensive and

realistic benchmark for evaluating vulnerability detection tools.
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Figure 1  Algorithm flow for generating source code vulnerability benchmark based on FSM
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Figure 9 FSM diagram of source code benchmark
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Table 1 Basic code paths of vulnerability benchmark
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6 55,5, UVIS i
7 55,5, UVISM.VS i
8 55,5 UVISM.IS i
9 50515 UV.PSM.VS i
10 55,5 UV.PSM.IS i
11 545 Ccv 5
12 50525, CV.PSM =
13 5052545, CV.PSM.VS =
14 5052545, CV.PSM.IS =
15 505553 CVIS =
16 R CV.ISM =
17 05,5553 CVISM.IS &
18 505,555 CV.ISM.VS &
19 5055 CV.VS &
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3) else if length(s,) == 0 then

4) return 0;
IR, R REREEE N O
5) else

6) distance «<— 0
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7) for i <— 0 to length(s,)-1 do

8) if s5,[i] == s,[{] then
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Table 3 The calculation results of condition edit B2 S REORS
distance between code paths B RIS E path
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1 o © © Wl A AU R R R AR B AR
2 uv g o cen_path
3 UV.ISM o o 1) cen_path <& ;
4 UV.PSM o o 2) foreach x € path do
5 UV.VS o0 1 3)fori<—1totdo
6 UVIS g 2 4) ¢ < choices(ccn) ;
7 UVISM.VS 1 o /1 BEALZE 3 5 A AR B
8 UVISM.IS 2 ® 5) x < c.replace( ‘placeholder’ , x) ; // £ %%
9 UV.PSM.VS 2 e BEITCR
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1) Function CodeGenerator(path, elements):

2) code <

3) foreach p € path do

4) replace(p, elements[p.type]);

HTCER B A Fr B

5) code.append(p);

6) end

7) return code;

8) end

NB—I,;

10) D« ;

11) base_paths «<— FSM-Model ; // FSM #& 7!
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18) end
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21) code «— CodeGenerator((v_path, n_path),
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23) end

24) end

25) return B, D

MRS 3, Jm I o A AR R AN 5 23 1
T B 1) 52 2% 55 () DT Ak

1) £8H5 1)~8)47 N CodeGenerator & £, HAX
M2 TG 3 B RIS B, B ik EOh 1R
JTLENEL WO,

2) A5 9)~10)47 FHIEEA, BHICHNO(1).

3) AR5 11)~12)47 A F A AR 2 45 R ) 2
RIS AW . BT FSM AR ADIR S e, [
ARSI EAE, 1280 (1),

4) AR 15)47 1 20)47 RS 5 % B2 .56 25 oR)
B, BAREHRTAIRE L 1280 (1),

5) B 13)~24)1T, AMERIZIT n ik

6) fCHG 14)~18)4T A1 19)~23)47 A 2 ML Y
PEFR . BT REBAEKECH AR, THREZ
RS 5 I i AL 25 4% F1 CodeGenerator bR 5 52 1
AE N O+ 1), BIO(1).

DRI, BV RS () 5 2 P - B2 R IR P
RV BEIR BB n SR, RIENO (n - t).
3 W59

A LA PHP % 5 SQLIE NI XSS IR A
BT SEIRIRAE 5 00, EEAREIR LR 34

1) SIAE TR, AR S5 AR R
AR TS I SR

2) AR SCITIEAE B 22 P ARSI A2 P S A
SEAE IR T2 80 T IR A A R

3) AT EAE B 22t R S AE PEAL
T HIR A2 IR 21 2.

AR SC S B0 A A L B N A 48 Intel i9-10900,
P17 64 GB.

T4 PHP 15 5 YR oM A A R 1 AH 5K
RIS AER 4, X e Byl X A A BT
BEA AR, O EEE
FIRERARBE T KA RIS B . ARk
¥ LLX L g N SARD I NS %, JRIT4
T B 23 o
3.1 ERBERBEENRE

AR S HE T FSM ) YA AL 2k o It 48 A il B
% (A FR FSM-TSG) AXHS C T, 7 7E github
(FSMTSG) N &EF . L5+ H RS B
FERYET AT EE ) CVE RS . A 1 IR T



- 158+ P 55 R Ak 8114
* 4 PHPIEEREEENREERSGEMR
Table 4 Research on the generation of PHP vulnerability benchmark
w4k 4y i
Large scale generation of complex and faulty PHP test cases!'*) 2016 L-TSG
Systematic generation of XSS and SQLi vulnerabilities in PHP as test cases for static code analysis®! 2022 S-TSG
Vulnerability test suite generator (VTSG) version 3} 2023 V-TSG

M IR 2206 SR v A A PHP 1 75 JRs 7] 22 4

N B ERSH, Hr, L-TSG. S-TSG. V-

TSG B AR S HEHE A LM B, V-TSG B AL HF
XSS, KA <E A0,

#*5 PHPIESREEENRE
Table 5 Vulnerability benchmarks of PHP

K WiR IR R PR, e
KA % mbIE meiE T
SQLi 912 8 640 0 9552
L-TSG
XSS 4352 5728 0 10 080
SQLi 9982 40628 0 50610
S-TSG
XSS 24171 130809 0 154 980
SQLi 109824 175296 0 285 120
V-TSG
XSS 0 0 0 0
SQLi 800 6 800 4000 11600
FSM-TSG
XSS 800 6 800 4000 11600

3.2 mEEENREE R G IER L o

AT AR P &2 2% B L A B (control
flow graph, CFG) . #l & B FI-1- 31847 I8 [A] 4 >4
FE, ARSI R BRI R A TV S I 7
AT RGIEXS LA, RAARfebr WAR 6. SRIRE
e d ok AR 51 2 73 Afr T H. phploc SREEZKAT, 14
X EESE SR AR 7~ 9 L& 11

I ) R A I A 5 T SR A AR B A2 % B o)
PEgE B RAER Trh . N E MRS SEER 45 2R,
K FH K-Means HE 0 2 7 885 2047 1753, I0K
SERAT =4 AL, B 1 . BT gy
i 3 A % . #% 0 £ 5 FSM-TSG. MediaWiki.
Joomla. ThinkPHP. phpBB, #& N #f A % & &
2, SO AL ACHS B A R PR RRAE s AR L N
phpLiteAdmin F1 WordPress, W # & 4% & # &,
JtH: phpLiteAdmin A ERSCAF R, BRI
BIKF; K2 45 L-TSG. S-TSG F V-TSG, 3%
IS R AR AR, 5 RSERAP A EEZE R EBOR .

R 6 WREEMEESE AR IRIR
Table 6 Comparison indicators of vulnerability
benchmark generation method

25 by faTAK
AT 2R AvgCen.LLOC
AR P e
o 34 e i .
59 21 VB8 5 Ak AvgCen.Class
JiiE P A A AvgCcn.Method
CFG #4715 s %% AvgNode.CFG
i A o
CFG ¥l % AvgEdge.CFG
T B XF PRI A R AvgCBO
jFﬁEﬁ £ 1 000 KBS FERS AvgTime.1 000

x7 RREENIESEIRERIBES HEXL
Table 7 Comparison of CCN between vulnerability
benchmarks and real software

AvgCen. AvgCen. AvgCen

25 K
FH o LLOC Class Method
L-TSG 0.12 1.0 1.0
«J?Taﬂ S-TSG 0.07 0 0
Bl
AR V-TSG 0.17 1.16 1.08
FSM-TSG 0.37 10.30 3.73
WordPress 6.6.2 0.46 48.28 5.55
Joomla 5.1.4 0.40 12.62 3.42
s ThinkPHP 6.1.4 0.42 14.43 2.73
fr
At phpBB 3.3.13 045 1174 325

phpLiteAdmin 1.9.8.2 0.42 78.00 6.42
MediaWiki 1.42.1 0.32 15.44 2.97

8, S-TSG Ml FH AR A AL 5 T
T R T LS, BRI R AvgNode. CFG 81K -
L-TSG 5 V-TSG [/ AvgNode. CFG A AvgEdge.
CEG RIS, 38 A IR 1) 22 Hh L SR v (R AR
. PLLE3%E M AvgCBO )40, ik A #14%
B R A 51 N PHP B 5 1 (3]0 SRR B0 R AR &
JERAG . FSM-TSG 38 i #4) 2 £, 25 bk £ i FH A2k
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6] 5] FH BOARAS B, A3 38 3 004 bR 8k 2
SEEA K o

*8 WREEMN{ESELRHY CFGFIIEA XL
Table 8 Comparison CFG and CBO of between
vulnerability benchmarks

N ) AvgNode.  AvgEdge.
EII A /—;
| e CFG CFG AvgCBO
L-TSG 8.30 8.49 0
bRl S-TSG 5.37 2.83 0
i
TR A V-TSG 8.97 10.22 0
FSM-TSG 89.38 103.15 0.82
‘WordPress 6.6.2 141.82 182.7 1.91
phpBB 3.3.13 120.11 164.32 2.66
LK . .
gpp  POPHiteAdmin o oiss 08
1.9.8.2
ThinkPHP
6.1.4142.1 36.04 36.04 3.20

DR b AN () 8 4 R A AR RO VA R R, AR
SIS AE [ — B T s ATACRS 10 K, TR R
1 000 /™ 5] 1~ X FE R, SEEG 25 R LR 9.
MEERHKE, V-TSG KPR & (16.53 ),
AR 33K TR M FIFER 2 58, FSM-TSG #&
B (N 0.72 ). BT ANFZmFETE S il Re
KPERE 2 5, (¥R Python i 5 1 3 Fh 7 ik
o, FSM-TSG WP 3558 BA B R AL H

®9 mEEEESE TR
Table 9 Average time-consuming of vulnerability
benchmark generation

2
phpLiteAdmin 20
15
1.078
£
WordPress 0.5 §
0z
Q
—0.55f +1 %%
-1.0%
MediaWikie ® Sy 150 L5
SLTs6 ThinkpHp® ® PIPBB 5
TSC .
SISG L9 1.5
0

RIL R = YA

3D visualization of clustering results

K
Figure 11

3.3 RIEIZHE T ENIXITE

A 3Lk A 3 FKIT R PHP i 5 s 72 48 T
B, AR SIRA S WA 10, PFr bRt HHS
g, BEZE, FUEMPERZE.

F10 FMRREZELAERA
Table 10 Version of vulnerability discovery tools

IR ZEYE T H fA
RIPS 0.55
WAP 2.1

Kunlun-M 2.6.5

7E SQL ¥E N s il I AR E AT Mk, 25 R
# 11, % T RIPS, FSM-TSG fEXE A )51, #
b S-TSG I V-TSG R 23, H[FIRFM F1{EAZ
AN, BEEARRE 5 A FE AR A 2 AR MR AL B
AR £ . Kunlun-M 7€ FSM-TSG | # 1
A R R AE A R A FLE BRI 2, R

LR L-TSG S-TSG V-TSG FSM-TSG
IR Python Java Python Python AJ ﬁlé IEé ﬁ\: Ij‘] E %% 1;5\ ﬁj\ *ﬁ %ﬂﬂ )I_I\IJ Xﬂ- % E% ’/fé Jﬁ @ ‘fi Z:
SRR BT 203 3T 3T f, SEORIINE . WAPTE 4 FREEHENIALE 11K
AvgTime.1000 1.00's 0.89s 16.53 s 0.72's R 2, JBHZEEFSM-TSG I, HA[H*%
# 11 PHPIZE mEIZHIE LEMRKLER
Table 11 Evaluation result of PHP language vulnerability discovery tools
sk RIPS WAP Kunlun-M

L-TSG S-TSG V-TSG FSM-TSG L-TSG S-TSG  V-TSG FSM-TSG L-TSG S-TSG V-TSG FSM-TSG

eSS 0.154 0.441 0.503 0.261 0.122 0.230 0.459 0.333 0.140 0.313 0.470 0.417

AR 0.224 0.050 0.206 0.363 0.109 0.010 0.134 0.001 0.171 0.269 0.181 0.063

F11{4 0.183 0.090 0.292 0.304 0.115 0.018 0.208 0.002 0.154 0.290 0.261 0.109

IS — — — 0.093 — — — 0 — — — 0.034
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A FUEET 0.3%, Ui WIARRS 5 2% B 138 oot
WAP Jil2 38 58 71 52K

(1D FEARBEATM TS R

3 IR I 2 4 T2 AR YR AR o D AR e A
ARG A A R 5 eI A AR 12, T
A “IS” R “VS” g1, 3T ARG T
TR, FEANE Sink JC K 142 B RS AT s
T, VB 3 IR A2 4R TR SR T W e A
Sink S JERS . 5 “IS” RIGEEMEL, &
“VS” HIRAL R 2 ATk S IRIA S EE 2, Ul B
3L RAE X 4 Sink £ 20t R & — 16
Ji. Hrp, RIPS 3 lfEEE “ISM” il “PSM”
AR IR 7 3714 3394 “IRIR”, BoEA
T, i B RIPS ££ ) W7 22 4 HLAI Sink £ 520
WAZTEAE . Kunlun-M K& “UV” RS
ZEad I PR D 11 = 61 S P 2 = e
AIEE N —TEER R, WAPIUIRS T 3N
T, SR EAE, TR 28R R
HBEAT 23 B T

A58 P 35 K B A2 03 8 o IR TR 2 4 T ELdE AT
P, AMUAT DAZE o PP TR AR S5 IR, iR Re
FEARRS L 28 5 T 2 B T L 1 s O 2 4l 7 7 G
M, NTHFSS RS,

(2) 2t FMR GRS o i

TEHER R MR, B TT2 88 T2 ER )
IR CE WAR 13 7EFFAIRFebrh, T IAh
B MRS AR 7 AR SRt A ), 4
T FSM-TSG #4740 #r. fE& 1171, RIPS 3
R B A R, Kunlun-MIRZ, 3X 2 #RA 23
THBHHRBMET 0.1, FEX—IF0 IR F
A fE AR IR P28 TR Sink 5532547 7 KT, 1
AR R R 2 AL e A R R A R
FIBTAE . WAPFERIZR 0, U B H B = H A
ABAARAS H f IR VR ) R

F 12 EEZE IR EEARRERENL
EhRENTREHE
Table 12 The number of vulnerabilities reported by

tools in the basic code path benchmark

%{Zﬂgﬁ% R 47 }gﬂ;‘;g RIPS WAP Kunlun-M
0 400 0 0 0
uv 400 0 0 0
UV.ISM 400 0 0 0
UV.PSM 400 0 0 0
UV.VS 400 110 0 0
UV.IS 400 54 0 0
UVISM.VS 400 106 0 0
UVISMIS 400 63 0 0
LI UVPSMVS 400 112 0 0
UV.PSMIS 400 51 0 0
cv 400 0 0 0
CV.PSM 400 0 0 0
CVPSM.VS 400 119 0 25
CVPSM.IS 400 57 0 18
CVIS 400 81 2 12
CV.ISM 400 0 0 0
CVISMIS 400 67 0 15
CVISM.VS 400 135 0 26
Bl
CV.VS 400 155 1 24
L& 7600 1110 3 120

LR 11, R 135 33K T AR R L H
MERRER R A FRAFE T R 7
8K, HARIPS A [H #6314 £]0.909, Kunlun-M #%
ik $)0.687. JERHTET, HEl2L& R E
HIEREAR R GUREAR % 15 50%, 5 3EA A2 IR
H o AN ], TTIX 3 A48 R 2R AR 50 A7 521

# 13 Wiz TEAH#HANEE BEENRE EITEER
Table 13 Evaluation result of vulnerability discovery tools in the discrimination benchmark
o CVISM.VS CV.VS .
iz dm LR RS FEJCIES Jatil ST ES
CVISM.IS CV.PSM.VS UVISM.VS  CVIS UV.VS
RIPS 52 16 24 66 28 0.572 0.909 0.702 0.093
WAP 0 0 0 0 0 0 0 0 0
Kunlun-M 9 4 27 11 16 0.687 0.153 0.251 0.034
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