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Abstract: Federated learning (FL), a distributed machine learning framework, was recognized for retaining training
data on remote clients. However, two critical challenges were identified. First, heterogencous data distributions
were commonly observed across clients, which significantly degraded overall training efficiency. Second, the cen-
tral server could’t access authentic remote client data, allowing adversarial clients to upload malicious model up-

dates, thus negatively affecting global training accuracy and efficiency. To address data heterogeneity, the PFed-
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proto framework was proposed, incorporating personalized layers based on prototype learning. These layers, posi-

tioned before each client’s decision layer, were optimized to enhance client model adaptation to local datasets and

improve localized task prediction accuracy. Building on this framework, a three-stage defense scheme named Ro-

bustPFedproto was developed to strengthen the PFedproto framework’s robustness against data poisoning attacks.

Experiments were conducted on four real-world image classification datasets. Results demonstrate that the PFed-

proto framework effectively mitigates data heterogeneity impacts. Additionally, the Robust-PFedproto scheme not

only efficiently handles data heterogeneity but also shows strong robustness against data poisoning attacks.
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Figure 1 Personalized layer federated learning
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Figure 5 Impact of different poisoning intensities (combinations of # and m) on the model performance
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Table 2 Comparison of accuracy under poisoning attacks and defenses for the Robust-PFedproto model

CIFAR-10 MNIST

n=2 n=4 n=6 n=2 n=4 n=6
Clean 82.68%+0.3% 78.50%+0.3% 74.33%+0.3% 98.17%+0.3% 96.74%+0.3% 95.10%+0.3%
Attack 71.76%+0.5% 69.49%+0.5% 64.82%+0.5% 86.57%+0.5% 85.03%+0.5% 82.42%+0.5%
Defend 80.13%+0.5% 76.42%+0.5% 71.59%+0.5% 96.34%+0.5% 93.97%+0.5% 91.21%+0.5%

Fashion-MNIST EMNIST

n=2 n=4 n=6 n=2 n=4 n=6
Clean 91.83%+0.3% 87.05%+0.3% 82.94%+0.3% 86.5%+0.3% 83.97%+0.3% 80.66%+0.3%
Attack 82.36%+0.5% 76.62%+0.5% 71.20%+0.5% 74.07%+0.5% 71.54%+0.5% 69.11%+0.5%
Defend 87.57%+0.5% 83.06%+0.5% 79.71%+0.5% 82.04%+0.5% 80.53%+0.5% 77.52%+0.5%
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